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HacTtoslwee pykoBOACTBO MO 3KcnnyaTaumm (ganee no Tekcty — PJ)
COOEPXKUT CBEAEHMSI O Ha3HaAYeHUW, KOHCTPYKUUM, npuHUune pabdoTshl,
TEXHUYECKUX  XapaKTepucTukax  ynpasBrisieMoro  CeTeBOro  KommyTtaTtopa
BOLID SW-216 ALP.203729.003 (ganee no TekcTy — KOMMYyTaTop, musgenuve
Unu n3genue) 1 ykasaHua, Heobxogumble Ona npaBuribHOW U 6e3onacHoun

aKcnnyataunn.

BHUMAHUWE!

L PykoBOACTBO MO 3KCnyaTauum COOEPXUT TONMbKO CrpaBOYHYHO
MHGOpMaLNIo, HeOBXoaMMYKD AN UCNOMb30BaHUA €0 TEXHUYECKUX
BO3MOXXHOCTEWN.

L OmsanvH  u3genusi, TexHudeckune  xapaktepuctukm un - [0,

ﬂ YNOMsAHYTble B [JaHHOM PYKOBOACTBe, noasiexaTr U3MeHeHuo 6es
obda3aTenbHOro nNpeaBapuUTeSibHOro MMCbMEHHOIo YBEOMSIEHUS.

! ToproBble Mapkm W 3aperncTtpupoBaHHble TOProBble MapKw,
YNOMsAHYTble B AaHHOM PYKOBOLCTBE, SBMSATCA COOCTBEHHOCTbLIO
npasoobnagaTenen.

L B cnyyae HaxoxOeHusi HETOYHOCTEW WM HEeCOOTBETCTBUW,
obpallantechb B cnyxby noanepxku.
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1 ObLLUME CBEOEHUA

1. CeTeBon KOMMyTaTOpP NpeaHa3Ha4vYeH ans cCoeANHEHNA HECKOSTbKMX Y3I10B
KOMMbIOTEPHOM CETU B Npeaenax 04HOro Uin HECKONbKNX CETMEHTOB CETH.

2. lNoppoepxka TexHorormm PoE nossonsieT nepegaBaTb nuTaHue
Ha pasfn4yHble yCcTpoMcTBa U nepudepun. YCTPOUCTBO Takke MWCMOosSib3yeTcs
Anga NOAKIIoYEeHNa BUOEOPErncTpaTopoB N CETEBLIX BMAEOKaAMep Mo TEXHOMOMm
PoE, a Takke nepenayn gaHHbIX Mexay ceteBbiMu ycTponctesamm COT.

3. [pn coBMECTHOM MCMNOSb3oBaHUM C npeobpasoBaTensMn UHTEpPKENCcoB
«C2000-Ethernet» nossonseTr KOMMYTUPOBATb CUrHasibl OXPaHHO-NOXaPHbIX
npnoopos MCO «OpunoH», a Takke NpUbopoB APYrux CUCTEM.

4. Obnactb NPUMEHEHUA KOMMyTaTopa: CUCTEMbl BUAEOHAbMOEHWS,
OXpPaHHO-NoXapHas curHanusauus, CKYy[, CUCTEMBbI KOHTpONS
n gucnetyepmusaunm oObEKTOB.

5. KommyTaTop paccuynmTaH Ha KpYrfoCyTOYHbIN peXnum padoThbl.

6. Kommytatop npegHasHadyeH ans paboTbl B XKUMbIX, KOMMEPYECKMX
N NMPON3BOACTBEHHbLIX 30HAX.

7. KOHCTpyKUMA KOMMYyTaTopa He npegycmaTpvBaeT €ro UCnosfib3oBaHue
B YCITOBUSIX BO34eNCTBUS arpeccmBHbIX cpes, NbIn, a Takxke
BO B3PbIBOMNOXapoonacHbIX NMOMELLEHNSAX.

8. OTnuunTenbHble 0cOB6eHHOCTU BeEpcun 3 OT Bepcun 2 n sepcun 1:

— MosiBMNnacbL onuusa yBenuyeHust ganbHoctn nepegaym co 100 m go 250 m
Ana noakmnyeHHbIX B noptbl 1 — 16 POE ycTpoucTB, HO Mpu ee BKIIHYEeHUN
CHWXaeTca ckopocTb nepegaym pgo 10 Mout/c (co 100 M6uTt/c). BkrntoyeHue

AaHHOM onumn NnponssoauTcs B Be6-nHTEpdence ycTponcTea;
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— PeanusoBaHO WHTeNMeKTyanbHoOe YynpasfieHne 3aHepronoTpebrneHnem
PoE. [lJaHHas doyHKUMA NO3BONSAET OTKMNOYaTh YCTPOUCTBA, NOAKI0YeHHble B POE
NopTbl C HaNbONbLWNM HOMEPOM, 3aTeM CrieylLmin Mo BefIM4MHE HOMeEp, MoKa
He noTpebnsemast MOLWHOCTb HE CHU3UTCA HWxXe obuien AonyCTUMOM MOLLHOCTU
PoE;

— [dobaeneHo obOHapyxeHne cboeB — «PoOE watchdog», koTopoe
aBTOMaTU4eCKn onpegensieT cbon ceTeBOro nopra M nepesanyckaeT CeTeBYyHO
CBA3b Ha nopTy. OTa (yHKUMS NO3BONSET m3bexarb pydvHOro obeCnyxmBaHus
N nepesanycka ceTn, 3KOHOMS BPEMS U CHUXasA 3aTparbl.

9. BoamoxxHOe npumeHeHue:

@@ o)

PoE IPC

-
POE IPC

PucyHok 1.1 — CeTeBoe coeanHeHne
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2 TEXHUHECKUE XAPAKTEPUCTUKU
OCHOBHblE  TEXHUMYECKME  XapPaKTEPUCTUKNM  U3O0EeNUst U CEepBUCHbIE

ocobeHHOCTW NpefcTaBfeHbl HUXe (cM. Tabnuua 2.1).

Tabnuuya 2.1 — OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKN™

HanmeHoBaHue napameTpa

| 3HavyeHue napameTpa

CeTeBble MHTEPdENCHI

OObLiee KonNnM4ecTBO

18 nHTtepdencos

MopT Ne 1 —-16: RJ-45 10/100 Mowut/c
PoE

RJ-45 (I'IopT) Ne 17 — 18: 2 komb60 — nopta RJ-45
10/100/1000 M6wuT/c (uplink)

SEP MopT Ne 17 — 18:_ 2 kombo — nopta SFP
1000 M6wuT/c (uplink)

SFP+ Het

O6opynoBaHue

MopTbl RJ-45 18 nopTtoB

MopTbl SFP 2 nopTta

MopTbl SFP+ HeTt

QnekTponuTaHue (NepemMeHHbIN TOK)

Hanps»xeHne nutaHna yctpomnctea

100 - 240 B nepeMeHHOro Toka

[MoTpebnsembln TOK

4 A

[MoTpebnsiemass MOLHOCTb

20 BT B OexXypHOM pexunme
400 BT npu nonHown Harpy3ke

[MponsBoanTENLHOCTL
YpoBeHb L2
Tun YnpaBsnsembiv

Bpems TexHnyeckon rotToBHOCTH

npubopa kK pabote S0¢c
KommyTtaumoHHaa matpuua 8,8 Ghps
MapLipyTnsauus naketos 5,36 Mpps
Bydep nakeTtoB 2,57 Méut
Tabnuua MAC agpecos 4 K

=l=]il=)
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HanmeHoBaHue napameTtpa

3Ha4vyeHue napameTpa

MopaepxvBaemble cTaHaapThI

IEEE 802.3, IEEE 802.3u, IEEE 802.3x,
IEEE 802.3ab, IEEE 802.3z

PoE

Ctangaptbl PoE

IEEE802.3af,
IEEE802.3bt

IEEE802.3at, Hi-PoE,

MowwHocTbe PoE noptoB

MopT Ne1 — 2: He 6onee 90 BT (Ha nopT)
MopT Ne 3 — 16: He 6onee 30 BT (Ha nopT)

Obwasa mowHocTb PoE

He 6onee 240 Bt

PacnnHoBka nogaBaemMoro
nutaHna PoE

1,2,4,5(V+),3,6,7,8(V-)

PoE ynpaeneHune

Hactponka PoOE (ncnonb3oBaHue nopTa
B peanbHOM BpeMEHMN), cTaTUCTUKa
cobbiTn PoE, Green PoE, nopaepxka
coBmecTtumocTu, PoE watchdog

PaccTtosHne nepenaym no PoE

Jo 250 m

CepBUcHbIE 0COBEHHOCTH

OcHoBHOEe epeBo

IEEE 802.1d (STP); 802.1w (RSTP)

VLAN

IEEE802.1q Standard VLAN

YnpaBrieHne notokamm

Moonepkka ynpasneHus
Ha ocHoBe IEEE802.3X

NMOTOKOM

ArpernpoBaHue (06beanHeHune)
kaHanos

LACP, ctatuyeckoe arpernpoBaHue

3epkanupoBaHue 1:1 (OanH k ogHomy), 1:N (MHoro kK ogHoMmy)
Multicast OTtcnexusanue IGMP

DHCP DHCP-knueHT

BesonacHocTb Mpuesaska IP+MAC, IEEE802. 1x

CuctemHoe obcnyxunsaHue

BoccTaHoBneHne, 0GHOBMEHNE MPOLLMBKMY,
CUCTEMHbIN XXypHarn

QoS

[MpUOPUTETHLIN peXxum,
WRR/802.1p/DSCP, nprnopuTteT npoTokona

Ob6wue ceBegeHus

[MpepensHoe
MMMYJTbCHBIX MOMEX

HanpshxeHne

2 kB/1 kB**

CTteneHb 3aWwmTbl 000N0YKM MO
FOCT 14254-2015

IP40

=l=]il=)
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HanmeHoBaHue napameTpa 3HayeHue napameTpa
YCTONMYMBOCTL K MEXaHUYECKUM
BO3ENCTBMAM MO KaTteropusi pasamelluenus 3
OCT 25 1099-83
AnanasoH 1-35Ty
BubpaunoHHble | HacToT
Harpysku MakcumarnbHoe | g g
ycKopeHue '
[unana3oH pabounx TemnepaTyp OT1-10 °C po +55 °C

OTHOCcUTEmNbHasa BNAXHOCTb
OT1 10 % 0o 90 %

BO3ayxa
[[@abapuTHble pasmMepbl 440%300%x44 mm
Macca 3,51 kr

Bpemsa HenpepbiBHOW paboThI KpyrTIoCyTOuHO
KoMMyTaTopa

CpegHsasa HapaboTka npnbopa Ha

OTKas B JE€XYPHOM pexnme 80000 4
paboThbl

BepodaTtHocTb 6€30TKa3HOM 0,98758

paboTbl 3a 1000 4

1.25G 850nm, 500m, LC, Multi-mode
1.25G 1310/1550nm, 20km, LC,

Single-mode 1.25G 1550/1310nm, 20km,
LC, Single-mode

MNopnepxnBaemble MOOYNM

*TexHn4yeckne xapakTepUCTUKN MOTYT OTNINYATLCA OT 3asiBIIEHHbIX.

**B 3aBUCUMOCTUN OT CUH(PA3HOro Unu pasHOCTHOro CUrHasos.

Mo  ycToOMYMBOCTM K  3MIEKTPOMArHUTHbIM  MOMexaM  KoMMyTaTop
COOTBETCTBYET TpeboBaHUAM TpeTben CTENeHn KEeCTKOCTU, C KpUTepuem
KayecTBa PYHKLUMOHNPOBaHNA A, COOTBETCTBYHLLNX CTaHOapToB,
nepeyuncrieHHbix B [Mpunoxenmnn b TOCT P 53325-2012.

KommyTatop  yaoBneTBOpsieT  HOpMaM  UMHAYCTpUanbHbIX  MOMEX,

ycTaHoBreHHbIM anst obopyanoBaHus knacca b no FOCT P 30805.22.
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YpoBeHb pagunounanyveHna nagenuna B cooreetcteum ¢ NOCT 12.1.006-84
JornyckaeT KpyrrnocyToyHoe rnpoBefeHue obcnyxuBarwLwmm nepcoHanomMm pabor,
NpeAyCMOTPEHHbIX HacTosAwmnm P3.

Mo cnocoby 3awmTbl OT MOPaAXKEHUs JNEKTPUYECKMM TOKOM usgenve
oTHocuTca K knaccy 3 no FOCT 12.2.007.0-75.

Tabnuua 2.2 - 3aBUCMMOCTb MakCMMarbHOW MPOMYCKHOW CNOCOBHOCTU
N MOLLHOCTU OT ASIMHbI Kabens™
KaGens (m) MakcumanbHas NMponyckHas cnoCOGHOCTbL
MolyHocTb (BT) (Mo6uT/c)
IEEE802.3bt 90 BT
100 71,3 100
150 62 10
200 51 10
250 40 10
Hi-PoE 60 BT
100 53 100
150 50 10
200 47 10
250 37 10
IEEE802.3at 30 BT
100 25,5 100
150 25,5 10
200 25,5 10
250 25,5 10

*B nabopaTopHbix ycrnosuax. Npu HanpsKeHuu nutaHna kommyTtaTtopa 53 B.
Ona kabenen kateropun CATS5E/CAT6 n makcmmanbHOM COMpPOTUBIEHUN

NOCTOAHHOMY TOKY < 10Q/100 m.
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3 KOMIMJEKTHOCTb

CoctaB wu3genusa npu noctaBke (KOMMSIEKT MOCTaBKM KOMMYyTaTopa)
npeacrasneH Huxe (Tabnuua 3.1).

Tabnuuya 3.1 — KomnnekTt noctaBku*

O6o3Ha4yeHune HanmeHoBaHue KonnyecrtBo

AUOP.203729.003 KommyTtaTtop «BOLID SW-216» 1 wr.
PykoBoacTBo no aKcnnyataumm

ALAP.203729.003 P93 |5 h e g «BOLID SW-216» 1 3K3.
Kabenb nutanus, 220 B nepemeHHOro 1wt
TOKa '
KpenneHue B CTOMKY 2 WT.
BUHT M3x5 6 WT.

SFP mogynb** —

*KOMNMeKT NoCTaBkM MOXKET OTNMYaTbLCA OT 3asBIIEHHOrO.

** — [MocTaBnAlTCA MO OTAENbHOMY 3aKasy.
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4 KOHCTPYKUUA
4.1 NMEPEOHASA NAHENb

Ha pucyHke (PucyHok 4.1) npuBedeH BHELWHWA BWUL NepeHen naHenu
KOMMyTaToOpa, OnucaHwe MopTOoB W WHOMKATOPOB CMOTpuTe B Tabnuue
(Tabnuua 4.1).

PucyHok 4.1 — lNepefHasa naHenb KOHCTPYKLUMK
Tabnuuya 4.1 — [NopTbl N NHOMKATOPLI NepeaHen naHenm

Ne MapameTp OnucaHue
1 RJ-45 10/100 MopTbl nogkntodeHnsa PoE ycTponctB v anemeHToB
Mo6wuT/c (PoE) NOKanbLHOM CeTM.
10/100/1000 M6éuT/c:
[MrabutHble nopTbl C WHAWKATOPaAMXU COCTOSAHUSA.
bes PoE. AsnswoTca kombuHupoBaHHbIMKM  (combo)
5 nopTamu. He paboTaloT  OOHOBPEMEHHO  C
o | KoMOMHWpOBaHHbIE | onryyeckumu SFP noptamm.
nopThl

1000 M6uT/c:
OnTunyeckmne SFP nopThbl. AsnsaroTcsa
KOMOWHMpPOBaHHbLIMKN (combo) noptamu. He paboTatoT
OAHOBPEMEHHO C [MrabuTHBIMK NopTaMu.

3 RESET KHonka cbpoca Ha 3aBocKMe HACTPOMKM.

4| Console (RS-232) | lNopT onsa NnpoOLUMBKMW.

5 PoE PWR CseToBoOM nHAnKaTop anekrponutaHmna PoE.

6 MHqMKangpbl CBeToBble nHgukatopbl coctosiHua PoE n Uplink.

. NHoukaTopsbl CeeToBble NHOMKaTOPbI COeaNHEeHUs

17 - 18 KOMOMHNPOBAHHbLIX MOPTOB.

CBeTOBOW  MHAOMKATOP  COCTOSIHMS  KOMMYyTaTopa.

3 SYS MenoneHHoe MUraHue MHAMKaTopa Oo3Ha4daeT
HopMmanbHyt0 paboTy ycTpouctea. [lpn 3arpyske
yCTPOMCTBA MUraHne NHOMKaTopa YCKOPEHO.

9 PWR CBeTOBOW UHAMKATOP 3NEKTPONUTaHUS.
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Onsa nogkniodeHuss kK noptam Ethernet cnegyet ucnonb3oBatb kabenb
«BuTasa napa» kateropum 5 nnu 5e (CAT5 nnn CATSe).

HonyckaeTcs ncnonb3oBaHme Kak 3KpaHUPOBAHHOIO,
TaK N HedKpaHMpoBaHHOro kabens. Kabenb nogcoegmHaeTca K pasbemam RJ-45

KOMMYyTaTopa C NOMOLLbI CTaHaapTHoro wrekepa 8P8C.

4.2 3AOHAA NAHENb

KOHCTPYKTMBHO KOMMYTaTOp BbINOSIHEH B MeTanfnM4yeckoMm Kopnyce,
noaxoauT AN KPensieHUsi B CEPBEPHYHO CTOWKY.

Ha 3agHen naHenu yctpomnctBa pacrnonoXeH BUHT 3aLlUUTHOIo 3a3eMIieHus,
KnaBuwla BKIIIOYEHUSA/BBLIKMIOYEHNS MNUTAHUS, BEHTUNSLUMOHHOE OTBEpCTUE

N pasbemM nutaHusa c nogaepxkon 100 — 240 B nepemeHHOro Toka.

PucyHok 4.2 — 3agHasa naHenb
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5 MOHTAX U AEMOHTAX
5.1 MEPbI BE3ONACHOCTU

BHMAHWE!
' MoHTaX npou3BOAUTb TOMbKO MPU  OTKMOYEHHOM  HarpsKeHUM
NUTaHNS.

BHUAMAHNE!
Bce Buapbl paboT ¢ nsgenvem Bo BPeMs rpo3bl 3anpeLaroTcs.

1. MoHTaxX ©n TexHuMyeckoe oOOCny)XMBaHWE KOMMyTaTtopa  [OOJSKHbI
Npon3BOAUTLCA NUUAMU, UMEKLWMMU KBANNMPUKALUMOHHYIO TPynny MO TEXHUKE
6e30nacHOCTN HE HUXE BTOPOM.

2. KOHCTpyKumMs KommyTatopa yaosneTBopsieT TpeboBaHMsIM MOXapHOWM
N anekTpobe3onacHoOCTH, B TOM yucne B aBapuUMHOM pexnme
no NOCT 12.2.007.0-75, TOCT P 50571.3.

3.Mlpy  ucnonb3oBaHUM  KOMMYyTaTtopa  BHUMATENIbHO  OTHOCUTECH
K PyHKUMAM  BHewHero nutaHmd. [Ona obecnevyeHus 3awuTbl  CUCTEMbI
OT BHE3amnHbIX KPATKOBPEMEHHbIX CKA4yKOB  OfIeKTPONUTaHUS  UCMOSb3ynTe
orpaHuunTENDb  HanpsbkeHusi,  dopmupoBaTenlb  fIMHUM  WUNKU  UCTOYHUK
becnepebonHoro nutaHna (UPS).

4. He yctaHaBnnBamTe KOMMYyTaTOp B MecTax: Temnepatypa B KOTOpPbIX
onyckaetcsa Hwxe MuHyc 10 °C  wn/unn  nogHumaeTca Bblwe nntoc 55 °C;
C BnaxHocTbto Bbiwe 90 %; nOBbILWLEHHOINO WUCNapeHust U napoobpasoBaHUS;
ycuneHHon subpaumn.

5. MMpn MOHTaxe npoBoAa 3MEKTPONUTaHMUS N BbIXOAOB CrieayeT OCTaBUTb
AOCTaTOMHOE MNPOCTPaHCTBO Afd Nerkoro goctyna npuv  garnbHeunwem
o0cnyXuBaHuM yCTponcTBa.

6. lNpenoTepawante MeXxaHn4eckue noBpexaeHns KoMMyTartopa.
HecooTBeTCTBYHOLLME YCIIOBUSA XPaHEHUs U 3KChnyaTaumm KoMmmytaTopa MOryT

NPUBECTU K NOBPEXAEHNI0 060pyaoBaHUS.
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7.B cnyyae ecnu OT ycTpoMcTBa MAET AblM WM HEMOHATHbIE 3anaxu,
HEMeOMNEHHO BbIKOYNTE NMUTAHME U CBSXKUTECb C aBTOPU3OBAHHbLIM CEPBUCHBLIM
LEeHTPOM (BaLLMM MOCTaBLLMKOM).

8. Ecnn, Ha Balwl B3rngg, YCTPOMCTBO paboTaeT HEKOPPEKTHO, HU B KOEM
cnyyae He nblTanTecb pasobpaTtb ero camocTosaATenbHo. CBSXUTECH
C aBTOPM30BaHHbIM CEPBUCHBLIM LLEHTPOM (BaLUMM NOCTaBLUUKOM).

9. He ponyckanTe YyCTaHOBKY YCTPOWCTBa Mo4 BO3OENCTBMEM MNPSMbIX

COJTHEYHDbIX nyqul N BONM3N UCTOYHUKOB, n3ny4vyarowmnx Tenso.

5.2 MOHTAX

1. PaamelleHMe UM MOHTa)X [OO/MKEeH NpoBOAUTLCS B COOTBETCTBUM
C NPOEKTOM, paspaboTaHHbIM ANns AgaHHoro obbekTa. [lpy 9TOM B MNpoOeEKTe
AOIKHbI ObITb YYTEHDI:

— YcnoBua aKkcnnyaTauum n3genum,

— TpeboBaHua K ANUHE N KOHGUIypaunmn fIMHUA CBSA3MN.

2. TexHonornyeckas nocrnenoBaTenbHOCTb MOHTaXHbIX  onepauumn
onpegensaeTca ncxoaa ua ygobcrea nx npoBeaeHms.

3. 3anpeluaeTca yctaHaBnueaTb onmxe 1 M OT 3NIEMEHTOB OTOMSEHUS.

4. 0nsa Bblbopa TuUnNa kabena KW cevYeHMst NpPoOBOAOB HeobxoauMo
PYKOBOACTBOBATLCA HOPMATUBHOM JOKYMEHTauuen.

5. YcTaHOBKa nsgenuvs ofmkHa oTBevaTthb crefyrowmm TpeboBaHNAM:

— HOoukaTtopbl COCTOSAHMS Ha nepedHen naHenu MoryT ObiTb  nerko
NPOYUTaHbI;

—Y noptoB [OoOCTaToOMHO CBOOOOHOrO nMpocTpaHcTBa AN AocTyna
M NOOBOAKN Kabenen;

— Pasbem nUTaHUs HaxoamuTcs B npegenax AocsaraeMocTu
ANs NOOKMYEHUS K UCTOYHMKY NUTaHNS;

— N3penune 3asemneHo cornacHo [1Y3-7 n.1.7.126 (cedyeHue wmeaHOro

kabens: = 2,5 Mm%, CONPOTMBIIEHNE OTHOCUTENBHO 3eMnu: < 4 OMm);
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— ObecneyeHa BO3MOXHOCTb CBOOOAHOM UMpKynauum Bosgyxa. Cnegyet
nsberatb Nneperpesa, BMaXHbIX U MNblflbHbIX MECT;

— [Ansa nosbiweHna oTkasoyctonumBoctn COT, npm opraHusauum ceTu
nnTaHns KOMMyTaTopa pekoMeHayeTcs NCNonbL30BaTb NCTOYHUKN
becnepebonHOro nNMTaHus.

6. Pacnakynte obopynoBaHne 1 npoBeguTe BHELLUHWA OCMOTP Ha npeamet
HanMuus NOBPeXAEHWUN, KOTOpble MOryT BO3HUKHYTb MNPU TPaAHCMNOPTMPOBKE.
[Mpy nx HanNn4YMM CcocTaBbTE aKT B COOTBETCTBMM C [OrOBOPOM O MOCTaBKe,

N3BECTUTE MNMOCTaBLLUNKA U HaMpaBbTe ONH 3K3EMITTIAP aKTa B aApeC NocTaBLLMKaA.

5.2.1 MoaroToBKA U3OENUA K MOHTAXY

BHMAHUE!

ﬂ [Mpn MOHTaxe npoBOJa 3NIEKTPONUTAHUA W BbIXOLOB criegyet
OCTaBUTb [0CTaTOMHOE [MPOCTPAHCTBO [NA JIerkoro [octyna
npu ganbHenwem obcnyXmBaHMn yCTpoMUCTBa.

KommyTaTop npegHasHayeH Ans YCTaHOBKM B CTOWMKY, HA MOMKY UMW CTOM.
B koMnnekT noctaBky KOMMyTaTopa BXOAMT KOMMMEKT OSS KPEnneHust B CTOWKY,
COCTOSILLMI N3 ABYX CKOO U LUECTN BUHTOB.

[abapuTHble pasMepbl KOMMyTaTopa MpPMBEAEHbI HA PUCYHKE HUXKE

(PucyHok 5.1).

304
300

3 L 440

PucyHok 5.1 — N'abapuTHble pasmepsbl
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5.2.2 MOHTAX KOMMYTATOPA B 19" -CTOMKY

1. YcTtaHoBuUTEe ” 3adukcupynute npu MNOMoLM BUHTOB U3 KOMMIEKTa
NocTaBKkK KpensieHnst (Ckobbl) Ha Koprnyc KoMMyTaTopa.

2. YCTaHOBUTE KOMMYTaTOP B CTOMKY C Y4ETOM JOCTaTOMHOro NPOCTpaHCTBa

ans kabenen Ha 3agHeW naHenuM M C yy4eTom CBOOOOHOM LMPKYMSUMKM BO3OyXa,
He nepekpbiBasi BEHTUNSALMOHHbIE OTBEPCTUS.

3. 3adomKkcupynTe BMHTaAMW, MNOCTaBSIEMbIMWA CO CTOWKOW,
K cTonke (PucyHok 5.2).

KOMMYyTaTop

Blo 6 0o © oo & ©

PucyHok 5.2 — MoHTax kommyTaTopa B 19” — cTounky

5.2.3 RJ-45

Ona nogkntoveHna k noptam Ethernet cnegyet wucnonb3oBath Kabenb
«BuUTas napa» kateropumn 5 nnu 5e (CATS nnn CATSe).

HonyckaeTcs ncnonb3oBaHme Kak  3KpaHUPOBaHHOrO,
HEe3KpaHUPOBAHHOIo Kabens.

Tak n
Kabenb nogcoeguHdaeTca Kk pasbemam RJ-45
KOMMYyTaTopa C NOMOLLbI CTaHaapTHoro wrekepa 8P8C.
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PacnuHoBKa kabens
12345678

1,2,4,5(V+),3,6,7,8(V-)

1 — beno-opaHxeBbin
2 — OpaHxeBbii

I ] 3 — beno-3eneHbin

| | 4 — CHMN

5 — beno-cuHumn

6 — 3eneHbln

PucyHok 5.3 — LLTekep 7 — Beno-KopmqyeBbM
8P8sC 8 — KopuuHeBbI

5.2.4 YCTAHOBKA SFP

BHNAMAHUE!

— He cHumanTe nbinesawnTHyto 3arnywky ¢ SFP-moayngd, Takke
He CHUMaWTe 3alMUTHbIA KOMNAayYoK C ONTOBOSTOKOHHOrO Kabens
0O ero  nogcoeuHeHnd.  3awuTHas  3arfnywka W Konnadok
3awmuwaT onTuyeckne pasbemMbl M Kabernb OT 3arpssHeHun
N OKpy>KaloLLlero ceeTa.

— He yctanHaBnueainte SFP-moaynb C NOAKMNOYEHHbIM
ONTOBOSIOKOHHbIM Kabenem B cnotT. [pexge 4Yyem ycTaHOBUTH
SFP-moayrnb n3BnekuTe onTOBOSIOKOHHLIN Kaberb.

— MHorokpaTtHaa ycTtaHoBka M u3sBnedeHne SFP-mogyna moxeTt
COKpaTUTb ero CpoK aKcnnyarawuumu.

—Mpn  noakntoYeHun K KoMMyTaTopy W OPYrMM  yCTpoKcTBaM

cobnoganTte cTaHAapTHbLIN nopsiaoK paboT
C nnatammu N SNEKTPOHHBLIMMN KOMMOHEHTaMu, YyTOOBbI
npegoTBpaTUTb  MNOBPEXAEHUS  U3-3a  ANEKTPOCTaTUYECKUX
pa3psaos.

1. 3akpenute Ha pyKke aHTucTaTMdeckum 6Opacrnetr u nogcoeanHuTe
€ro K To4YKe 3a3eMsieHnsa Unn MeTannyeckon NoBEPXHOCTH.

2. 3Bnekute Moayrnb 13 ynakoBKN.

3. Mogknounte SFP-mooynb B pasbeM KoMMyTaTopa [O NOsSIBIIEHUSA
XapaKTepHOoro Lenyka dpukcaunm mogynsi.

4. \3BnekuTe NbiNe3awnTHy0  3arfiywky 13  moaynsa. Ybegutecs,

YTO (puKcaTop C LBETOBOM MapPKUPOBKOW HAaXOOUTCA B 3aLLESIKHYTOM COCTOAHUN.
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5. B cootBeTCcTBMM C YyKasatenamu nepenartyuka v (TX) n npuemHuka

A (RX), BcTaBbTE ONTOBONIOKOHHbI kKabernb B pa3bem Mogyrisi.

PucyHok 5.4 — lNogkrntoveHuns kabens

5.3 JEMOHTAX
I[l,eMOHTa>K npon3BognNTCA B O6paTHOM nopdaake npun  OTKIMHOYEHHOM

Hanps>XXeHnn nnTtaHng.
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6 NEPBOE BKNOYEHUE. UHULIMATIU3ALINA
YCTPOUCTBA

Mpy Hanuuum HanpsXXeHUs Ha BBOAE MNUTAHUA Ha nepefgHen naHenu
KOMMyTatopa OOSfbkeH BKountbea uHgukatop «PWR». Tlpn  Hanmnumu
coeanHeHuss no noptam Ethernet AOo0MmKHbI BKIOYNTLCA COOTBETCTBYHOLLNE
nHamkatopbl PoE/Link/Uplink. Tpu 3anycke obmeHa [OaHHbLIMW MHAWKATOPbI
PoE/Link/Uplink  gofmkHbl HayaTb MuraTb, 4YacTtoTa MWUraHuMsa  3aBUCUT

OT MHTEHCUBHOCTU OOMeHa.

6.1 NTHUUMANU3ALMUA YCTPOUCTBA
Lar 1. Y6eantecb, 4TO ceTeBasi KapTa KOMMbOTEPA HAaxXoOUTCA B TOW Xe
nogceTn, 4To M KoMmMmyTaTtop. 3anyctute Beb-6pay3ep U B agpecHOM CTPOKe

BBeauTe IP-agpec kommyTtatopa, no ymonyanuto (192.168.1.110).

Y4yeTHble JaHHbIe Mo YyMOJ14aHUIO Npn nepBoOM BKITKOYEHUN KOMMYTaTopa:

Nmsa nonb3oBaTenda admin

IP-appec 192.168.1.110

Macka nogcetu 255.255.255.0

LWar 2. lNpn 3aBOACKMX HACTpoOMKax Maposib MO yMOSTYaHUK0 OTCYTCTBYET,
NO3TOMY YCTaHOBUTE MapoSib y4eTHoOM 3anucum «adminy». B cTtpokax «[laponb»
n «lloaTeepxneHne napons» BBeauTe naponb yCcTpouctea. BeBoavmbi naponb
OOJDKEH npeactaBnsaTb cO60n KOMOMHAUWUIO NTaTUHCKUX DYKB BEPXHENO N HUXKHErO
perucTpa, anuMHom He MmeHee 8, HO He bornee 32 CMMBOJSIOB (CMMBOSbI: « ' », « " »,
«;», «l» «&» HegonycTumbl ana Bsofga). [Mocne BBoAa Mapons Haxmurte

KHOMKy «[loaTBepanTb».
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WHuuManusauma ycTpoicTea

WMma nonw3osarens admin

Tispiai. e |

MoaTEepXAeHMe napona  *****=" |

Mapone gomkeH BbiTh He MeHee YeM W3 8 CMMBOMOB, BKMIO4ATE MNUM LMdPEl MK
OykBbl MNK cney cumeonsl. OH JoNAeH CodepKaTkb No KpaiHel Mepe aga

YKa3aHHbBIX TUNA.

MonTeepauTs

PucyHok 6.1 — VIHuunanusaums

War 3. [Janee, ons Bxoga, NOBTOPHO BBeAUTE HOBLIA Napoflb Y4YeTHOM
3anvcu admin n HaxXmMuTe KHorky «Bxoo».

KommyTatop

Vima none3oeatens: | admin

Mapone: | sewveee

PucyHok 6.2 — Bxopg
War 4. WNameHuTe ceTeBble HaACTPOMKM KOMMYyTaTtopa B COOTBETCTBUM
Cc napameTpaMmn Bawen cetn. [HOna aToro nepenagute «HacTtpowukn =>

KoHpurypauus => Hactpownku cetn» (PucyHok 6.3). BBeanTte HOBble NapameTpbl
ceTu n Haxmute « CoxpaHUTb».

YCTpOUCTBO nepesarpysntcs aBTOMaTUYECKU MNOCSie COXPaHEHUsI CeTeBbIX
HaCTpOEK. Ecnu He npounsoLuna aBTOMaTmn4yeckas nepesarpyska,
TO nepes3arpy3mte YCTPOMCTBO CaMOCTOATENbHO, [Ans 3Toro nepengute

«HacTtpouku => Nepesarpyska cucTeMbl 1 HAXMUTE KHOMKY «[lepe3arpysntb».

IP-kamepa LO¥ A T | T

¥ Komdurypaums 1PV4

Pexum @ Cratwiecknit O DHCP.
1P agpec. 192. 168. 1 . 110
Macka noacetn 255. 255 255. 0
WWnio3 no ymonsasio 192. 168. 1 . 1

MAC apec

Coxpans,

PucyHok 6.3 — CeTeBble HAaCTPOKKM
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Tabnuua 6.1 — lNapameTpbl CETEBbLIX HACTPOEK KOMMYyTaTopa

MapameTp PyHKUMA
DHCP: IP-agpec ©yaet nonydyeH asTomaTtuyecknm ot DHCP-
cepsepa, nonb3oBaTesibCkoe 3afaHve IP/macku
Pexunm nogceTu/Wwno3a HEBO3MOXXHO.

CtaTudeckun: B I3TOM pexXuMme cregyeT 3adaTb BPYYHYHO
IP/macky nogceTu/wwntos.

TekcToBoe Mone CRyXuUT Ans OToOpaXeHus U M3MEHEHUS

IP agpec 5
Tekywero |IP-agpeca yctpouncrtsa.
Macka TexkcToBoe mnone cnyxuT Ana OToOpaKeHuMs U U3MEHEeHus
noaceTy TeKyLlen Mackm noaceTu, COOTBETCTBYIOLWEN CErMeHTy CeTw,
B KOTOPOM HaxoauTCsl KOMMYyTaTop.
LLi03 fo TexkcToBoe mnone cnyxuT AnA OTOOpaKeHMss U U3MEHEeHus
YMOM4aHNIO Tekywero |P-agpeca wnio3a. |IP-agpec yctpoucTtsa U LUSIO3

OOJTPKHbI HAXo4ANTbCA B OAHOM CEerMmeHTe CeTu.

MAC agpec TekcTtoBoe none otobpaxaetr MAC-agpeca ycTpouncTea.

War 5. llocne wuW3MeHeHMa HacTpoek BeO-nHTepdenc [OormkeH ObITb
AocTyneH no-HosoMy |P-agpecy. KoppekTHbin BXo4 B CUCTEMY MNPOM3BOAUTCA

C HOBbIMM YY4E€THBLIMW AaHHbIMM admin.
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7 AHOOPMALUMOHHAA MNMAHEIb

NHdpopmaumoHHas naHenb BKNYaeT B cebsa rpadpmyecKkyto U TEKCTOBYHO

MHJPOPMAaLIMIO O COCTOSHUN NOPTOB.

KommyTaTop A o] | T2

TpaduK cocToRHs

ndws
VLAN:

B o G @@l b

17 Down - - Fiber 1 Standard
FFFFF

nnnnnnn
2 Down - - Copper 1 Standard
Copper 1 stndan

PucyHok 7.1 — 'HpopmaumoHHasa naHenb

padmyeckans naHenb npeacrTaBndeTr cobon u3obpaxeHue nepegHen
naHenn kommyTtatopa. OTobpaxaeT COCTOSIHME MOAKMIOYEHUST K KaXXOOMY MOpTy

B peanbHOM BpemMeHu (PucyHok 7.2).

q = T
B a G 2

PucyHok 7.2 — ['padpuyeckasa naHenb

AktmBupynte onuuio  «MHGopmaums o6  yCcTponcTBe Ha  nopTex.
[Mocne akTMBauun rpaduyeckas naHenb OyaoeTr oTobpaxaTb He  TOSbKO
NHOPMALIMIO O COCTOAHUM MOOKIMIOYEHUNW, HO W MNOSIBATCA pa3BeTBIIEHNE
C OOMOSMHUTESIbHOW TEKCTOBOM UWHopmMauuen O MoaKMYEeHHOM YCTPOUCTBE
Ha BblOpaHHOM nopTy. TekcTtoBas uHoOpMauus BkrodaeT B cebs: IP-agpec,

MAC-agpec, VLAN, nHdpopmaumto o POE n mogenes yctporctea (PUcyHok 7.3).

BOLID BOLID SW-216 Bep.3 ALAP.203729.003 P3n ot 13.12.2023



BOLID SW-216 Bepcusa 3. PykoBoacTBO No 3KcnyaTauum 24

EI=IEI=] KommyTaTop

PucyHok 7.3 — 'padpnyeckasn naHenb

[ononHUTENLHO NPOCMOTPETH MHAOPMALIMIO O NOLKMHOYEHHbBIX YCTPOUCTBAX

MOXXHO MpW Nepexoae B pasgen MeHo « CnmMcok YCTPONCTBY.

KommyTarop

PucyHok 7.4 — CNCOK NOAKIOYEHHbIX YCTPOWNCTB

I'Iapameprl TEKCTOBOM naHernu ONMncaHbI B Tabnuue HWXe

(cm. Tabnumua 7.1).

Copper.
Copper.
Copper.
Copper.
Copper.

1

PucyHok 7.5 — TekcTtoBasi MH(popMaLMOHHasA naHerb
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Tabnuuya 7.1 — TekcToBas MHpopMauma o nopTe

MapameTp OnucaHune
MopT Homep nopta. CooTBETCTBYET YNCY Ha NepeaHen naHenu.
— Up — nopT NOgKIoYeH,;
KaHan — Down — nopT OTKIIOYEH,;
— Disabled — nopT BbIKNOYEH.
OTobpaXkaeT TeKyLlyld CKOPOCTb M B KakOM pexumme
CkopocTtb/[ynnekc | nepegaum napannenoHom (Full) unn nocnegoBaTenbHOM

HaxoauTCA NopT.

Tun HocuTens

[Noka3biBaeTca TN NOAKIIOYEHHOro HOCUTENA curHana.
— Copper — MmeaHbIn kKabenb;
— Fiber — BONOKOHHO-ONTUYECKNI Kabenb.

VLAN

NoeHtndomkatop VLAN.

OnucaHue

TekcToBOe none ¢ onucaHuem rnopra.

BOLID
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8 HACTPOMKA
8.1 PA3OEN «KOH®OUINYPALUUA CUCTEMbI»

8.1.1 NMoapPA3nEN «MH®OPMALIUA O CUCTEME>»

8.1.1.1 NyHkT «MHpOopMaLua 0 cuctemer
NHTepdenc otobpaxaeT WHGoOpMauMio O BepcUn  NpOrpamMmMmHOro

obecnevyeHunst, CUCTEMHYIO MHAOPMAaLMIO U Bpems paboTbl YCTPOMCTBA.

KoMMyTaTop ()3 A v | T

1 Wcpopmauus o cucTeme | Tekylliee BpeMA | 3arpyaka npoLieccopa

Tun yerpoiictea 16 Ports PoE Switch
MAG

Bepcws nporpamoro 1.001.100F000.0 R Build Date:2021-12-01
oBecnedenis

Bpews paboTs cuctems: 0 flweii 08:51:00

PucyHok 8.1 — Hpopmauus o cucteme

8.1.1.2 NMyHKT «TekyLiee BpeMaA»
Ypenute BHMMaHWe HacTporkamM BpPeMeHU Ha YCTpoucTBe. HenpaBunbHO

BbICTABIEHHOE BpPEMS, MOXET MNPUBECTU K HEKOPPEKTHOMY OTOBpaKeHuto
XypHany cobblTui, Bbi3BaTb Npobnembl npu paboTe cepTudukata OTKPbITOro

Kntoya n 1.4. B HacTponkax ycTponcTea SOCTYMNHa pydHas cuHxXpoHusauus c MNK.

KommyTatop (o A : [ T

¥ Kodurypaumsi cucTembl  /IHDOPMALIAA O ChicTeme Tekyliee Bpems  3arpyaka poljeccopd

Texywee spems 2000-05-10 77 00 : 44 : 16

Yacosoii nosic GMT+08:00 V!

e r—————

PucyHok 8.2 — TekyLuee BpeMs
Tabnuua 8.1 — HacTponku BpemMeHn Ha YyCTPOMNCTBE

MapameTp PyHKUMA

TekyLliee Bpems YCcTaHoBKa CUCTEMHOIO BPEMEHW.
YacoBou nosic Bbi6op YacoBoro nosica U3 BbinagatoLero cnucka.
Tabnnuya 8.2 — KHonku
KHonka PyHKUMA

CWHXpOHM3aLums CuHxpoHusnposaTtb Bpems ¢ K.

O6HOBUTb O6BHOBUTL MHOPMALINLO.

CoxpaHuTb CoxpaHUTb HAaCTPOUKN.
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8.1.1.3 NyHKT «3arpy3ka npoueccopa»
NHdopmauma o Harpyske Ha npoLeccop.

KommyTatop foS A - | g

¥ Kodpurypauus cuctembl  MHGOPMAlA o ciicteme | Tekylliee Bpenia | 3arpyska npolieccopa
Wrdbopmaums o cucteme
Y

Mocneatwie 5 cex 34%
Mocneanss 1w 24%

Mocnepwve 5w 34%

PucyHok 8.3 — 3arpyska npoueccopa

8.1.2 NMNopPA30EN « HACTPOWUKU CETU»
|/|3MeHVITe ceTeBble HaCTpOI7IKI/I KOMMyTaTopa B cooTBeTCcTBUN

Cc napameTpamun Bawewn cetn. [locne BHECEHUA U3MEHEHUN YCTPOMCTBO

nepesarpy3uTcst aBTOMaTUYECKM.
KommyTaTop L)) A , | T

IPV4

Pexum @ Craeckuit O DHCP

IP agpec 192. 168. 1 . 110

Macxa noacetn 255 255. 255. 0
LLinio3 no ymonsaHmio 192. 168. 1 1

MAC apec

Coxparis

PucyHok 8.4 — CeTeBble HAaCTPOWKK
Tabnuua 8.3 — CeTeBble HAaCTPOMKN YCTPOMUCTBA

MapameTp PyHKLNA
DHCP: IP-agpec 6ygeTr nonyyeH aBTOMaTU4ECKU
ot DHCP-cepBepa, rnorb3oBaTeribCcKoe 3aJaHue
Pexunm IP/mackn nogceTu/winto3a HEBO3MOXHO.

CTaTnyeckuii: B 3TOM pexumme crnenyeT 3agaTb BPY4YHYHO
IP/macky noacetw/wntos.

TekcToBoe rnorne Cny>xut ans OTO6pa)KeHVIF| N N3AMeHeHus

IP anpec TekyLero IP-agpeca ycTpoicTBa.

TekcToBOE Nosfie CNYXUT Ansa oTobpaXkeHUst N UISMEHEHUS
Macka nogceTu TeKyllen Mackym MnoAceTu, COOTBETCTBYHOLLEN CEermMeHTy
CeTu, B KOTOPOM HaxXo4UTCS KOMMYyTaTop.

TekcToBOE NOfie CNYXUT AN oTOBpaXXeHUst N UISMEHEHUS

LLino3 no -

MOSTYEHMIO Tekywero IP-agpeca wnw3a. |P-agpec ycTtpoucTtea
y N W03 OOSMKHbI HAX0AMUTBLCS B OAHOM CEFMEHTE CETH.
MAC agpec TekcTtoBoe none otobpaxaetr MAC-agpeca ycTpoucTea.
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8.1.3 NMNopPA3AEN «OBHOBNEHUE NMO»

Ona o6bHoBneHuss 1O HeobxoaumMo wuMnNopTUpoBaTb ann NPOLLUNBKU
Ha YCTPOMCTBO, AS1I9 3TOro HaxmuTe KHonky «O63op». B nosasmBLuemcs
ANanoroBoM oKHe BblibepuTe hann ¢ NPOLLUMBKON N HaXXMUTE KHOMKY « OTKPbITbY,
B cTpoke «Bbibepute cann npowmsku» OyaeT oTtobpakeH MMNOPTUPOBAHHbLIN

dann. Haxxmnte kHonky «lpowmnsBka» ons Havyana obHOBMAEHUS.

BHUMAHWE!
B npouecce obHoBneHus MO He oTkNoYanTe nuTaHme.
[MepesarpysnTe yCTPOMCTBO MocCre 3aBepLUeHns 0OHOBIEHNA.

KoMmMyTaTop lo3 A [ T

¥ KoHdurypauusi cuctemsl Ol

PucyHok 8.5 — O6HoBneHune NO
8.1.4 NMopPA3AEN « CMEHA NAPONA»

[nsa nameHeHus naponsa ydyetHon 3anucu (PncyHok 8.6):

1. Beeaute cTapbii napofie yCTpoMcTBa B TekcToBoe nore «Crapbiv
napornby.

2. BBeante HoBbIN Naporib B TEKCTOBOE nosie «HoBbiM naponb». BBognmbin
napofib [OfKeH npeacTasBnsaTb cobon KoMOUHauMO Uudp, NaTUHCKUX OykB
BEPXHErO N HWKHEro perncrtpa AfmMHon He meHee 8, HO He BGonee 32 CMMBOSIOB
(cumBonbl: « ' », « " », «; », « : », « & » HEOONYCTUMbI 451 BBOAA).

3. MoaTteBepauTte BBeOEHHbIN Naposib, TekcToBoe none «[lloaresepxaeHue
naponsay.

4. HaxxmuTe KHOMKy « CoOXpaHUTbY.
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KommyTatop (o3 A

¥ KoHdpurypaums cuctems!  M3MeHUTB napons
Wndhopmaun o cucteme
HacTpoiiin cemn Vs nonesosarens admin
OGHoanetme IO Crapsi napons

Hoou aps ®

CBpoc HacTpoex

Mepesa MoaTsepiaenvie napons

cnctens:
Hypran
Coxpanis O
» Ynpaanenwe nopramn
» Ynpasrietue yCTpoicTEOM
» PoE

PucyHok 8.6 — CmeHa napons

8.1.5 NopgPA3nEN « CEPOC HACTPOEK»
Mpn HaxaTm KHOMKW
97:\)

(Kpome ceTeBbIX HACTPOEK N Naponsa 4aHHOro KOMMyTaTopa).

«lo ymonuaHuio»

HaCTPOWNKM cOpOLLEeHbl W  BOCCTaHOBMEHDI

Kommyratop

® A :

PucyHok 8.7 — Cbpoc napameTpoB

3aBOACKue

29

BCE paHee YCTaHOBIIEHHblE

HaCTPOWKU

[ 54

[na noatBepxaeHuss cbpoca, B TekcToBoM none «lMaponb» AvManoroBoro

okHa «[llo ymMonuyaHulO» HY)XHO BBECTM Mapofib YCTPOWCTBA M Janee HaxaTb

KHOMKY « COXpaHUTb».

Mo ymon4axuio

‘YBepeHb!, YTo XoTUTE COPOCKTL K HACTpOikaMm no

yMOM4aHuio?

Mapone:

‘ CoXpaHuTb | ‘ OtmeHa |

PucyHok 8.8 — Cbpoc napameTpoB

BOLID
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8.1.6 3ABOACKUE HACTPOMKHU

COpoc g0 3aBOACKMX HACTPOEK BO3MOXEH MpM MOMOLUM KHOMKKM cbpoca

«RESET» Ha nepegHen naHenu.

CIEINE] | 8 Poct Pof St

PucyHok 8.9 — Cbpoc napameTpoB
B cnyyae HEBO3MOXXHOCTU BOCCTaAHOBIIEHMSI MAPONs aAMUHUCTpaTopa:

1. MoAaKnYMTE UCTOYHUK NMUTAHNA N OOXKOMNTECH 3arpy3ku YCTPONCTBA.

2. Haxxmute kHonky «RESET» n yaepxusante ee B TedyeHmne 5 — 10 cekyH
[0 nepesarpysku.

3. Otnyctute kHonky «RESET».

4. KommyTatop npmnbnmnantensHo Yyepes 20 cekyHA 3arpy3nTcs, U HACTPOWKK

BEPHYTCS K 3aBOACKUM (MOSHbIN COPOC BCEX HACTPOEK).

8.1.7 NMoarPA30EN «MEPE3AIrPY3KA CUCTEMbI»
Haxmute kHonky «[llepesarpy3sutb» O NporpaMMHOW nepesarpysku

yCTpouncTBa.

KommyTaTtop lo3 A | T8

¥ KoHdpurypauus cuctems! AnmuHucTpupoBaHue
Ving i

PucyHok 8.10 — lNepesarpyska ycTpoucTea
8.1.8 NMoaPA3OEN «XKYPHAI»
NHTepdenc (PucyHok 8.11) npenoctaBnsieT BO3MOXHOCTb MpoOCMOTpa
N apxuBauun UHGOPMaLUMM M3 XypHana cobbiTUA perucTpaumm n CUCTEMHbIX
cobbITUI yCTpPOUCTBA.
[na noucka 3anucym HeobxoaMMOo 3agaTb HayanbHOE M KOHEYHOE BpeMs,

BblGpaTb TMN COOLITUS N HaXaTb KHOMKY «Ionck».
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B xypHane xpaHutcsa makcumym 10000 3anuncen (go 10 3anucen Ha Kaxgom
n3 ctpaHuy). Ona nepekntioyeHus Mexay CTpaHuuamm UCMOoNb3ynuTe CTPeriku
MCie M N BBeauTe B none |1 &l HoMep HYXXHOW CTpaHULbl U HAXXMUTE KHOMKY
%,

KommyTatop L)) A o [ g

¥ KoHcpurypauus cucTeme! XKypHan

C (nara) ®202340715 TE| 170 51 51 | o (aara) 6)202340—16 Bl 17 51: 51
Tan Kyprana

PR R Y|

PucyHok 8.11 — HTepdrenc npocmMmoTpa XypHana
8.2 PA3OEN «YNPABJIEHUE NOPTAMWU»
8.2.1 NogpPA3AEN « HACTPOUKA MOPTOB»
Ha pucyHke (PucyHok 8.12) nokasaH WHTepdenc KoHdurypauuum nopToB
KoMMyTaTtopa. HacTpomka KoHurypaumm nopTta [JOfMKHa COOTBETCTBOBATb

npakTnyecknum TpebosaHuam yctponctea (Tabnuua 8.4).

KommyTatop L)) A o | B2

» KoHdurypauwsi cuctembl  HacTpoiika nopros
¥ Ynpagnexue

i 5 [on v e
2 oo [on > T — o
B & [on v 2
. oo [on > T — 0
5 G [on v 2
Sereen e s w [on <] oo Fun T — or [ —
» PoE 7 a [on ] &
8 D on v Auto v off off v
2 D [on v 2
10 D [on v Auto v off off v
" @ [on I &
2 D on v Auto ~ off off v
n T r— on
% D on v Auto v off off v
15 D [on ] [Aao v off
16 D on v Auto v off Ooff v
” [t [on ] [Avo ] off [T

PucyHok 8.12 — KoHgourypauma noptoB KOMMyTaTopa
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Tabnuuya 8.4 — HacTtporka KoHdurypauum noptoB

Ctonbey OnucaHue
Mopt Homep nopra COOTBETCTBYET yumcny
Ha NULLEBON MaHenu.
TekcToBOE Nonb30oBaTENbCKoEe none
OnucaHne
Anga onucaHus nopTa.
U [MopT HaxoguTcss B aKTUBHOM
OTtobpaxaeT p COCTOSHUN.
KaHan cTaTyC CBA3U
nopta Down [MopT HaxoAuTCcs B OTKMHOYEHHOM
COCTOSAHUW.
CnyxuT ans on MepekntoveHne nopta
BKIoYeHus/ BO BKJTHOMEHHOE COCTOdAHUe.
Bkntountb
BbIKIHO4EHUA lNepekntoveHue noprta
Off
nopTa B BbIKITHOYEHHOE COCTOSIHME.

CocTosiHue gynnekca
CKOpOCTH

OTobpaxaeT TeKywee COCTOSHME CKOPOCTU
nopra.

HacTpouka
CKOPOCTU U
aynrekca

OTobpaxkaeT TekyLiee COCTOsIHME CKOPOCTU nopTa

MopT

CKopocCTb OnuncaHwne

Ethernet nopt

ABTOMaTU4YecKas
HaCTpoOWKa CKOpPOCTU U
pexunma nepegadu.

ABTO.

Ckopoctb 10  M©O/c.
PaboTa B pexume
NOSIHOro Aynnekca.

10M FULL

M6/c.
pexume

Ckopoctb 10
PaboTta B
nonygynrekca.

10M HALF

100 M6/c.

pexume

CkopocTb
PaboTta B
nonyaynrnekca.

100M HALF

Ckopoctb 100 M©6/c.
PaboTa B pexume

NOJIHOro gynrekca.

100M FULL

OnTuyecknmn
nopT

Ckopoctb 1000 M©6/c.
PaboTa B pexume
NOJSIHOro Aynnekca.

1000M FULL

=l=]il=)
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Ctonbey OnucaHue
CocTosiHMe ynpasneHus OTobpaxaeT Tekyllee COCTOSSHUE HaCTPOWKU
NOTOKOM ynpaBreHUsi MOTOKOM.
Up BkntoyeHune JYHKUMN

ynpaBJieHNA NOTOKOM Ha MnopTe.

PerynunpoBka notoka
BbiknodeHne dyHKLUK

yrnpaBneHns NOTOKOM Ha NopTe.

Off

8.2.2 MNoaPA30EN «3EPKANNTMPOBAHUE NOPTOB»

[Ons MoOHuTOpMHra Tpaduka OLHOrO0 WM HECKOSIbKMX MOPTOB BKAYUTE
dyHKUMIO 3epkanupoBaHus. MNpuHumn paboTel cocTont B Ay6nnpoBaHum Tpaduka
OOHOMO WM  HECKOSIbKMX MOopToB  (MOPT WMCTOMHWK) Ha Apyron  nopTt
(NopT HasHa4veHusa). [nsa BKOYEHUS AaHHON OYHKLMN HEOBX0OMMO:

1.B cooTtBeTcTBylOWEM noapasgernie  «3epkanvpoBaHuMe  MOPTOB»
13 Bblinagawowero cnucka «MOHUTOPUHT MNakeToB» BblbpaTb HanpaBneHue
nakeTtoB (PucyHok 8.13).

— OTKMO4YNTL — BCe NakeThbl (tx 1 rx) He ByayT 3epKannpoBaTbCs;

— Ncxogswmm — nakeTbl, MCXoaswme C aToro nopta OyayTt oTnpasfeHbl
Ha NopT Ha3HayeHu4. lNonyyaemble NakeTbl 3epKannpoBaTbCca He OyayT.

— Bxogawmm — nakeTtbl, NoSsiyYeHHble Ha 9TOT MNOpT, OyayT OTnpaBneHbl
Ha MopT HasHayeHud. Micxoasiwme nakeTbl 3epkannpoBaTbca He OyayT.

— Bxogawun, umncxopawmm —  nonyvyeHHble U UCXOoQSAWME  MakeTbl
NOCLINATCA Ha NOPT Ha3HaYeHs.

2. Boibpatb 13 Bbinagawolero Ccnucka nNopT HasHayenus. Boibupaetcs
TONbKO OAWH NOPT 3epKanupoBaHUs, Ha KOTOPbIA OTAPAaBNATCH AaHHbIE C OPYIrUX
MOPTOB, HO TnMpM 3TOM, €CTb BO3MOXHOCTb BblOpaTb HECKONIbKO MOpPTOB
NCTOYHMKOB.

3. OTmMeTbTe B Cnucke NOPTbI, C KOTOPbLIX XOTUTE NOJTy4aTb KOMNN NakeToB.
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KommyTarop (O A - T3
» KoHurypauws cucTemsi  3epKanvipoBaHye nopTos
¥ Ynpasr
o S e —
TMop 6 v
L
1 -
2 (@)
3 O
4 (@]
5 0
8
7 0
8
°
10
" -
12 0
13 0
14 (m)
15 -
16 m)
17 O
18 ()

PucyHok 8.13 — 3epkanupoBaHue Tpadumka

8.2.3 NMNogPA3OEN « CTATUCTUKA NMOPTOB»

NHTepdenc crtatMCTUKM NOpTOB KOMMYyTaTtopa MOKa3aH Ha PUCYHKE HuKe
(PucyHok 8.14).

[nsa Bbibopa oTobpakaemMon CTaTUCTUKM BbIDEPUTE B BbiNagaroeM MEHHO
«BbIbop pexuma cyeTynka» CoOOTBETCTBYIOLLNIA MYHKT:

—[MpuHATEIE M NepedaHHble MakeTbl — CcTaTUCTUKaA nepeaaHHbIX
N NOMyYeHHbIX NaKeTOB;

—[lakeTbl C KOMAMM3MAMM M MNAKEeTOB nNepeaaHo — CTaTUCTMKa MNakeToB
C KOSTNN3USIMU 1 NepefaHHbIX NaKeToB.;

— OTOpOLIEHHbIE WM NOSMy4YeHHble nakeTbl — CTaTUCTUKaA OTOPOLUEHHbIX
N NOMyYeHHbIX NAKETOB;

—aketbl ¢ CRC owubkon u nornyvYeHHble nakeTbl — CTaTUCTUKa

noBpeXaeHHbIX NakeToB U MNMosiy4eHHbIX MakeToB.

KommyTaTop L) A v | g

eXUME CHETaNKa | [TDUHATLIE M NePeaHHbIe NaKeTb! v

=l - Bl B - E-E L E - E - S

Bl -l -El-El-ElsEl - El - E
i

PucyHok 8.14 — CtaTuctuka noptos
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8.2.4 MNoaPA30EN «OrPAHUYEHUE CKOPOCTU NOPTOB»
NHTepdenc  orpaHudeHust  nNpoOrycKHOWM  CrocoOHOCTM  BXoasamx/
NCXOOALWNX MaKeToB Ha nopT. Bo3MOXHO, orpaHn4nTb CKOPOCTb B npenenax

oT 0 go 63 Mout/c, 0 BygeTt o3HayaTb OTCYTCTBME OrpaHNYEHUN CKOPOCTH.

KommyTatop lo3 ' [ T2

a8

3 © olN ola »le v

S B B

=
ollollellelellelelielellelellelieclelicleclieclla

ol[o|[e][e|[e]lel[elalla]lela]lalle]olle]ollela

18

PucyHok 8.15 — OrpaHuyeHne cKkopocTH

8.2.5 NopPA30EN « KOHTPOJb LULUPOKOBELIATENBHOIO
LUTOPMA»

B IO kommyTaTopa BKMOYeHa (YHKUMA  OrpaHUYeHus  LLUMPOKO-
BellaTenbHbIX MaketoB. [Ona HacCTpoMkM OTMeTbTe riaXXkoM Te NopThl,
OS5 KOTOPbIX XOTUTE YCTAaHOBUTL MOPOr 4YUCa LUMPOKOBeLLaTeSIbHbIX MaKeToB,
paspelleHHbIX A1 BXoda B KaxAblM MOPT 3a onpeferieHHbI NMPOMEXYTOK
BpemeHn (PucyHok 8.16). [lpu npeBbllleHMn nopora nocTynawoume
LUMPOKOBeLLaTeNbHble nakeTbl ByayT oTbpacbiBaTbCA. YKa3aHHbIN NMPOMEXYTOK
BpeMeHU 3aBucuT oT CKOpPOCTU COeVHEHMS n COCTaBIISeT:
npn 10 Méut/c —5000 mkc, npn 100 Méut/c — 500 mkc, a npu 1 ['ouTt/c — 50 MKC.
[na HeBblAENEeHHbIX MOPTOB BCE LUMPOKOBeLLaTernbHble NakeTbl OyayT cyMTaThbCs

OObIYHbIMMW.

BOLID BOLID SW-216 Bep.3 ALAP.203729.003 P3n ot 13.12.2023



BOLID SW-216 Bepcusa 3. PykoBoacTBO NO 3KcnsiyaTaumm 36

KommyTaTop 2O A e | T8

» Koudurypauusi cvicTembl  KOHTPOM WMPOKOBEILIATENLHOTO WTOPMA
M

Mopor 23 (1~255)

Tloporosoe sHaseHHe-310 KonuecT: 50 naeros, 17 X
TeNeHIIe OMPEAENIEHHOTO NPOMEXYTA Bpelieri. STO BPeMS IaBCUT OT CKOPOCTH COSMHeH
M6/c-100ms, 100 M6/c-10ms, a 1 [6ic-1m:

g
g
£

© ® N oo s N o

12
13

15
16
17
18

PucyHok 8.16 — OrpaHn4eHune LWMpoKoBeLLLaTEeNbHbIX NakeToB

=5
[N M BB M IR < M < <

8.2.6 NMNoaPA30EN «LONG RANGE POE»
PYHKUMS yBENUYEHUS MakcumarnbHOro paccrtosHus co 100 m go 250 m
c POE nutaHmnem. llocne BKIIOYEHUA U COXPaHEHUA OaHHOW (PYHKLMU CKOPOCTb

coegnHeHuns cHmxaetca ¢ 100 Méut/c go 10 MowuT/c.
EI=IE[=] KommyTaTop Lo A v -

W YBENHIMBAET MAKCHMANHOR paccTostMe oT 100 40
KO 3TO CHUSUT CKOPOCTb COEAWHerMA o 100 M6/c 20 10 M6/c.

L

osag

00

C

OCRO CRO O)

O

C

oo

CoxpariuTs

PucyHok 8.17 — Long Distance PoE

8.2.7 NMoapPA3QEN «A30NTMPOBAHME NMOPTOB>»

BHMAHWE!

N3onauma noptoB u VLAN 4aBRsOTCA B3aMMOMUCKIHOYaOWMMM
KOHGurypaumamn.  [lpn  BKIIKOYEHUN  U30SIMPOBAHUS  MOPTOB,
KOH(purypauma VLAN Byget aBToMaTMyYeCcKu OTKNOYEHa.

N3onnpoBaHue nopToB npeacTasndeT cobon oyHKuuMo, bnarogaps KOTOpou
BO3MOXHO arrnapaTHoe M30SIMpOBaHWe NopToB KOMMYyTaTOpa Ha BTOPOM YypOBHE

B3aMMOOENCTBUSL.
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Hanpumep, ecnu BblOeNUTb Kakoe-TO KOMKMYECTBO MOPTOB, TO TpadovK
C 9TUX YCTPONCTB OyaeT nepenaBatbCs 4epe3 MNopT, Beaywmn K cepsepy,
npn 3TOM  Tpaduk  MeXay  BblOpaHHbLIMW  N30NIMPOBAHHBIMM  NOpTamMu
nepegaBaTbCs He Byaer.

[na annapaTtHOW n3onaumMm NOPTOB HYXHO:

1. B cTpoke «Pexnm» BKITIOUYUTb U COXPaHUTL NapameTp.

2. lanee BblbpaTb rpynny MOpTOB, KOTOpble 6yayT M30MMpoOBaHblI ApYyr
OT Apyra Ha BTOPOM ypOBHE B3aMMOLENCTBUSA.

3. CoxpaHuTb BbIBPaHHYIO rpynmny.
EI=I5=] KommyTaTop L)) A | g

PucyHok 8.18 — /3onmMpoBaHue nopTos

8.3 PA3OEN «YNPABNEHUE YCTPOUCTBOM>»
8.3.1 MogPA3OEN «SPANNING TREE»

MpoTokon STP (Spanning Tree Protocol) — 9TO KaHarnbHbIA MPOTOKON
dyHKUMOHAs, KOTOPOro HanpasreH Ha obecnevyeHne cTabunibHOCTU CeTw.
Hanpumep, STP HanpasfieH Ha ycTpaHeHne neTefnb B TOMOsorMm npon3BosibHOM
cetn Ethernet wnn STP MoxeT OblTb HanpaeneH Ha npefoTepalleHne
LLIMPOKOBELLATENbHOrO WTopMa.

UTtobbl npegotBpatUTh 3auuknuBaHus, STP nepeBoguT HeEKOTOpble
NHTEPJdENCbl B COCTOSIHUE MEPECHIIKA, a ApyrMe NHTepdencbl — B COCTOSIHUE

ONOKMPOBKM.
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8.3.1.1 NyHkT «HacTponku mocta STP»

Ha pwucyHke Hwxe (PucyHok 7.16) nsobpaxeH WHTepenc wnamMeHeHus

HacTpoek STP u npoTokona ero paboThl.

KommyTatop

» KoHdurypaums cucTems!
» Ynpasnekue noprammu

¥ YnpagnieHue YCTPOHCTEOM

Mpnoputer Mocta 32768
Bpewa npuseTcTeuA

Bpewn ycrapesannn

(o3 A ' [ T

lacTpoiiky MocTa STP HacTpoiiku nopra STP

Pesxum STP. OtwniounTs v

(0~61440)
(1~10 Sec)
(6~40 Sec)
¢

(4~30 Sec)

Korna aKTsH0 STP, YCTPORCTBOM HEBOSMOKHO YpaBnATs Hepes iLinksView

PucyHok 8.19 — Hactponka STP

Tabnuua 8.5 — lNapameTpbl HacTponku STP

MapameTp PyHKUUN
N3meHeHne pexmnma paboTbl Spanning Tree. Bo3aMOXHbl
BapuaHThbl: OTKNYnNTL, STP, RSTP.

Pexum STP Pexum STP 1 dyHKUMA arpermpoBaHus SBMSIOTCS

B3aMMoOMCKItovarowmmn.  locne BKNKOYeHUs  arperaumm
pexum STP He MOXeT ObITb BKITHOYEH.

[MpuoputeT mocTa

(D)

YctaHoBuTte npuoputetr Mocta STP, 4em MeHblue
3HayeHne, TeM Bblle npuoputeT. [lapameTp B none
ycTaHaBnmBaeTcs B guanasoHe ot 0 go 61440. 3Ha4yeHne
AOIMKHO  ObiTb  kpaTHO 4096. [lpn Hanuuum  OByX
OOMHAKOBbLIX  MPUOPUTETOB,  KOPHEBBLIM  CTAHOBUTCS
YCTPOWMCTBO C HanmMmeHbLmnm MAC-agpecom.

Bpewms
NpPUBETCTBUS

3agjaHve uvHTepBana Mexgy rnepefaden  KOpHEeBbIM
YCTPOMUCTBOM  coobuieHnn o  KoHdurypauum (BPDU
dpenmoB). [NapameTp B none YycTaHaBnMBaeTCA B
AvanasoHe ot 1 go 10 cekyHA, NoO yMOnyaHuo 3Ha4veHne 2.

Bpewms
yCTapeBaHus

YcTaHoBUTE  BpeMs, KOTOpPOEe  YCTPOMCTBO  MOXeT
npocTamBaTb, HE Nofy4as KOHPUrypaumoHHOro coodLLeHNs,
npexge 4Yem MonbiTaeTcs nepeHacTpouTbes. [lapameTpsl
BpeMeHu ycTaHaBnmBatoTca oT 6 4o 40 cekyHz.

3agepxka
nepeHanpasneHns

YcTaHOBUTE MaKCUManbHOE BpeMsi OXugaHus nepepg
CMeHoMn cocToaHun (0T npuema go nepegayn). CocTosiHue
MeHsaeTca oT 4 o 30 cekyHf.

=l=]il=)
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8.3.1.2 MNMyHKT «HacTponku nopta STP»

NHTepdeinc nossondeT nameHsTb npuoputeTbl noptoB N RPC. NapameTpbl

MeHsTCA nocne mameHeHna pexuma STP/RSTP B meHw «HacTtpoinku mocta

STP», cuctema aBTomMaTMyeckn npuceamnsBaeT npuoputeTbl noptos 1 RPC.

KommyTaTop L)) A [ T2

» KoHdmrypauus cuctems!

» Ynpagnenve noj pramm

¥ YnpagnieHve ycTpOMCTEOM

Hacrpoitiu mocta ST HacTpoiiku nopra STP

Ne Mopra
Mpropurer 128 (0-240)

Mporokon RPC 0 (1~200000000) 0: AsTo

4 128 0 Unknown NonStpPort 0000000000000000 0
Z 128 0 Unknown NonStpPort 0000000000000000 0
3 128 0 Unknown NonStpPort 0000000000000000 0

128 0 Unknown NonStpPort 0000000000000000 0

NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000
Unknown NonStpPort 0000000000000000

5
6
7 128
8 128
9 128

0
0
0
128 0

PucyHok 8.20 — Hactponka STP

Tabnuua 8.6 — NapameTpbl HacTponku STP

MapameTp

PyHKLUM

Homep nopta

Homep nopta. CooTBETCTBYET YNCIY HA NNLEBOM NaHENN.

[Mpuoputet

YcTaHoBuUTE NpuoputeT nopTa, Bapbupytowmmncsa ot 0 go 240
N KpaTHbIM 16.

[MpoTokon
RPC

Root Path Cost — aTtoT napameTp ucnonb3dyetca STP ans
onpegeneHnss Havnydwero nyTM Mexagy YCTPOWCTBaMMW.
CnepoBaTtenbHo, donee HU3KMe 3Ha4YeHus JOJTKHbI
COOTBETCTBOBATbL  MopTam, KOTOpble  B3aMMOLEWCTBYHOT
c OonbLNM NOTOKOM MHAOPMaLNK, a Bonee BbICOKME 3HAYEHUS
JOMKHbI COOTBETCTBOBATb MEHbLUMM MOoToKamM U Oonee

yAaneHHbIM OT gapa cuctembl. [MapameTp yctaHasnusaeTcs
ot 0 go 200000000.

8.3.2 MopgPA30EN «VLAN>»

VLAN (Virtual Local Area Network) — normyeckasa BupTyarnbHaga fokasnbHas

CeTb, UCNOJIb3YyETCA AOJ1A COo3a4aHunA NOrM4YecKon TOMOMOMMN CETN, HE 3aBUCSLLIEN

oT ee wuandeckon Tononormn. bnarogapa VLAN rpynna yCTpOWCTB, uUMeeT

BO3MOXHOCTb B3aMMOAENCTBOBaTb MeXay coboW Ha KaHarnbHOM YpPOBHE, XOTS

dm3nyeckn oHn OyayT NOAKMOYEHbI K pa3HbIM KOMMyTaTopaM 1 HaobopoT.

=l=]il=)
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8.3.2.1 NyHkT «Cnncok VLAN>»
B OaHHOM nyHKTe MeHi oTobpaxeHa uHpopmauust 0 cosgaHHbiX VLAN

Ha KOMMYyTaTope. Takke MMEHHO C 3TOro MyHKTa HaduHaeTcs cos3gaHue VLAN
Ha ycTpouctBe. [lobasnsetrca wn npucBamBaetca VLAN wnaeHTudukaTop,
NOeHTUdUKaTop coctont n3 12 6ut 1 nokasbiBaeT, B kakom VLAN HaxoauTbcs

kagp (PucyHok 8.21).

KommyTatop Lo A [ T8

» Kowcpms LAN  Kordpwrypaus nopra VLAN

]
PucyHok 8.21 — CosgaHue VLAN
Ona cosgaHna VLAN Ha YCTPOMCTBE HaXMUTE KHOMKY «[JobGaBuTby.

B nosiBuBLIEeMcA amanoroBoM okHe (PucyHoOK 8.22) 3anonHuTe TeKCTOBble Mnonsd
«VLAN ID» un «Onucanue» (Tabnuua 8.7), HaxmuTe KHOMKY «CoxpaHuUTb.
Ha nepsom atane koHdurypauum VLAN ctonber «4YneH VLAN» 6yamet nycr,
ans pobaeneHna yyactHukoB VLAN nepenamte B NyHKT «KoHurypaumsa nopta
VLAN>.

OobGaButb (X

VLAN ID

Onucaxune

’ CoxpaHuTs ] l OTmeHa ‘

PucyHok 8.22 — Co3gaHune VLAN
Tabnuua 8.7 — [aHHble cnncka VLAN

Ctonbey OnucaHue

VLAN ID YHukanoHbin ngeHtudpukatop VLAN cooteetcTtByeTt Tery VLAN,
Hanpumep, BBeauTe 1, 2, ytobbl co3gatb VLAN 1 n VLAN 2.

OnucaHune | TekcToBasi Nonb3oBaTesnbckas MeTka Anst yaobcTBa HaCTPOMKN.

[MopTbl, Yepe3 KOTOpble pa3peLleHo NPOoXoXaeHne Tpaduka
Unen VLAN | ¢ cootBetcTBytowmum Terom VLAN. HacTtpamBaeTca BO BTOpoOu
Bknaake «KoHdurypuposaHue VLAN-nopTa».

BOLID BOLID SW-216 Bep.3 ALAP.203729.003 P3n ot 13.12.2023




BOLID SW-216 Bepcusa 3. PykoBoacTBO NO 3KcnsiyaTaumm 41

8.3.2.2 NyHkT «KoHdurypauma nopta VLAN»

LaHHbIN NYHKT aBnaeTcsa BTOpbIM waroMm KoHpurypauum VLAN. Ona Hy>XHbIX

NOPTOB B TEKCTOBOM rorne crtonidua «PaspelwleHHble VLAN» fobaBbTe yKa3aHHbIN

B ware oanH «VLAN ID», HacTpouTe nopT B 3aBUCUMOCTU OT Heobxoammoro

BaMm pexunma paboTbl nopTa.

KommyTatop fod A [ 8

——
Access V] [ ]
[Access. v [ |
——
Access V] [ ]
[Access ] [ ]
i
Access V] [ ]

PucyHok 8.23 — KoHdurypuposaHue VLAN-nopTa

Tabnnuya 8.8 — KoHgurypmnposaHue VLAN-nopTta

Ctonbey

OnucaHue

MopT

Ctonbeu oTobpaxkaeT hm3nyeckum NopT yCTPOMUCTBA.

Tun nopra

[Mo3BonseT BblbpaTb pexmm paboTbl nopTa.

— «ACCesSS» — [aHHbI pexuM nepeknioyaeT MNopT B PEXUM
co cHATueM Tera VLAN. Hamnbonee npaBunibHO MCNOSb3oBaTb
AN MOpPTOB, K KOTOPbIM OyayT NOAKMHYaTbCA OKOHEYHble
YCTPOMNCTBA;

— «Trunk» — B 9TOM pexume Hamboree 4acTo HacTpauBalTCS
nopTbl ANA  NOAKMKYEeHUA K  ApyrMM  KOMMYyTaTopam.
[Mpoxogawmm 4deped Takonm NOpPT TpadmMK npoBepdeTcs Ha
HanMune paspeweHHblx B nose «PaspeweHHble VLAN».
CtaHoBUTCS aKTUBHbIM Bblbop «Egress tagging»;

— «Hybrid» — B otnnumne ot Trunk ana ucxogsduwero Tpaduka,
hybrid pexum nossondetr cHumatb Bce MeTkn VLAN wunn
HaobopoT o0b6sa3aTenbHO MeTUTb Terom  «nopT  VLAN».
B octanbHOM npuHumn paboTbl coBnagaer.

VLAN no
YMOTn4YaHuto

3agjaeTcs NpuUHaAOSIEXKHOCTb nopTa K KOHKpeTHoMmy VLAN.
B cnyyae paboTtbl nopta B pexume Access, NnocTynawowmim Ha
nopT Tpaduk nomevyaeTcsa Terom, 3anncaHHbiM B JaHHOE rnorse.

PaspelueHHble
VLAN

[MepeuyncneHne Bcex paspeLleHHbIX K NPOXOXKOEHUIO Yyepes 3ToT
nopT VLAN. OcTtanbHble VLAN oTbpackiBatoTcs.

=l=]il=)
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Ctonbey OnucaHue

Mpn yctaHoBke «Tun nopta» B «AcCCesS» [daHHoe norne
He pgocTtynHo. Ter VLAN npuHyguMTeSibHO CHUMaeTCS.
—«Untag port VLAN» — ©OygeT cHATa MeTKka C MaKeToB,
oTHocdawwuxca kK VLAN c Terom, ykasaHHbiM B none «nopt
MapkupoBka VLAN». OcTanbHble nakeTbl 6yayT nepenaHbl 6€3 N3MeHEHWUI;
NCXOOSLLMX — «Tag ALL» — Bce naketbl ¢ meTkamu VLAN 13 cnucka paspe-
LWEeHHbIX ByayT nepenasaTbCcs 6€3 N3MeHEHUH;
— «Tagged only» — Bce VLAN nepefatotcs Kak ecTb;
— «Untagged only» — wucnonb3yetca B 0CODbIX cry4asax.
Bce meTkn co Bcex VLAN cHumaroTcs.

Mpumep:

HyxHO noakntountb kamepy B nopT 1. VLAN BugeoHabnogeHus — 4. Mopr,
Kyda Q[OOSKHbl nepedaBaTbCA AaHHble — 16 M 3TMM MOPTOM KOMMYyTaTop
NOAOKIIOYEH K ApYyroMy KoMMmyTaTopy, nogaepxmsatowemy 802.1Q.

Ansa koHdurypuposaHus HoBoro VLAN Heobxoaumo:

B nyHkte «Cnmncok VLAN» HaxaTb KHonky «[dobaButb» (PucyHok 8.21).
[Moasutcsa ananorosoe OkHO co3gaHma Hosoro VLAN (PucyHok 8.24). 3anonHute

TekctoBble nonsa «VLAN ID» n «OnucaHue», HaxkmuTte KHOmnKy « COXpaHUTb.

OobaButb X

VLAN ID 4

OnucaHue Kamepa

I CoxpaHnTb ] l OTmeHa l

PucyHok 8.24 — [1o6aBnTb HoBbIM VLAN
B nyHkTe «KoHurypupoBaHue nopta VLAN» (PucyHok 8.25) ana HyXHbIX

noptos B none «PaspeweHHble VLAN» pobaBbTe ykasaHHbii B Lware 1
«VLAN ID», HacTponTe nopT B 3aBMCUMOCTM OT HeobBXoOUMOro Bam pexuma
paboTbl nopTa.

B cTpoke, cOOTBETCTBYIOLWY 1 — MY NOPTY, HYXHO:

— BbibpaTb «Access» B ctonbue «Tun nopray;

— B TekctoBom none «VLAN no ymonyaHuo» Bnucatb — 4;

— B TekctoBom none «PaspeweHHbie VLAN» Bnucats — 4.
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B cTpoky, cooTBeTCTBYHOLLYIO 16 — MY MOPTY, HYXXHO:

— Bbibpatb «Trunk» B cTonbue «Twun nopta» (Hambonee BeposATHO
nossneHne un gpyrmx VLAN Ha kommyTtaTope. B aTom cnyyae, ecnn Bce faHHble
ByayT npoxoanTb Yyepes 16 — 1 NopT, BapuaHT «Trunk» aBngeTcs onTuMarbHbIM
BbI6OpOM);

— TekctoBoe none «[lopT VLAN» MeHATb He TpebyeTca (B none BnucaHo
3Ha4yeHue 1);

— B crtonbue «MapkmpoBka wucxopsdauwl.» Bblbpate «Untag port VLAN»
(B aTom cnyvae Bce paspelueHHble VLAN 6yayT NnpoxoanTb CO CBOMMU METKaMU,
VLAN c ID 1 6yneT octaBaTbca 6€3 METKM);

— B TekctoBoe none, crtonbey «PaspeweHHble VLAN», Bnucatb 4
NNKW gonucaTtb Yepes 3ansaTyHo K CIIUCKY YK€ MMEILLNXCS B NoJSie 3Ha4YeHUI;

— HaxaTb kHonKy «CoxpaHuUTby.

EI=I81=1 KommyTatop (o3 A | B

Crincok VAN | Komdurypaums nopra VLAN

| — |

ccccc o [ i

ssssss - .
[

[ ——

[Focess -] [ —

[Access vl [ v

" [
|
|

[Access V] [ 5

7 T S ] | | "

B i i

I ® [(Trunk o O [ Uniag Port VAN I I
T u u
e ——

Access

PucyHok 8.25 — KoHdurypmposaHnue VLAN-nopTa

8.3.3 NMNoarPA3OEN « ArPETMPOBAHUE NMOTOKOB»
CyTb arperauum kaHanoB 3akrno4daeTcs B hOPMUPOBAHUN U3 HECKONbKMX

r3nYecknx NOpPToB KOMMYTaTOpa OAHOrO FIOrMYECKOro nopTa, NpUYeM HECKOSbKO
KaHanoB, nNpUHagnexawmx K OOHOW M TOW Xe Trpynne arperauum, MOXHO
paccMaTpuBaTb Kak JlOrM4eckoe CcoeauvHeHue C  Oonbluer  NpPOMyCKHOM

CMNOCOOHOCTbIO.
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ArpernpoBaHue KaHanos MOXeET peann3oBaTb pasgerneHue
OTBETCTBEHHOCTN 32 KOMMYHWUKALUMOHHBIN MOTOK MEeXAY KaXXablM NOPTOM-Y/ieHOM
rpynnbl arpermpoBaHunsl, YTO [LOSMKHO YBENUYUTL MPOMNYCKHYH CMOCOOHOCTb.
Mexagy Tem, B3aMMHOE AWHAMWYECKOE pPEe3EepBHOE KOMMPOBAHME MOXET ObITb
peann3oBaHO MeXay KaXablM MOPTOM-YSIEHOM B OAHOM W TOW Xe rpynne
arperaumm, YTo OOSPKHO NOBbLICUTb HAAEXHOCTb COEAMHEHUS.

[lna aToro cosgaetca onpenesieHHass KoHurypaumsa ang rnopToB-Y1EHOB,
KOTOpble NpuHaanexart K OOHOW N TOW Xe rpynne arperaumn. 3T KoHurypaumm
BKNtovaloT Hactpoukn STP, QoS, VLAN, cBouctesa nMopToB, U3yYeHUe

MAC-agpecoB, 3epkanupoBaHue, punstpauuto 802.1x, MAC n 7. a.

BHMMAHUE!

He pekomeHayeTcHa peann3oBbiBaTb KOHGUrypaumo nopToB, KOTOpble
MCMonb3ylTCA AN arperaumMmM  KaHanoB, C  pacClUMpPEHHbIMU
PYHKUNAMN.

Arperaumsi KaHanoB MoXeT ObITb pasgeneHa Ha CTaTUYecKyto
arperaunto 1 LACP, kak npaBuno, npoTUBOMNOSIOXHbIMU KOHEYHbLIMU
yCTponcTBaMM  arperauuu  KaHanoB KoMMyTaTopa  ABNSAKTCH
KOMMYTaTOp N CeTEBbIE KapTbl cepeepa

8.3.3.1 CtaTtnyeckas arperauus
CTtaTuyeckunm pexum arperaumm Mno3BONsieT €My Bpy4vyHylo [Oo06aBuUTb

HEeCKONbKO MOPTOB-YSIEHOB B [pynny arperauuMm, BCe MOPTbl HaXoAATCS
B COCTOSIHUM NPSMOK nepefayn 1 COBMECTHO MUCMOMb3YIOT Neperpy>KeHHbIN NOTOK.
Heobxoanmo cosgaTth rpynny arperaumm n 4obasuTb NOPThI-YNEHbl Yepes3 pyyHoe
KOHurypuposaHne 6e3 ydactma npotokosia LACP (link Aggregation Control

Protocol).

- Pexxum «banaHcnpoBKu Harpyskm».
CywectByeT Tpu Tuna anroputma 6anaHCUpOBKW Harpysksm Ong nopra,

KOTOpble NokasaHbl Hke (Tabnuua 8.9).
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Tabnuuya 8.9 — Tunbl anroputMa 6anaHCUPOBKN Harpy3Ku

Pexum 6anaHcUpoBKU OnucaHue

BanaHcupoBka Harpyska, OCyLleCcTBIisieMasi Ha OCHOBE

VicTounmnk MAC nons MAC-aapeca UCTOYHMKA.

banaHcupoBka Harpyska, ocyulecrtBeridemMmada Ha OCHoOBe

MAC Ha3Ha4yeHusd
nona MAC-agpeca HasHa4YeHus.

MAC NCTOYHUK U BanaHcupoBKa Harpyska, ocyliecTsrngemMas Ha OCHOBe
Ha3Hay4-s nona MAC-agpeca NCTOYHMKA U Ha3Ha4YeHus.

' 'pynna «ArpervpoBaHuns».

9710 cbopka rpynnbl noptoB Ethernet. lNogaepxuBaemoe uucno rpynn
arperaumMm rno yMoOSf4YaHuIl0 pPaBHO TPeM, KOTOpoe He MOXEeT OblTb M3MEHEHO.
CtaTyc no ymon4yaHuio Ans Bcex rpynn arperauum —disable, B rpynnax
He aKTMBMPOBAHO HW OLHOrO nopTa.

. Bxogswme B rpynny nopTol.

B kommyTaTOope cosgaHbl BCe rpynnbl arperaunn no yMOMNYaHWIo, YneHbl
nopta wumelT 3HadeHMe null. CHayana HeobxoAUMMO BKNKOYUTL  rpynny
arpermpoBaHusl, €cnm Bbl XOTUTE HACTPOUTb MOPTbI-YMEHbl ANs  rpynnbl
arpermpoBaHus. 3aTem LEeNKHUTE Tpynny arperMpoBaHusi, B KOTOPOM HaxoauTCs

MOPT, YTOObI BKMHOYUTL DYHKLIMIO arpermpoBaHus.

8.3.3.2 LACP

LACP (Link Aggregation Control Protocol) ncnonesyetcsa gna peanusaumm
AVHaMM4eckonW  arperaumm  ocHoBaHHOM Ha  cTtaHgapte |EEE 802.3 ad.
Ob6e cTopOoHbI arpermpyembix YCTPOWNCTB obbeanHsitoTCA BMecCTe
MO COrfiacoBaHHbIM KaHanam CBA3W WU MonyyarT U OTNpaBnsloT AaHHble yepes
naket LACPDU, BsavmogenctBylWMN C WHGoOpmaumen o6 arpernpoBaHum.
[MpoTOKON MOXET aBToOMaTUiecku AobaBnATb WM yaoanaTb NOPTbl B rpynne
arperaummn. OH obnagaeT BbICOKOM MMOKOCTbIO M obecneynmBaeT BO3MOXHOCTb

BanaHCUpOBKM HarpysKku.

BOLID BOLID SW-216 Bep.3 ALAP.203729.003 P3n ot 13.12.2023




BOLID SW-216 Bepcusa 3. PykoBoacTBO NO 3KcnsiyaTaumm 46

Mocne BknoyeHns dyHkumn LACP nopT coolwuT npoTUBOMOSOXHOM
CTOpoHEe cuctemHbin npuoputet, MAC, Homep nopTa, npuopuTeTa U KoY
ynpasrneHus (910 onpegendeTcad (U3MYecCKUMn CBOMCTBaMMU, WHG OPMaLMeEN
O NPOTOKOSIE BEPXHErO YPOBHSA U KITHOMOM ynpaBrieHns nopTa).

CTopoHa C BbICOKMM MpUOPUTETOM YyCTpoucTBa OyadeT ynpaBnATb
arpernposaHnemM. [lpuoputer  ycTpoucTBa  onpefdenseTcd  CUCTEMHbIM
npnoputetom n MAC-agpecom, YyCTPOUCTBO C MEHbLUMM 3HAYEHNEM CUCTEMHOIO
npuoputeta umeeT 6onee BbICOKMA MPUOPUTET. YCTPOUCTBO C MEHbLUMM
3HayeHnem cuctemHoro MAC nmeet 6onee BbICOKMIA NPUOPUTET, Koraa 3HavyeHue
CUCTEMHOro npuoputeta ognHakoso. CTopoHa ¢ 6onee BbICOKMM NPUOPUTETOM
yCTponcTBa BblbepeT MopT arperaumMm B COOTBETCTBUW C MPUOPUTETOM MOpPTa,
HOMEepOoM nopTa M KNYoM onepauuun. [opTbl C TaknMm Xe KIo4oM onepauuu
MOryT 6bITb f06aBfieHbl B Ty e rpynny arperaumn. MNopT ¢ MEHbLUNM 3HAaYEHNEM
npnopuTeTa nopta 6yaeTt BolIbpaH No NPUOPUTETY B TOWN Xe rpynne KOHBEPreHumw.

[MopT ¢ MeHbWwKM HOMepOM ByaeT BblbpaH, Korga npuopuTeT nopta byaet
oavHakoBbiM. BblbpaHHble nopTbl OyayT norndeckn o6beauHeHbl BMeCTe
AN1S npyema 1 OTrpaBKu AaHHbIX NOCMe TOro, Kak o6e CTOPOHbI B3auMOOENCTBYIOT
C UHdopmauuen ob arperaumn.

Hactpoiikn npotokona LACP B OCHOBHOM BKMOYalT B cebsa pyHKUMIO
BkntoyeHna nopta LACP, 3HayeHue Knioya, akTUBHOCTb (aKTMBHbIN/NAcCUBHbIN
PEXNM) U KOH(pUrypaumo TanmayTa.

[MopTbl, KOTOpble TONbKO BkMNtoYaT npotokon LACP, moryt peanusoBaTb
cornacosaHne LACP, n Torga oH MOXeT chopMmnpoBaTh arperMpoBaHHbIA KaHarn.
CeKpeTHbIN KIOY  SABMSIETCA OCHOBOW B3aMMOLEWCTBUS, W MOPTbl C TakKnum
e CeKpeTHbIM KNKYoOM MOryT BecTU nepepadvy nna opMmpoBaHUA KaHana

arperauuun. Pexum nepenaym BkrtoyaeT B cebs1 «aKTUBHbIN/NACCUBHBINY PEXUMBI.

BOLID BOLID SW-216 Bep.3 ALAP.203729.003 P3n ot 13.12.2023



BOLID SW-216 Bepcusa 3. PykoBoacTBO NO 3KcnsiyaTaumm 47

YcTponctBo OyaeT akTMBHO 3arnyckaTb KaHan arperaumm, Korga OHO
HaxoOuUTCs «aKTUBHOM» COCTOSIHMW; YCTPOWMCTBO OyAeT nacCUMBHO MPUHUMATb
AaHHble 00 arperauuu, 3anyweHHOW OpYrMMuM YCTPOMCTBaMK, Korga OHO
B COCTOSIHUMN «MNACCUBHbINY.

B cucteme OomXHbl BbITb, MO KpanHEW Mepe, OOAWH UMW OBE CTOPOHLI,
KOTOpble YCTaHOBJMIEHbI B KAYECTBE «aKTMBHOro», YTobbl peanu3oBaTtb yCrnewHoe
coeaHeHne, Korga asa ycTponctBa o6beanHeHbl Mexay cobomn.

— Kntoy onepaumMm — Ons YnNeHOB OAHOW TPynnbl  arperaumm  HYXHO
HacTPOUTb OAMH W TOT Xe KM4Y onepaumm, oH AOO0fKeH ObiTb B AnanasoHe
oT 1 po 65535;

— AKTUBHOCTb — MOXET BblOpaTh akTUBHbLIA U MACCUBHbLIN (MO YMOMYaHUIO).
OAHO yCTPOMCTBO, KOTOPOE Yy4acTBYET B ANHAMUYECKOW arperaunmn, 4OMKHO BbIThb
B aKTUBHOM peXxume, a apyrne OOSMKHbl OblTb HACTPOEHbI HA MACCUBHBIN PEXUM;

— Tanm-ayT — MOXeT ©ObITb YCTAHOBNEHO B KOPOTKOE WM Aonroe

(MO yMonyaHuo) BpeMsa OXngaHus.

KommyTatop L) A [ 8

» KoHdurypaums cu

ArperupoBaKMs kaKanos

»»»»»»

woryr om0 noprsi ¢
nnnnnnn

PucyHok 8.26 — IHTepdbenc HacTponkm arperawmm CCbifioK
8.3.4 NMogprPA30EN «HACTPOUKM QOS»

QoS (Quality of Service/KadectBo 0bCnyxunBaHmsa) — aTo obLluee HasBaHue
TEXHOMNOMMN NpuopuUTM3aumMn Tpadmka gnsa ynyyleHns KayecTBa TeX MU MHbIX
yCnyr B YCroBUSAX BbICOKOW HarpyXeHHocTu ceTu. [Npu pabote gaHHOM oyHKLUM
NCNONb3yeTCcsl anropuTM M3MEHEHUs nopsigka pacrnonoXXeHns KagpoB B o4epensax

(NnpuopuTnzaums).
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MpropuTnsauma NponcxoauT ¢ NOMOLLLIO pasfernieHns Tpaduka Ha Knaccol
N NpefoCTaBfieHMs  KnaccaM  pasfu4yHbiX  MPUOPUTETOB B ODCNYXMBaHWUM,
C NoMoLLbi0 3TOro obecneynBaeTcsi CBOEBPEMEHHAA OOCTaBKa YyBCTBUTENbHOMO
K BPEMEHHbIM 3aJepXXkam Tpadmka.

T.e. Tpadmk ¢ BGonbwnM npuoputTeTom, Hanpumep, RTSP notok, byget
nepenaBaTbCsl B MEPBYHD o4vepedb C MUHUMAarnbHbIMK 3agepxkamu. Tpaduk
C HU3KMM MPUOPUTETOM, Hanpumep, coaepxmmoe Beb-nHTepdenca, Oyoet
nomeweH Boyepeab C 6onee HU3KMM MpPUOPUTETOM, rAe AonycKakTcs
BPEMEHHbIE 3a4ePXXKN U MOTyT BbITb NP HEOBXOAUMOCTM OTOPOLLEHDI.

8.3.4.1 NyHKT «Pexxum npuoputeta»
B nyHkTe «Pexum npuoputeTa» ycTaHaBnMBaeTCs Knacc obcnyxmBaHuS.

[Mog knaccom obcnyxmBaHus nogpasymeBaeTcsl BbIOOp MexaHuama paboThbl
KoMMyTaTopa  AOns yrnpaBneHus NPOMNYCKHOM CNOCOBHOCTLIO cetn
NpW BO3HUKHOBEHUM Neperpysok.

bnarogapa BbiOpaHHOMY MexaHuaMy 6yaeT onpeaenartbcs  NopsaoK
nepegadn nakeTtoB 4yepes BbIXOOHOW MHTEpPdENC Ha OCHOBE MX NPUOPUTETOB.
[Ans paHHoM mogenu goctyneH Bol6op U3 Tpex MexaHU3MOB:

— MNepebIn Bowen, nepsbin Boiwen (FIFO (first in — first out)) — mexaHn3m
FIFO npu cBoen paboTe He BbINOMHSET Krnaccudukaumio, nakeTbl NoMeLlaTcs
B OQHY oO4epedb W pacrno3HalTCA C OAHOWM MNPUOPUTETHOCTLIO, T.e MaKeTbl
obpabaTtbiBaloTCA B TOM 04EPELHOCTM B KOTOPOM 1 nocTynunn. QoS He paboTaer;

— Bcé bonbloe nepen mansiM (MpuoputeT B NoOpsiake OBYX odvepenen) —
nocTynawwune naketTbl NoMeLlalTcss B ABe o4depean «BbICOKONPUOPUTETHBIE»
n «HuskonpuoputeTHbie». lNMpn 3TOM NaKeTbl M3 HU3KOMPUOPUTETHOM O4vYepeau
He Ha4YHYyT nepefaBaTbCs, MOKa NepefarTcsa nakeTbl U3 BbICOKOMPUOPUTETHOM
oyepean. [lpu paboTe Takoro MexaHmsmMa ecTb BEPOATHOCTb, YTO NakeTbl

N3 HU3KONPUOPUTETHOW Pynnbl 4ONroe BpeMa He 6yayT obpabaTbiBaTbCS;
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— Round-Robin (npuoputeT pacnpegenseTcs LUUKIMYEeCKU) — MeXaHU3m
npu pabote obecneumBaeT UMKINYECKYD 0bpaboTKy oyepenen B COOTBETCTBUMU
C Ha3Ha4yeHHbIM UM BECOM W MpeaocTaBrisis NOSIOCY NPOMyCKaHWA AN NakeToB
HU3KOMPUOPUTETHLIX o4yepeden. Takke Kaxgas odepefb uMMeeT cobCTBeHHoe
Bpemsi 0bpaboTkm, BpemMsi obpaboTkM C HauBbICLUMM MpUopUTETOM 6Oonblue,
4YyeM Yy nocregyrLnx odepenen.

KommyTatop Lo ' | T

P Kowcpurypauws cuctemui  Pexum MpuopwTeTa Ha ocHose DSCP/opt/802.1p Ha ockose TCP / UDP noprd Mpioputer DSCP

» Ynpagnenue no pramm
¥ Ynpasnetue yCTpOACTEOM

(0~255)
(0~255)
(0~255)
(0~255)

tep ouepeans

(0~255)

eeeeeee penvs

P 1
P 2
P 3
P 4
mep ouepennd 5 (0~255)
P 6
P T (0~255)
P 8

penn? (0-255)

PucyHok 8.27 — lNpropuUTETHBLIN peXxum

8.3.4.2 NyHKT «Ha ocHoBe DSCP/nopT/802.1p»

Knacc  npuopuTeTHOCTM  BbICTaABNSEeTCA B 3arofioBke  nakeTa.
Ans knaccudukaumm Tpadurka UCnonb3yrTCA CTaHOapTHbIE MOSiA B 3arofioBKax.
YCTpPOMNCTBO aHanmM3aupyeT U pacnpefensieT naket B oyepedb B COOTBETCTBUM
C NPUCBOEHHbLIM LMPPOBLIM NPUOPUTETOM.

Ons obecneyeHns QO0S Ha L2 ypoBHe KoMMyTaTop MoadepXunBaeT
IEEE 802.1p. Cneuudovkauus IEEE 802.1p nosBonsiet 3agatb 0O 8 ypOBHeW
npuoputeToB (oT 0 go 7), onpegenatowmx cnocob obpaboTkm kagpa. NpuoputeT
ycTtaHaBnmBaeTca B none CoS (Class of Service), none coctout ns 3 out B Tere
802.1Q Ethernet-kagpa.

Ctpyktypa Ethernet kagpa. Ter 802.1p BHyTpu Tera 802.1Q:

802/1Q Ter KoHTponbHas
Anpec Anpec flnvtal [laHHble nocrnegoBaTeNibHOCTb
Has3HayeHns1 | UctovHuka |TPID | TCI Twvin xaapa
6 6ant 6 6ant 4 banta 2 6anta | 46 — 1500 Gant 4 banTa
______ TPID — NHdopmaums 06 ynpasneHmm metkamu (TCI)

naeHTudukaTop Tera.

Priority — ypoBeHb

CFl — uHgukaTop

VID — ngeHtudukatop

Mo ymonyaHuio npuoputeta 802.1p | KaHOHWYECKOTrO VLAN, 3HayeHus ot 0 go
0x8100. (ot0 po7) dopmara. 4095
16 6ut 3 buta 1 6ut 12 6ut

=l=]il=)
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Tabnuuya 8.10 — Bocemb knaccos npuoputeTta Tpaduka (ctangapt IEEE 802.1p)

YpoBeHb YpoBeHb
Knacc npgggTeTa npgggTeTa YpoBeHb 06CnyXuBaHuUS.
npuopuTteTa P =P Twun Tpacpuka
(aecaTuyHan | (ABounYHanA
cucrema) cucrema)
Best Effort. KayectBo nepenauu
0 000 He rapaHTMpOBaHO, HO
nogaepXuBaeTca Ha  nyywem
YPOBHE 13 BO3MOXHOTO.
1 001 Background. ®oHoBbIN Tpaguk.
Ouepenb ¢ Standard (spare). CTaHOapTHbIN
HU3KNM 2 010 Tpaduk.
npuopnTeTOM Excellent Effort (business
critical). NpuoputeTHbIN TpaduKk.
3 011 He KpuTuyHble K 3agepxke, HO
KPUTUYHbIE K NOTEPSM AaHHbIE.
MeHee  npuvopuUTeTHble, 4YeMm
KOHTpONuUpyemMblin TpaduK.
Controlled Load  (streaming
multimedia). KoHTponunpyewmbiu
4 100 Tpapuk. KpUTUYHBIN K NOTepsaMm,
HO He KPUTUYHBIA K 3agepixKKe.
MynbTumMeguimnHble NOTOKMW.
Ouepenb C Video. BugeonoTtokun. KputmnyHou
BbICOKUM 5 101 ABNAETCA  3ajepXkKa  CBbllle
NPMOPUTETOM 100 mc.
Voice. [onocoBon  Tpadumk.
6 110 KpntndyHom apnaetcs 3adepikka
cebiwe 10 mc.
v 111 Network Control Reserved traffic.

[aHHble ynpaBneHus ceTblo.

=l=]il=)
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B OaHHOM nyHKTe BKIOMEHME napameTpa O3HavaeT ero NpUopUTETHOCTb

Ha nopty nepepn apyrmmu (PucyHok 8.28).
[EI=II=] KommyTatop 2O A v [ T3

P Kowcpurypauws cuctemsi  Pexum NpUopiTeTa Ha octose DSCPInopr/802.1p HaocHose TP/ UDP riopra MpHopirer DSCP

e v

e v

.

v v

b v

. ]

. ]

. )

. ]

e V]

e V]

. ]

b v

. ]

n vl

V]

©
sl(ellelle][=]lelle]lel o] (o]l [e][=]e][e][o]|«]|e

V]

wrn V| -

PucyHok 8.28 — NHTepdenc HacTponkn Port/802.1p/DSCP Based

8.3.4.3 NyHkT «Ha ocHoBe TCP/UDP nopTta»
TCP wu UDP wucnonb3yT 16-pa3pagHbid MopT Afs  pacno3HaBaHUs

npunoxeHun. Cepeepbl 06bIMHO UCMONbL3YKOT CTaHAApTHble NopTbl. Hanpumep,
TCP-nopt FTP-cepBepa — 21, TCP-nopt Telnet — 23, UDP-nopt TFTP-cepsepa —
69. 3apesepsupoBaHHbIi agnanaszoH TCP/IP 1 — 1023 noprT.

Ha pucyHke (PucyHok 8.29) BMOEH CMMCOK MPOTOKOMOB, Takue kak FTP,
SSH, TELNET, SMTP un DNS wu T.4.. YctaHoBuTe npuoputeT Ans noprta
N3 CNucka, B COOTBETCTBUMN C TpeOOBaHUAMM K HACTpanBaemon ceTn, BO3MOXHbIE
3HayeHus: Q4 ~ Q7 — Bblcokmn npuoputeT, QO ~ Q3 — HU3KMKN npuopuUTeT

unu discard — otbpacbiBaTb.
KommyTatop L)) A o | Tog

» KoHpurypauns CucTemsi  PexiiM npiopwTeTa Ha ocHose DSCPINopT/B02.1p Ha ockose TCP / UDP nopra [Tipuopier DSCP
» Ynpaenetue nopramm

¥ Ynpagnieniue yCTpOMCTEOM
DHCP Qo

l@m ]

DNS @ ]

FTP

HTTP
HTTPS
IMAP
Hacpoiiku SNMP NETBIOS Discar d v
802.1X NEWS Discar d N

IGMP Snooping PoP Discard v
HTTPS SMTP. (a1 v
» PoE sNvP [at <]
SNTP [Qo v|
SSH Qo
TELNET Discard

]
[Discard |
TFTR

PucyHok 8.29 — NMpuoputeT Ha ocHoBe TCP/UDP nopTa
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8.3.4.4 NyHkT «Mpunoputer DSCP»

Ons obecnevyeHns QoS Ha L3 ypoBHe kOMMyTaTop nogAdepXxuBaeT BuA
npuopuTM3aunmn, Npu KOTOpomMm B 3aronoBok IP gobaesngaetcs cneuuanbHbii 6anT
ToS — Type of Service.

OT0T Oant MoXeT ObiTb 3anonHeH nmMbo 3HavyeHneMm npuopuTeTa
IP Precedence, nubo 3HayeHnem DSCP (Differentiated Services Code Point) .

Onsa obecneyeHns QOS npuopuTeT ycTaHasnuBaeTca B none DSCP
(Differentiated Services Code Point), none 3aHnmaeT 6 6ut B IP nakete n nmeet

npuoputeTHocTb 0 OO 63.

| Baronosok L2 | 802.1Q | | ToS | 3aronosok L3 | [aHHbie |

—— ~. L
— <. ——————
— ~ ——————————
S < e T

S,

802.1p CFI VLAN ID

(36uta) | (16ut) | (12 6uT) [ T R O R e

Mpuoputet Delay/Cost/
IP-agpecoB (5 6ur)
(3 6uta)
DSCP T cu |

Tabnuuya 8.11 — NMpuesaska no ymondaHno DSCP k CoS (npuoputetam 802.1p)

BHyTpenhmn | 1 2 3 4 5 6 7
npuoputet

DSCP 0—7 |8-15 [16 — 23 |24 — 31|32 - 39|40 — 47|48 — 55|56 — 63
CoS 0 1 2 3 4 5 6 7

B 3aBucumocTn OT 3agaum nepeHasHadybTe npuoputeTbl QoS ana DSCP
(Differentiated Services Code Point).

1. Boibepute 13 BbiNagarwowero cnmcka B CTpoke «He coBnagaet
NpMoOpUTET» NapameTp: HWU3KkuA npuoputeT (npuoputet 0) nnn npMopuTM3aums
no Tery/nopry.

2. YctaHoBUTE B CcTOonbue «3HayeHnme» npuBaskm DSCP k CoS
(npnoputetam 802.1p). 3Ha4YEHNA JOMMKHbI NpUHaanexaTb 6-6MTHOMY aManas3oHy
0...63 (Tabnnua 8.11).

3. B ctonbue «lNpuoputet» Bolbepute knacc npmoputeta (ot 0 go 7).
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KoMmMyTaTop [ A G [ Td
T

Hose TP UDP nopta Npnopwret DSCP.

PucyHok 8.30 — Npuoputesaumna no DSCP

8.3.5 NogPA30EN « BE3ONACHOCTb»
8.3.5.1 NyHkT «Tabnuua MAC agpecoB»
KOMMyTaTOp, Ond nepe,u,aqm nakeTta, BbINOJIHAET NMONUCK B JINCTe

MAC-agpecoB B cootBeTcTBUM ¢ MAC-agpecom HasHadeHus. Ecnn apgpec
HavgeH B Tabnuue, UCNOMb3yeTCcd COOTBETCTBYIOLWMA MNOPT ANA NEepechiiku
naketa. Ecnu HeT, yCTPOMCTBO MWCNOMNb3yeT LWUPOKOBELLATENbHbIN PEeXuM
Ans nepecblnikn  yepes cootBetcTBytowmn VLAN (32 uvCKMoYeHMeM nopTa,
C KOTOpOro 3TOT nakeT noctynun). Ha cneayrowemM pucyHKe npeacTaBrieHa Takas

Tabnuua agpecos (PucyHok 8.31).

KommyTatop {od A . | &4

» Ko

Tanwua MAC agpecos fpusrska MAC-opT GunsTpaLus MAC Ha nopry

PucyHok 8.31 — MAC nHdopmauma ob agpecax
8.3.5.2 NyHkT «MpuBaska MAC-nopt»
Ha pucyHke Hwmxke (PucyHok 8.32) usobpaxeH WHTepdenc npuBssKu

MAC-agpecoB. HaxmuTe Ha BbIOpaHHbIN OEUCTBYIOLWNA MOPT ANS HACTPOMKK
npuBaskn kK Hemy MAC-agpecoB. B pesynbTate Tonbko Tpadvk € 9TUM

MAC-agpecom bygeT gonylleH K nepegade Ha 3TOM MopTe.
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[aHHOM (pyHKUMEN MOXHO NOMb30BaTbCs, YTOObI Yepes AaHHbIN NOPT Morna
OCYLLECTBNATLCSA Nnepefada JaHHbIX TONbKO KOHKPETHOro YCTPOMCTBA, Hanpumep,

C Kamepebl.

KommyTatop {3 A v [ T4

» Ko
(3%

bl [aOnuia MAC aapecos Mpussska MAC-opr DifisTpatiia MAC Ha nopry

aaaa @& ada
e e eges o o@ ||

Mopr npwesaKu MACT

I
I

R

PucyHok 8.32 — lNpueaska MAC-agpeca
8.3.5.3 NMyHKT «PunbTpauua MAC Ha nopTy»

PyHKUMA  MCnorb3yeTcsa AN OrpaHuMYeHus  MOCTynawLwWmuX MnakeTos
npu nomow HacTtporkn Genoro cnucka MAC-agpecos (PucyHok 8.34).
[Ans HacTpouku PyHKLMN:

1. Haxxmute kHonky «[Jo6aBnTtb» 1 BBEANTE B TEKCTOBOE MOMe ANanoroBoro
okHa «benbin» MAC-agpec.

2. CoxpaHnTe HacTpPOWKY.

3. lna npocmoTpa nHdopmMaumn, HaXXMUTe Ha NOpPT YCTPOUCTBA W B CNUCKE

«[MopT MAC chunbTpaumm: Homep nota» 6yayT oTobpakeHbl BXOAALLME NaKeTbI.

KommyTatop Lo A . [ 58

PO e egew

MlopT MAC punstpaupt

PucyHok 8.33 — ®dunbTpaumsa nopTos
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8.3.6 NMoapPA3neEN «HACTPOUKM SNMP»

KommyTtatopom nogaepxmsatotca SNMPv1, SNMPv2 n SNMPvV3.

— SNMPv1 — anga aestopusauuu ucnosnb3yeT community MMA aHanoruyHo
naposito. Ecnn community otnuyarTcs, yCTPOMCTBA UTHOPUPYIOT Takne MakeThl,

— SNMPV2 — otnuunn B meToge asTopusauum HeT. PacwwupeH cnvcok
BO3MOXHbIX onepauum, TMNOB AaHHbIX N KO4OB OLUNOOK;

— SNMPv3 — aBTOpu3aumsi Ha OCHOBE [OJSib30BaTENbLCKOW MOAENM.
Bo3mMoxHa HacTporka pasfunyHbiX MapamMeTpoB aBTopu3auum, B TOM 4ucne
wngposaHna. IAtoT npotokon SNMP  gaBnsetca Haubonee ©6e3onacHbIM
N pekoMeHayeTCcs And MCNofb30BaHUS B YCMNOBUSIX, TPeOyoLWmMX MOBbILLEHHOM

Oe3onacHocTw.

BHUMAHWE!

[MpoTokonbl pasnnYHbIX BEpPCUM HEe COBMECTUMbI Mexay CcoboMn.
OTnuymMe nNPOTOKOSMOB, KakKk W HEeBEpHble HaCTPOMKW aBTopusauumu,
npuBeayT K UTHOPUPOBaHUIO 0O6MeHa C 00enxX CTOPOH.

Ha pucyHke (PucyHok 8.34) wnsobpaxeH wuHTepdenc Hactpoek SNMP
M NpUMEep TakoM HaCTPOMKK, SBRASAWMNACA B  OONbLUMHCTBE YCTPOWCTB
ycTaHasnmBaembiM Mo ymonyanuto. Ona SNMP npotokonos Bepcun 1 un 2

NHTepEeNC HaCTPOEK HE OTNNYaeTCS.

KommyTaTop Lo A -

» KoHdurypauus Cuctem SNMP
» Ynpaenerue nopramu

'V YnpaBrieHue yCTPOACTEOM Bepcua SNMP ) SNMPv1 SNMP v2 () SNMPv3
Spanning Tree

VLAN

TopT SNMP. 161 (1-65535)

Community Tonexo AnA | public
uTeriA

Community 4ns uTennau | private

Anpec Trap cepsepa

Flopr Trap cepeepa 162

PucyHok 8.34 — Hactponkn SNMP
Ha pucyHke (PucyHok 8.35) wnsobpaxeH wuHTepdenc Hactpoek SNMP

Bepcum 3.
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[=I=T4I=] KommyTaTop

HacTpouKam.

555555555

PucyHok 8.35 — Hactponku SNMPv3
B cneaywowen tabnuue noapobHO onucaHbl NOns, OTHOCSALWMECS K 3TUM

Tabnuuya 8.12 — Nons HacTpoek

HasBaHue

OnucaHue

Bepcna SNMP

SNMP v1 — yCcTpoOMUCTBO BbIMOSIHAET TOSMbKO MpPOLECChHI
Bepcum v1 SNMP. (SNMPv1 — nsHayanoHaga peanusauus
npotokona SNMP, paboTaeT ¢ TakmuMmm NPOTOKOSNIaMu, Kak
UDP, IP, CLNS, DDP un IPX);

SNMP v2 — yCTpOMUCTBO BbIMOSIHAET TOSMbKO MpOLEeCChl
Bepcum v2 SNMP. (SNMPv2 nepecmaTpusaeT Bepcuto 1
N BKIOYaeT B ceb4 ynyyLleHuns B obnacTtu
NPOU3BOAUTENBHOCTH, B6e3onacHocTy,
KOH(OMOEHUMANbHOCTM U CBA3AX  Mexgy CeTeBbIMU
MEHeKepaMKn, CIYXUT AN nosiydeHns ©Oonbloro
KofiMyecTBa ynpaBnarLWMX JaHHbIX Yepe3 OOuH 3arnpoc.
Bepcun SNMP v nv2 COBMECTUMBI
ONs OAHOBPEMEHHOrO NPUMEHEHNS);

SNMP v3 — yCTpOMCTBO BbIMOSIHAET TOSMbKO MpPOLEeCChl
Bepcun v3 SNMP, Heobxognmbl §OMMH 1 Naposib
ansa pa6botbel. (Bepcun SNMP v1 nv2 0OHOBpPEMEHHO
¢ SNMP v3 He npumeHstotca. SNMP  v3  npuHocuT
N3MeHeHnd B NPOTOKON nobasneHnem
Kpuntorpaduyeckon 3awintbl, SBMAAETCHA Yhy4dlleHUeM
3a CYET HOBbIX TEKCTOBbIX COrfaweHun, KOoHLenuun
n TepmuHosiornn SNMP).

Mopt SNMP

[MopT npocnyLwmBaHnd NPOKCHU — NporpamMmmsl YCTPOMUCTBA.
9710 UDP — nopt He gaBnsietca noptom TCP. 3HayeHune
BapbupyeTtca oT 1 o 65535.

3Ha4deHune no ymonyaHuio — 161.

Community Tonbko
ANS YTeHus

HOoctyn SNMP TOonbko Ong 4TeHus:: noaaepkMBaeTcs
ansa Bcex uenen SNMP.

=l=]il=)
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HasBaHue OnucaHue

Community ans Hdoctyn SNMP gnsa yTteHunsa n 3anucu: nogaepKuBaeTcs
YTEHUA N 3annucum ans Bcex uenen SNMP.

Agpec  cuctembl  MoHuTOopuHra cetm wim - T1K
C NpefyCTaHOBIIEHHbBIM cneumnanmsanpoBaHHbIM
Appec Trap cepsepa | NporpaMMHbIM CPeLCTBOM MOHUTOpUHra. CnyxuTt ansg
CaMOCTOATESNIbHOW  OTNPaBkM  BUOEOPErMCTPATOPOM
MHopMauum o cobbITuaxX No npotokony SNMP.

MopT cuctembl  MoHuTOpuMHra cetn wum [1K
C NpenyCTaHOBIIEHHbBIM crneumnanmsavpoBaHHbIM
NporpaMMHbIM CPeCTBOM MOHUTOPUHra Ana 3axsaTa
naketoB no SNMP npoTtokony. 3HadyeHus napameTpa
B AgnanasoHe oT 1 pgo 65535, cwarom 1. 3HayeHue
Nno ymon4yanHuto: 162.

[MopT Trap cepsepa

Nonb3oBaTersnb Beoantca wma nonb3oBatens C npaBamMn TOJIbKO
TOJNbKO A1A YTEeHUA Ha YTeHwune.

Monb3oBatens ans | BeBoautca uma nonb3oBaTens C MNpaBaMy Ha YTEHUE
yTeHusa/3anucu M 3anuncb.

Boibepute wmeTog xawwumposaHus MDS  unnm SHA.

Tun aBTOPU3aALUN
Cuctema aBTOMaTMYECKN pacno3HaeT MeToL.

[Mapornb Beeante naponb ana ayreHTudukauuun. lNapons gormkeH
aBTOpU3aumn cogepxaTtb He MeHee BOCbMW CUMBOJIOB

BbibepuTte anropnutm cummeTpuyHoro wmngposanms CBC

Twvn wndpoBaHus i DES.

Kntou wudposaHua | Beeaute naponb LWNdpoBaHUS.

8.3.7 NopgpPA30EN «802.1X»

IEEE 802.1x — 97O cTaHOapT ayTeHTUdMKaumMmM YyCTPOUCTB, NOAKITHOYEHHbIX
K KOMMYyTaTopy. OTO TUN MNPOTOKOSa yrnpasreHns OO0CTYNOM K CEeTM Ha OCHOBE
nopTa, NoaToMy Ans paboTbl 3TOro NPOTOKOMAa Ha MopTy KOMMYyTatopa OOrKHa
OblTb  CKOHUrypupoBaHa  (PyHKUMS  ayTeHTudukauum. YTo  Kacaetcs
MOSfib30BaTENIbCKOrO YCTPOMCTBA, KOTOpPOE MOAKMNIYaeTcsa K HaCTPOEHHOMY
Ha aBTopm3aumio no 802.1X nopTy, OHO [OOSMKHO noadepXxumBaTb AaHHbLIN

NPOTOKON ayTeHTUMKaLMN.
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8.3.7.1 Ctpyktypa cetn 802.1x
MpocTenwasn cxema 802.1x BkovaeT B cebst TpU 4acCTU: KIUEHT, areHT

(kommyTaTOp), HACTPOEHHbIW Ha paboTy C  KOHKPETHbIM  CEepBEPOM

ayTeHTUdumKaummn n cepeep ayTeHTUukaunu.

Sl

KnueHT

y ATeHT Cepeep
(KoMmyTaTop) AYTEHTHE KA LUK

S
KnueHT
PucyHok 8.36 — Cxema

— KnneHT  (cynnnukaHT) — 9TO  MNOJSIb30BaTESIbCKOE  TEePMUHarbHOE
YCTPOMCTBO, Tpebyowee  goctyna K  nokasrbHOW ceTu, KOoTopoe
ayTeHTuunumpyetca B nokanbHon ceTtu. KnueHT pomkeH OyoeT ycTaHOBUTb
nporpaMmmMmHoe obecneveHue, nogaepxmpatrwlee 802.1x naeHTduKauuio;

— AreHT (ayTeHTudumkaTop) — 9TO ceTEBOE YCTPONCTBO, KOTOPOE ynpasnsaeT
KnueHTckum poctynom B ceTb LAN. OHO pacnosiokeHO mexay KineHtamu
N cepBepoM ayTeHTUdMKauum, KOTOPbIN NpefocTaBfiseT nonb3oBaTensamMm nopT
Aoctyna K nokanbHOW ceTu  (hmsmyeckun nopT WM fNOrMyYeckui nopT)
N peanu3yeT ayTeHTUdMKaUUK Ha NOAKMKYEHHOM KIIMEHTe MNoCcpencTBOM

B3aMMOOENCTBUSA C CEPBEPOM;
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— CepBep ayTeHTudunkKaumm ncnonb3yeTcs ans peannsaunm
ayTeHTudukaumm, astopusauum n bunnudra. na 802.1X ato cepsep RADIUS.
CepBep NpoBepKn MNOASIMHHOCTU NPOBEPSET 3aKOHHOCTb KNWEHTa B COOTBETCTBUN
C ayTeHTU(UKaunmoHHOM UWHOpPMaUMnen KnneHTa, OTMNPaBfIEHHON CO CTOPOHbI
YyCTPOMUCTBA, U WHPOPMUPYET YCTPOMCTBO O pesynbratax MpOBEPKW.
[lo napameTpam areHTa NPUHUMAaETCA pPeLUeHne, NO3BOMNUTb NN KMNEHTY AOCTYn
nnn Het. Ponb cepBepa ayTeHTUduMKauumM B HEBONbLLUNX CETEBbLIX Cpeaax MOXeT
BbIMOSIHATL YCTPOMCTBO, KOTOPOE peanuayeT foKalnbHYyl ayTeHTUdMKauuio,

aBTopu3auunio 1 OUNNNHT KNMEHTOB.

8.3.7.2 802.1x AyTeHTdUKaLmsa nopToB
MopTtbl goctyna LAN, npefocrasnsgemMble YCTPOMCTBOM KrMeHTaM, MOXHO

pasgenntb Ha aBa Tvna «KoHTponupyemble» N «HeKOHTponupyembie» NopThbl.
JMobon  kagp, nNoOCTynNMBWMA B  MOPT, MOXeT ObiTb  OTnpaBneH
KaK Ha KOHTPOJSIMPYEMBbIN MOPT, TaK U HEKOHTPONNPYEMbI NOPT.

— HekoHTponupyembin  NOpT  BCerda  HaxoaUTtCcs B COCTOSIHUM
ABYHanNpaBrieHHOro  COeAMHEHUd, KOTOpoe  WUCMOoNb3yeTcsi B OCHOBHOM
ANs nepegayyM naketoB ayTeHTUukauun. IOTo HeobxoouMmo, 4YTODObl KIMEHT
BCcerga mor obMeHuBaTbCs nakeTamun naeHTuunkauuu;

— KoHTposnupyembin NopT HaxoguTcs:

— B COCTOSHUW [OBYHanpaBfieHHOIO COeAMHEHUA TMocfie YCrneLwHon
aBTOpM3aUUN;
— 3anpeta nNpuHUMaTb Mbble nakeTbl OT KMEHTa B COCTOSIHUM

HEeCaHKUMOHUPOBAHHOIO AOCTYyna.
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8.3.7.3 Pexxum 3anycka ayteHTucpukaumm 802.1x
Mpouecc ayteHTUpmkaumm  802.1x  MHAUMANU3NPYETCS  KIUEHTOM,

HO TaKkke MOXeT 3anyckaTbCs N KOMMYTaTOPOM.

1. Pexxnm akTuBaumm Tpurrepa KImeHTOM:

— Tpurrep MHOroaZpecHou paccbifiku  —  KIWEHT  oTnpasndeT
Ha YCTPOMCTBO MakeT 3anpoca ayTeHTudukauuu, ONd uHUMUMauuu npouecca
ayTeHTUpukaumn. Agpec HasHadveHna naketa asnsetca  MAC-agpecom
MHoroagpecHomn paccbisikun 01:80:C2:00:00:03;

— Tpurrep  LWUIMPOKOBELLATENbHOM  PacCbikKM  —  KINUEHT  oTnpasnseT
Ha YCTPOWMCTBO MakeT 3arnpoca ayTeHTudukaumu Ons uvHUuuauuu npouecca
ayTeHTUduKaummM, agpec HasHayeHuss naketa —  LUMPOKOBeLLATENbHbIN
MAC-agpec agpec. OTOT pexuM MOo3BOMSEeT pewwuTb npobrnemy, CBA3aHHYH
C TeM, 4YTO YCTPOMUCTBO HE MOXEeT T[OMyy4uTb 3anpoc OT KIMeHTa
Ha ayTeHTU(UKaLM, MOCKOSIbKY HEKOTOpble YCTPOMCTBA He noaaepXuBatoT
MHOroazipecHble nakeTbl B CETU.

2. Pexxum aktnBauum tTpurrepa yCTpoOMCTBOM:

Pexum akTMBaLuu Tpurrepa YCTPOWCTBOM ncnosnbL3yeTcsa
AN COBMECTMMOCTM C KIWEeHTamu, KOTOpble He MOryT CaMOCTOATESbHO
OTNpaBnATb NakeT 3anpoca ayTeHTudukauun. CywecTByeT ABa Tuna akTuBauum
Tpurrepa ayTeHTudukaumm yCTpomcTBOM:

— Tpurrep MHOroagpecHou paccbifikn — YCTPOUCTBO akTMBHO OTMpaBnseT
nakeT 3anpoca ayTeHTUdMKaUuM KIMEeHTY C  perynspHbiM  MHTEepBarioMm
(no ymonyaHuio — 30 cekyHA);

— OpgHoadpecHbI TpUrrep — Korga KOMMYTaTop nosflydaeT HEW3BECTHbLIN
nakeT oT MAC-agpeca UCTOYHMKA, YCTPONCTBO ByaeT oTnNpaBndATb NakeT 3anpoca
ayTeHTudukaumm Ha MAC-agpec MCTOYHMKA nepefayn ans 3anycka npoecca
noeHTndukaumnun. lNpouecc NOBTOPUTCSH, €CnNu 3a YKasaHHOe BpeMdA OT KiueHTa

He OyaeT nony4yeH oTBeT.
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8.3.7.4 YnpaBneHue aBtopusauuen nopta (NSA)
OTO MEHI0 NO3BOSISIET YNPABNATb COCTOAHNEM ayTeHTMdMKaLmMm nopTa.

[MopoepxmnBaeTca Tpu criefyoLwmnx aBTOPM30BaHHbIX COCTOSHUA:

— [NpuHyguTENBHO aBTOPU3OBaH — JTO O3HayaeT, 4TO MopT Bcerja
HaxoguTCA B  aBTOPU3OBAHHOM  COCTOSIHMM, 4YTO  MO3BOMHAET  KIIUEHTY,
MNOOKIIOYEHHOMY B  COOTBETCTBYWOLUMA MNOPT, MNOSy4UTb JOCTYNn K CEeTU
6e3 npoxoxaeHnsa npouecca aytTeHTudukaumm;

— [NpnHYanTENBLHO HE aBTOPM30BaH — O3HAYaeT, YTO NOPT BCerga HaxoauTcs
B HEaBTOPU3OBAHHOM COCTOSIHUWN. YCTPOMUCTBO He OyaeT npenocTaBndaATb Cnyxoy
NpoBEepPKM NOANMHHOCTU A9 KINMeHTa 1, COOTBETCTBEHHO, AOCTYI K CETU;

— ABTOpu3auus nopta Ha ocHoBe 802.1X — 0O3HayaeT, YTO HavasnbHoe
COCTOSIHME MnopTa SABNSETCA HeaBTOPM30BaHHbIM. JTO He MO3BOMSAET MOMyYnTb
poctyn B ceTb; [lopT OygeT nepekntodeH B aBTOPM3OBaHHOE COCTOSIHUE,
€CI1 KNWeHT  nporaeT npoBepKy noanuHHoctu. [locrne 9Toro  cMoxeTt

obmMmeHMBaTbCA JAHHBIMU B CETW.

Mpumep KoHUrypauum:

Cxema ceTu:

Moacetb knueHTa — 192.168.1.1/24, IP-agpec cepsepa ayTeHTUdMKaumm
B 9ToM ceTn — 192.168.1.100.

TpebyeTcs ayTeHTUdMKaUUA cepBepoM ayTeHTUdUuKauun npy obpalleHum
KO BCEM noptam yCTpOMCTBa.

HacTtpowka:

1. MNMepeknounte Bce MNOPTbl B COCTOSIHWE ayTeHTU(MKaLUMM Ha OCHOBE
802.1x kak nokasaHo Ha pucyHke Hmxe (PucyHok 8.37).

2. Hactponte agpec cepBepa ayTeHTMdUKaUUK, KaK NoKa3aHO Ha PUCYHKe

(cm. PucyHok 8.38).
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8.3.7.5 NMyHkT «HacTpounku 6e3onacHoro goctyna Kk cetu (NSA)»

KommyTatop {3 A . [ T4

HacTpoiiku GesonacHoro gocTyna k cetn (NSA) Hacrpoiiii RADIUS

mmmmm

PucyHok 8.37 — HacTponku NSA
8.3.7.6 MNMyHkT «HacTpoukn RADIUS»

KoMmyTatop L2 A . [ 3

» Kondurypaunn Cuctems  HaCTPOAH besonacHoro Aocryna Kk ceri (NSA) Hactpoiiku RADIUS

» Ynpasnenue nopramm

PucyHok 8.38 — Hactpownkun Radius

8.3.8 NMoapPA30EN «IGMP SNOOPING»

[aHHbIN MPOTOKOJT pekomeHayeTcs ucnonb3oBatb B Cliydae,
ecnu TpebyeTca OAHOBPEMEHHbIN JOCTYM K BUOEOMOTOKY N3 HECKOJSTbKUX TOYEK:

— cnonb3oBaHMe HECKOSIbKMX HECBSA3aHHbIX OyOnupylowmx CcepBepoB
BMAEOHabNoaeHus;

— OpraHmsaumsa BuaeoHabnwogeHnsa 6e3 UCNonb3oBaHUS LEHTParibHOro
cepBepa Cc OAHOBPEMEHHbBIM AOCTYNOM K KaMepaM U3 MHOXeCcTBa MECT.

T.e. mobon cueHapuin, Tpebyowmin MHOXECTBEHHOIO MOBTOPEHUS OLHOMO
(HECKONBbKNX) BUAOEONOTOKa AN HECKONbKUX YCTPOUCTB B paMKax OAHOM

rnokanbHoOWu ceTw.
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Hactponka npouecca oTcnexumBaHua ceteBoro Tpadumka IGMP,
NO3BONAOWMIA CEeTEBbIM YCTPOMUCTBAM BTOPOro YpOBHA (KOMMyTaTtopam)
otcnexusate obmMeH IGMP naketamun mexgy notpebutensamm n nocTtaBLiMKaMU
(MapwpyTusatopamn) MHoroagpecHoro (multicast) IP-Tpaduka, dopmanbHO
npoucxoasawmim Ha bonee BbICOKOM (CETEBOM) YPOBHE.

Mocne BkntoveHust IGMP snooping, KOMMyTaTop Ha4YMHaET aHanu3npoBaTb
Bce |IGMP-nakeTbl Mexagy NOAKMIOYEHHBIMU K HEMY  KOMMbOTEpamu —
noTpebutenamm u MapLlipytTmsatopamm — nocTaBlmkamm multicast Tpadomka.
O6HapyxmB IGMP-3anpoc notpebutensa Ha nogknodeHne kK multicast rpynne,
KOMMYTaTop BKOYaeT MOpT, K KOTOPOMY TOT MOAKITIOYEH, B CMUCOK €e YSIeHOB
(ons  peTpaHcnaumm rpynnoBoro Tpaduka). M HaobopoT: ycnblwas 3anpoc
«IGMP Leave» (NOKMHYTb), yaansieT COOTBETCTBYIOLMIA MOPT U3 CrKUCKa rpynnbl.

Multicast, aBnaAscb MNPOTOKONOM 3-r0 YPOBHSA, CTAHOBUTCA MOJSTHOCTLIO
HeynpasfigemMbiM NpU OTKIMOYEHHOM yHKunn IGMP snooping. Ee BkntoyeHue
ob4a3aTenbHO NPY HaNMYMM Kaknx-nmbo MHoroagpecHbIX paccblnok nwboro Tuna.

Ha pucyHke (PucyHok 8.39) npeactaBneH WHTepenc HacTpoek
B COCTOSIHAM N0 ymon4aHuto. [lpu ucnonb3oBaHun Multicast paccbinku,
BO3MOXHO, BKMIOUYNTL Nogaepxky «OTobpaxeHne HEU3BECTHbIX MHOroagpecHbIX
naketoB (Fast leave)», KoTopaa NoO3BONAeT KOMMyTaTopy ObICTpee WUCKNo4YaTb
NOpPT M3 ChOMCKa YYaCTHMKOB COOTBETCTBYyOWeEW rpynnbl. [Ona ueneun
BMOeoHabnogeHna ee BKNOYEeHne He 0bA3aTenbHO.

KommyTaTop loS A [ T2

P KoHdurypaums cuctembl IGMP Snooping

P Ynpaeneuue noptamu

¥ YnpagneHue ycTpoAcTEOM IGMP Snooping @ OrkniounTd O BknrounTs
Spanning Tree Ot6packisaHite @®© Orxniouuts O Briiounts

VLAN
MHOTOB/PECHBIX NaKEToB

ToaTeepANTS

ATpervposarite noTokos

HacTpoiikn SNMP

802.1X

(> IoMPSnooping |

HTTPS

P PoE

PucyHok 8.39 — UnTepdenc IGMP Snooping
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8.3.9 NopPA30EN «HTTPS»

BHMAHWE!
" [Mepen skntoyeHnem HTTPS n cosgaHuem ceptudpukata ybegmtecs,
YTO TEeKyLlee BPEMS 1 HacOBOW NOSIC YCTaHOBIEHbI MPaBUIbHO.

Mogpasgoen HTTPS nogaepxuBaeT NPpOCMOTP U yrpaBneHne napameTrpamu
noBbieHnss 6e3onacHOCTU ceTeBOW paboTbl C  UCMOMb30BaHNMEM CETEBbIX
cepTudunkaTos.

Utobbl nepentn Ha paboTy no https npoTtokony, agMUHUCTPATOP OOSMKEH
NoNy4YnTb U YCTaHOBUTb B CUCTEMY CepTU@PUKAT OTKPLITOrO Kntoya AN 3TOro
Beb-cepBepa. CepTudukatr OTKPbITOrO Kroya MoATBepXOaeT NPUHALANEXHOCTb
OAHHOro OTKPbITOro Kntodva Bnagenbuy. CepTudukaT OTKPbITOrO Knkya u cam
OTKPbITbIV KIKOY MNOCHLINAKTCA KITMEHTY NPU YCTaHOBIIEHUN COeANHEHUS; 3aKPbIThbI
KIntoY Ucrnonb3yeTcs A4S paclumngpoBKM COOBLLIEHNI OT KNMEHTA.

[na co3gaHua cepTudukata B JaHHOM MoApas3gerie cHayana HyXHo
BkntounTe HTTPS. [na atoro nepenaute B NyHKT «HTTPS». [anee nepengurte
B NYHKT «YnpaBreHue ceptudukatamm». B OaHHOM MyHKTE MOXHO cO3aaTb
HOBbIN CcepTUdUKaAT W Mocne 3anofiHEHUs COOTBETCTBYIOLLMX MOSfien ckavaTb
CreHepupoBaHHbI cepTugukar.

' MNpn nepBon Hactpomke HTTPS wunn wnameHeHun |P-agpeca
KOMMyTaTopa HeobxoaAnMMO 3aHOBO CO3aaTb cepTudUKaT cepBepa;
. Ecnun Bbl Bnepsble ncnonedyete HTTPS nocne 3ameHbl KOMNbloTepa,

HeoOXoAMMO 3arpy3uTb KOPHEBOW cepTUdMKAT 3aHOBO.

8.3.9.1 NMyHKT «<HTTPS»
IOna co3gaHus ceptudumkara, KOTOpPbIM MUCMOSb3yeTcs ONnd wupoBaHUS

AaHHbIX U naeHTUdurKaumMm camta nNpu yCTaHOBEHMUN 3aLUULLIEHHOIO COEANHEHNS,
Bkntounte HTTPS. [loaTtBepanTe BKIOYEHUA W OOXKAUTECH MNepes3arpysku.

[anee nepenante B NyHKT «YnpaBrieHne cepTudunkatammy.
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KommyTaTop ‘o3 A > [ g

P KoHdurypauma Cuctembl HTTPS

P Ynpasnenue noptamu

V¥ YnpaBeneHue ycTpOHCTBOM HTTPS
Spanning Tree

MoaTaepauTs
AN

ATpervposaiue noTokos

HacTpoiiki QoS
Hacpoiiki SNMP

802.1X

IGMP Snooping

> HTTPS

» PoE

PucyHok 8.40 — BkrnitoueHune npotokona HTTPS

8.3.9.2 MNyHKT «YnpaBneHue cepTucpukaTtamm»
[ns co3gaHns cepTudurkaTa OTKPbITOro Krtova HaxXMmnTe KHonky «Cosgatby.

B nosiBuBLLUEMCS OKHE 3anOfHUTE COOTBETCTBYHOLUME MOMS U HAXMUTE KHOMKY
«Cosgatb» (PucyHok 8.42).

KommyTatop @ A : | o
P KoHdurypaums Cucremol m ‘Ynpasnexue cepTudukatamm

P Ynpaeneuue noptamu

'V YnpagneHue yCTPOACTEOM

Spanning Tree
VLAN
ArperupoBaHiie noTokos

Hacpoiikn QoS

BesonacHocTs
Hacpoikn SNMP.
802.1X

IGMP Snooping

> HTTPS

P PoE

PucyHok 8.41 — lNyHKT MeHI0 «YnpaBneHne cepTudukaTtamm»

KommyTatop YO A [ Td

P Kondwmrypauus Cuctembl HTTPS Ynpasnenue cepTudukatamu

P Ynpasnenue noptamu

¥ YnpasneHue ycTpo#cTEOM Coapatb
Spanning Tree
VLAN
ac
Crpava TpeGyembie nons
3
O6nacts Tpebyembie nona
acTpoiikit SNMP.
MeCToHaxoKaeHIe Tpebyembie nons
802.1X
OpraHi3auys Tpebyembie nons
IGMP Snooping
H Otaen Tpebyemble nons
D ]
» PoE IP unn AomeHHoe uma 192.16¢
I Cosgats I l OtieHa ‘

PucyHok 8.42 — Co3gaHune ceptudukaTta
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@ A .

YnpaBeneHue cepTudukatamu

Cosgars CkauaTb KOpHEBOii

Spanning Tree
‘ ./ YenewHo
VLAN

ArperupoBaHyie MoTokos

Hacry

BesonacHocTs
Hacpoitku SNMP
802.1X

IGMP Snooping

> HTTPS

» PoE

PucyHok 8.43 — Co3gaHue ceptudukarta

Ha paHHbIA MOMEHT BpEeMeHMU,

KINO4OM He  dBndeTcd

HTTPS-coeguHeHne Bpy4Hyto. [Ina aTOro Haxmurte

cepTudukaTy.

CO30aHHbIN CcepTUdUKAT C OTKPbITbIM
8.44),

KHOMKY «CkayaTb KOPHEBOW

AoBepeHHbIM  (PucyHok MHULManNn3npymnTe

[MepenanTe B 3arpy3kM U OTKPOWMTE CKavaHHbIM KOPHEBOW cepTudomkat

(PucyHok 8.45)

= =p I A He zawwweno h'r're&:_IIBZ.lSS

i Cepeucs

‘ YnpasneHue cepTudukatamu

@ HeaeficTeuTensHeId CEpTHOMKAT

- IOSA&TI: I [Cxaua‘rb KOpHQEGh“I]
=
J

@& oaiiaw cookie Ve

& Hactpoiiky cafitos

Arpe

HacTpoinku QoS
BesonacHocTb
HacTpoikm SNMP
802.1X

IGMP Snooping

nonbsyetcs 4 daiina cookie [

L ——

» PoE

BOLID

PucyHok 8.44 — AkTuBauums
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OTkpeiTe $ain - npegynpesieHie CUCTEMBl BE3oNacHOCTH
Opits 3T10T Gaiin?

Wrg: o \ca (4).crt

L Msgatene:  Hewssecrhmii msaatens

Tun:  CepTHdMKAT G30NacHOCTK

M= G \ca (4).crt

OmiepeiTe | CmeHa I

67

x|

¥ Beerna cipauwmeaTts Npu oTKPLITAW 3TOM0 Saing

FPainsl s MHTepHeTa MoryT GbITh NONESHEI, HO STOT TMN Paina
MOXET NOBPEOMTE KOMNETER. Ecnu BRI He doEepRETE
WCTOYHWKY, HE 0TKPBIBAATE STOT Rain. FaKTopsl pucKa

e
|.ﬂ)
W

-

PucyHok 8.45 — YcTaHoBKa

HaxmuTe KHOMKy «YCTaHOBUTb cepTudmkar...» (Pu

Ceptudmkar

Ofiume |c°;_—ras | MyTe cepTHdMKaLIM I

Ceeqennn o cepTudmkaTe

D6

Her poBepuA K 3ToOMYy KOp vy ceprud TY
ueHTpa ceprudmkaymn. Yrobo sknounte nosepne,
YCTAHOBHTE 3TOT CEPTHGMKAT B XPaHWIHLLE
[AOBEPEHHBIX KOPHEBLIX CepTWhHKATOB LIEHT poB
ceprudmKaLm.

KoMy Boipan: TS

KeMm Boigan: ™

Oeiicrenrened ¢ 18. 10, 2020 no 17. 10. 2030

YCTaHoBUTE CEDTMdJMKBT. - JaAENEHME NOCTAELWHES |

CYHOK 8.46).

x|

OK |

PucyHok 8.46 — YcTaHoBKa

Haxxmute kHonky «[danee» (PucyHok 8.47).
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MacTep nmnopra ceptudnkatos ﬂ

Mactep nmnopTta cepTngukaTos

| 3TOT MACTEP NOMOrAET KOMMPOBATH CEPTMHMKATHI,
%j CTMCKM AOBEPMA W CMIMCKN OT3bIBA CEPTMAMKATOS C
NOKANSHOr0 AWCKE B XPEHAMILE CEPTUDNKATOE,

&

i
CepTMMKAT, BBIASHHEI LEHTPOM CEPTQMIELIAN,
FAENAETCA NOATEEMHAEHNEN BALEA MMYHOCTH K
COAEPHUT MHDOPMELIMIO, HEOBXOAMMYID ANA SaLMTEI
ASHHEIX WA YCTEHOBNEHMA SAULMILEHHEIX CETEBEIX
NOAKMKOYEHNI . XPEHUAMILE CEPTUMKATOS - 3T0
0BMECTE CUCTEMBI, MPEAHESHAYEHHEA ANA XPaHEHUS
cepTHdMKaTos.

[LNA NPOACITHREHMA HAXMATE KHoMKy "flanse™,

I Oanee > I OTtMeHa |
PucyHok 8.47 — YcTaHoBKa

[MoctaBbTe dnaxok «lomecTtb Bce cepTudukatel B criegyollee
XpaHunumLe».

Haxmute «kHonky «O630p» u Bblbepute XxpaHunuuwe cepTtudukarta
«[loBepeHHble KOopHeBble LeHTpbl cepTudukaumm». Haxmmute «OK» un «[anee»
(PucyHok 8.48).

Mactep umnopTa cepTudukatos ﬂ

Xpanunmue cepTWhHKITOR
XPaHAMMWE CEPTMUKATOR - 3T0 CMCTEMHbIE 0BNaCTH, B KoTopsIX
XPEHATCA CEPTMOMKATEL

Brifiop xpannanLLa cepTrdmkata X

Beifiop XpaHumviLE MoeT BiiTe NpouseeneH Windows aSTOMATHUSCKH, WK e BLiBepyTe XpaHWNHILE CEpTHRMKATOB.
MOXHO YKa3aTe pasMeleH e EEDTMdJW(ETE BPY4HYHO.

(" ASTOMETUHECKM BEIBPETE XPAHUNMILE HE OCHOBE TWNa CEpTHAMKETE

= e =
1 N MoMecTuTs Bee CEPTHOMKATH B CIEAYIOWEE XDaHUIMLE I | [losepeHHbie KOpHEBLIE LEHTPGI CepTid

XpaHunuue cepTudmkaTos: =
2 prd P, ~| MpoMesyToUHEIE LEHTREI CEPTHBMKALM

| ‘ 2 I 0f30p... I | OFbexT nonssosaTens Active Directary
LT Nnmaneuse uznaman A
| | 3

I™ Mokazate dusniecae xpaHunLa

O o

MoapobHee o xpaHunMILEX cepTUdMKATOE
1

<d 5 'I Hanee = I OTMeHa |

PucyHok 8.48 — YcTtaHOBKa

HaxxmuTe kHonky «"otoBo» (PucyHok 8.49).
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Mactep nmnopra cepTudnkatos i‘

3aBepweHvne macTepa MMnopTa

cepTupuKaToE
. CepTudmkaT ByAET MMNOPTMPOBEH NOCNE HEMKETHA
i e KHomkK "ToTosa",
C:—:_y BN YKa3aHb! CNe YHWME NapaMeTpil:

XPEHWMMLLE CEPTMMKATOR, BbIBPEHHOE NONb30BATEN:
CopepwaHie

< Hazan m OTtreHa I
PucyHok 8.49 — YcTaHoBKa

MoaTteepauTte (PucyHok 8.50).

o HOCTH ll

Sy

[oToBWTCA yCTaHoBKE CepTUdMKaTa oT LeHTpa cepTudmkaumn (LLC) e

_l_} 3TOM AOMEHE!
T5

He yaaetca nposepute, 4To ceptudnkat npuHagnesmt "T5",
OBpaturece k "TS" 1 NogTeEEpAUTE ero NponckoxaeHne. Cnegyome
yucna ByayT NoNEsHbI ANA A3HHOMO NpoLUecca:

Ortnevarok (shal) : 314 — — BE2

Mpegynpexaenne:

Ecnun ycTanoenTe AaHHeli KopHesoii ceptudniar, To Windows
aBTOMaTUUECKN ByAeT A0BEPATE NHBOMY CEPTUGDUKATY, BEbIJaHHOMY
LLC. ¥cTanoeka cepTidimkaTa Bes oTNEYaTKa MOXKET NPUBECTH K PUCKY
GesonacHocTh, "Ja" yKa3bIBAET, 4TC PUCK NPUHMMAETCA.

YCTaHOBWTL A3HHBIA cepTUdnKaT?

I la I Her |

PucyHok 8.50 — YcTaHoBKa

Haxxmute kHonky «OK» (PucyHok 8.51).

MacTep wmnopTa cepTuduKaTos EI

| HMI‘IEIFIT YCMEWHD BEbINOAHEH.

PucyHok 8.51 — YcTaHoBKa
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[Mepesarpy3nte ycTtponctBo. Ha pucyHke Hwxke (PucyHok 8.52) Buanm,
YTO CTaTyC cepTuUduMKkata M3MEHWUNCA Ha aoBepeHHbin n HTTPS-coeanHeHwme

NpekpaTuno Hectu yrposdy. Ha atom paboTta c cepTudukatoMm Ha yCTPOMCTBE
OKOHYeHa.

<= wp C (@ )ntips//192.168.00

L

yrww va Aliexpr... 9 Bucipeiiumii VPN.. B RocketChatbolidru [E] Yuer padouero spe.. €™ Hosas sanava -Ce.. @ Dahua Techr

3oz %

KommyTaTtop

]

PucyHok 8.52 — YcTaHoBKa

8.4 PA3OEN «POE»
8.4.1 NMNoppPA30EN «HACTPOUKU POE>»

Hactponka npegocTtaBnsieT napameTpbl BKNHOYEHUS/BbIKNIOYEHUS NMUTaAHUS
PoE pgna «kaxgoro oTaenbHoro nopta. A Takke 00wy  OOCTYMHYKO
OS5 UCMONb30BaHMS MOLHOCTbL M MOPOroBOE 3HAYeHue neperpyskn aOns Bcex
noptoB. [locne HacTpOMKM M COXpaHeHWsa KoHdurypauum Ha naHenun Oypet

OTO6pa>KaTbC$I COCTOAHME NMopTa.

KommyTatop

> Koucpurypaupn cucTemst HacTpoiiku PoE
» Vnpasnehue nopramm

» Ynpagnenme ycrpoiicteom HE R

PucyHok 8.53 — Nutanus nopta no PoE
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Tabnuuya 8.13 — NapameTpbl HACTPONKK

MapameTp PyHKLNA
O6uwas mowHocTb | lNpegenbHad MOLLHOCTb YCTPOUCTBA.
o OCTYyMHas HacTtpanBaemasa goctynHasi MOLLHOCTb
HacTtpownkn Hocry P AocTy =
MOLLHOCTb PoE.
MOLLHOCTM
HactpanBaemas mowHoctb POE npwu
[Mepe3arpyska
neperpyske.
OTobpaxaeT Tek 0 noTpebnsemyto
MNoTpebneHne P yiy P y
MOLLHOCTb.
OTobpaxaetr Tek 0 OCTaTOYHYHO
OctaTok P yy y
CocTosiHne MOLLHOCTb.
MUTaHUA HenpurogHoe [AOns  Mcnonb3oBaHUA
Peseps nutaHne no PoE. 3apesepBupoBaHHas
MOLLUHOCTb = o00Lwasi MOLWHOCTb npu
neperpyske.
Mogada nuTaHMA Ha  YCTPOWCTBO,
NOOKIMIOYEHHOE K MOpTy. YPOBEHb
YpoBeHb A PTY P
nogadu nutaHua konebnetcs ot 0 Ao
CoCTOSsIHUE 8, npu Hi-PoE oTtobpaxaeTcs Kak 5+.
nopTa u OTobpaxkaeT TekyLLyto MoLwHOCTb PoE,
KOHTPOIb [MoTpebreHne noTpebnaemyto COOTBETCTBYHOLLUM
OTAENbHbLIM MOPTOM.
. BkrntoueHne mnun BbikntovYeHne PoE Ha
Enable/Disable
BblIOpaHHOM MOPTY.

8.4.2 NMNopPA3AEN « CTATUCTUKA COBbITUN POE»

NHTepdenc crtatuctmkm cobbitmn ans kaxgoro nopta PoE. Bkniodaet

B cebsi MHhopmaumio o:

— lNpeBbIlLEHNN NOPOroBOro 3Ha4YEHNS NePErpy3kM KOHKPETHOrO NOpPTa;

- KOpOTKVIX 3aMbIKaHUAX;

— OTKNIOYEHUAX NoJaYvM NUTaHNUS Ha YCTPOMCTBO BO BPEMS €ro paboThbl;

- KOpOTKVIX 3aMbIKaHUAX Npn 3anycke nogayn nntTaHnd Ha yCTpOVICTBO;

— CpabaTblBaHMsIX AaTyMKa TEMNSIOBOWN 3aLLUTHI.

=l=]il=)
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KoMmMyTaTop Lo A | B4

» Kongpurypar CratucTiKa coLITHil POE
at

» vp:

15

PucyHok 8.54 — CtaTtucTtuka cobbitnn PoE

8.4.3 NMoaPA3AEN «3ENEHLIW POE»

B paHHOM umHTepdence MOXHO HACTPOUTb NEPUOL BPEMEHU, B KOTOPOE
Ha ycTpouctBa Oyaet nopgasaTbca nuTaHne POE. lNpu Bbixode 3a pamku 3TOro
nepuona, yCTPOMCTBO OTKIIOYUT nogadvyy NUTaHUs C OTMEYEHHbIX B 3TOM MEHH
MOPTOB B LIENISIX 9KOHOMUWN SHEPTUN.

HaHHbIN PYHKUMOHAN MOXHO Takke MCMoSib30BaTb B LiEeNdX nepesarpysku

C 3a[ePXKKOM BKITHOYEHMUS.

KommyTatop L2 A v [ g

» Kowcpurypa

ogoUo0o0o0oUoNs eI

PucyHok 8.55 — NMapameTpbl aHeprocbepexeHuns PoE

8.4.4 NoppPA30EN «MonoOoEPXXKA COBMECTUMOCTU»
[Mocne BKNOYEHUS OYHKUUK, OTMeYeHHble MnopTbl OyayT obecnedmBaTtb
SNeKTponntaHmne rIpVIHy,EI,VITeJ'IbHO, He3aBucMmo OT TOrO, COOTBeTCTByeT nn

NoaKNnww4yeHHoe yCTpOVICTBO CTaHOapTy nepegadn nutTaHn4a Uin Her.

KommyTatop {©4 A v [ Ed

b ToAAepKa coBMecTUMOCTH

o000 RedaQ

PucyHok 8.56 — lNoagaepkka yctapeBLUMX YCTPONCTB

BOLID BOLID SW-216 Bep.3 ALAP.203729.003 P3n oT 13.12.2023



BOLID SW-216 Bepcusa 3. PykoBoacTBO NO 3KcnsiyaTaumm 73

8.4.5 NopPA30EN «POE WATCHDOG»

BHUMAHUE!

Bo3MoXHO, ogHOBpeMEHHO BKNOYUTb NMbo «PoE watchdog», nubo
HenpepbiBHYKO  nogadvy  anektponutaHusa  (cMm.  [logpasgen
«lMNopaep>xka COBMECTUMOCTUNY).

B pgaHHOM nogpasgene  BbINOSIHAETCA HaCTpoMKa aBTOMAaTUYeCKOro
KOHTpOnsi c6boeB Ha yCTpoMcTBax NOAKMOYEHHbIX K POE noptam kommyTtaTopa.
Mpn oBbHapyxeHMn cOos1 YCTPOMNCTBO NepesanyckaeT CETEBYIO CBS3b Ha MOPTY.

TexHonorna «PoE watchdog» obnerdaeTr obcnyxvBaHWe MOAKMIOYEHHbIX
YCTPOMCTB UM MO3BONSIET coBepwaTb nepesanyck ©6e3 BMmellaTenbcTBa
obcnyxnBaroLlero nepcoHana.

[na HacTponkn BbIGepuTE NOPT M3 CNUCKa, BblAENUTE €ero dnaxkom

N COXpPaHUTE HACTPOWKY.

KomMyTaTop Lo A - [ B3

POE watchdog

o8/ oo

PucyHok 8.57 — PoE watchdog
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9 PABOTA C YTUIIUTOMN «BOLID VIDEOSCAN>
B cnyyae oOTCyTCTBMA BO3MOXHOCTM [LOCTyna K MW3OeNnuio 4Yepes
BeG-uHTEPhenc, a Takke, ecnum Tekywmn |IP-agpec ycTpomcTBa HEW3BECTEH,
MOXHO Bocnosnib3oBateca ytunuton BOLID VideoScan. Ckadatb yTtunuty
Anst paboTbl BO3MOXHO Mo cebirike: https://bolid.ru/video/.
Mporpamma ytunutbl «BOLID VideoScan» ncnonesyetcs ans obHapyxeHns
Tekywiero IP-agpeca yctpoucTtea B cetn, anda nameHeHuns |IP-agpeca, ynpasneHus

6a30BbIMM HACTPOMKaMK, a Takke Anst OGHOBNEHUS NporpaMmMHOro obecneveHus.

BHMAHUE!
Mpn pabote c¢ ytunutom BOLID VideoScan wucnonb3yetcs
no ymonyaHuio uMms nosnib3oBatenss admin, napons — admin,
nopt 37777.

BoinonHme 3anyck ytunutel BOLID VideoScan, B OTKpbIBLLEMCH OKHe
BU3yanbHOro mHtepdenca nyHkra meHw «CeTb» mameHute |IP-agpec usgenus

N HaxXmute kHOMKy «CoxpaHuTb». Ha pucyHke (PucyHok 8.1) npefncrasrieHbl

6a3oBble napamMmeTpbl 4J194 NSMEHEHUA.

{
| P e 52
‘ 5 o
| — s
s frocom [recam
i s
| - EREr e 36
| - B s nes | ss21s001 | S
| B e
S—
: = —t— [
i . ae
i —— & - « [oe
I o rosn —.— 0o
| aTSp 554 a -
B
| - o
| Secrsssosgers) . comems | | nama s (& —_— — oe

PucyHok 9.1 — Pa6oTa ¢ BOLID VideoScan
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10 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCINOCOBHOCTHU

TexHnyeckoe o0OCnyXuBaHMe KOMMyTaTopa [OMMKHO MPOM3BOAUTLCS
nmuyamMn, UMELWUMN  KBannMUKaLMOHHYK TFpynny Mo anekTpobe3onacHoCTH
He HMWXKe BTopon. ExerogHble U exemecsayHble paboTbl MO TEXHUYECKOMY
00Cny>XMBaHUIO NMPOBOAATCS COrNacHO MPUHATLIX U OEACTBYHOLLMX B OpraHM3aumnm
nonb3oBaTenst  pernameHToB UM HOpM  (NpM  OTCYTCTBMM B OpraHusauumu
nonb3oBaTenss OEWCTBYIOWMX PernamMeHToB W HOpPM Anst paboT TEXHUYECKOro
obcnyxmnBaHusi, HeobxoaAnMMO npuBredb HeobxoauMble ANS 3TOro opraHn3aumio
N CNeuMannucToB, MMEKLWKMX NpaBo, KBanuduKaumio W ycrioBua Anst 3TOro),
N B TOM YMCNE MOTyT BKIHOYaATb:

— [MpoBepky paboTocnocobHOCTM  M3Oenusi, COrfacHoO  PYKOBOACTBY
No 9KcnnyaTayuu;

— [NpoBepKy LEnOoCTHOCTU Koprnyca, LEeNIoCTHOCTb M3onsauuMmM  Kabens,
HaOdEXHOCTU KPENSIEHNN, KOHTAKTHbIX COEANUHEHWUIA;

— OuncTKy Koprnyca OT Mbifn U rpsa3u;

— TecTupoBaHue KabernbHbIX JIMHUI CBA3WN U 3NEKTPONUTAHNS;

— O4YNCTKY N aHTUKOPPO3UIHYIO 06paboTKy 3MEKTPOKOHTAKTOB KaberibHoro
NOOKMOYEHMS.

TexHudeckoe  obcnyxmBaHue  OOMMKHO  UCKMAKYaTb  BO3MOXHOCTb
obpa3oBaHMA KOHOEHcaTa Ha KOHTaKTax Mo 3aBeplieHnio u B xoge pabot

TEXHNYECKOIro O6CJ'Iy>KI/I BaHUA.
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11 BO3MOXHbIE HEUCITPABHOCTU U CNOCOBbI UX
YCTPAHEHUA

[MepeyeHb HeucnpaBHOCTEM M CNOCOObI WX YCTpaHEHWA npeacTaBrieHbl
B Tabnuue Hmxe (Tabnuua 10.1).

BHUAMAHWE!

Mpn  3aTpyoHEeHuAX, BO3HUKAKOLWKMX BO  BPEMSA  HACTPOWKU
M SKCcnnyaTauuu wusgenunsa, obpatutecb B Cny0y TeXHUYeCcKown
nogaepxxkn BOLID:

Ten.: (495) 775-71-55;

E-mail: support@bolid.ru.

Tabnunuya 11.1 — lNepeyeHb BO3MOXHbIX HEUCTPABHOCTEN

Cnocobbl n
BHewHee nposiBneHne | BoO3MOXHble NPUYNHLI nocrnepoBaTesibHOCTb
HEeUCnpaBHOCTU HEeUCnpaBHOCTHU onpegeneHus
HEeUCnpaBHOCTU

OTcyTCcTBYET CBEYeHne
BCEX MHANKaTOPOB

HeT nutaHus.

[MpoBepbTe Kabenb NUTaHMs
Ha YaCTU4YHbIN OOpPbIB.

Kabenb nMTaHus HenpaBwUITbHO NOOKITOYEH
OtcyTcTBYeT cBeyeHme | K KOMMyTaTopy.
NHOMKaTopa NUTaHNA
NCTOYHMK nuTaHus He oTBevaeT TpeboBaHUAM
BXOLHOIO HanpsXeHusi yCTPOMCTBa.
y MpoBepbTe kabenb
YacTnyHbin 06pbIB poBep
CoeVHEHMS

[MopT He
ycTaHaBnuBaeT
coefHeHue, cBeYyeHune
NHOMKaTopa He
npucyTcTByeT

kabensa

Ha YaCTWYHbIN 0OpbLIB.

HeuncnpaBHOCTbL Kamepbl

Y6eautecb B UCMPaBHOCTU
Kamepbl.

[MpeBblWweHne onnHbI
kabens

[nuHa kabens He OOSMKHa
npesbiwate 100 meTpoB
ANs MegHbIX IMHUNA.

=l=]il=)
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12 PEMOHT

[Mpn BbISIBNEHUN HEUCMNPABHOMO U3AENUS €r0 HY>XXHO HanpaBUTb B PEMOHT MO
agpecy npeanpuatus — usrotosutensi. OTnpaBka u3genua aOns npoBeaeHus
Tekywero pemoHTa odopmngetca B cootBetctBum ¢ CTO CMK 8.5.3-2015,
pasmeLleHHOM Ha HaweMm canTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun M3genus B PEMOHT K HEMY obsA3aTenbHO OOMmMKEH ObITb
NPUNIOXEH aKT C ONuUCaHMeM BO3MOXHOW HEWUCNPaBHOCTU, C OMNUCAHUEM:
BO3MO>XHOW HEWUCMPABHOCTWU, CETEBOM HacTpoumku ycTtponctea (IP-agpec, macka
noaceTwn, Wk3), NPUMEHEHHbIE NTIOTMH 1 NApOSib.

Peknamauum HanpaenaTb NoO agpecy:

3A0 HBI1T «bonuag», 141070, MockoBckaa obnacte, r. Koponés,
yn. NvuoHepckas, 4. 4.

Mpn  3aTpyoHEHUAX,  BO3HUKLWIMX  MNPWU  SKCNnyaTauuum  U3genus,
pekomeHayeTca obpawatbCa B TEXHUMYECKYID MNOAOEPXKY Mo TenedoHy

+7 (495) 775-71-55 nnu no anekTpoHHOM noyTe support@bolid.ru.
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13 MAPKUPOBKA

Ha wu3genuax HaHeceHa MapKMpoBKa C YyKasaHMEM HaMMEHOBaHWS,
3aBOCKOro HOMepa, Mecsla M roga WX W3roTOBIEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmoTpeHHbiMn  TOCT P 51558-2014.  MapkunpoBka
HaHeceHa Ha nuueBon (OOCTYNHOM Ans ocMoTpa 6e3 nepemelleHna CoCTaBHOM
YacTu n3gennst) CTOpoHe.

MapkupoBka COCTaBHbIX YyacTeu n3genvs nocne XpaHeHUs,
TpaHCNOPTUPOBaAHMA W BO  BpeMda  dKcrnyatauuMmM  He  OcChblnaeTcs,

He pacnyibiBaeTcsd, HE BblLIBETAET.
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14 YNAKOBKA
M3penue u oKchfyaTauMoHHas AOKYMEHTaUMs ynakoBaHbl B KapTOHHYHO

KOPOOKYy.
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15 XPAHEHUE

XpaHeHne wu3genus B NOTpedutenbckonM Tape [JonyckaeTcsi TOSNbKO
B OTannMBaeMbIX NMoMelleHuax npu Temnepatype oT nnoc 5 °C go nntoc 40 °C
N oTHOCcUTENbHOM BnaxHocTn 0o 80 % npu TemnepaTtype nntoc 20 °C.

XpaHeHne 1M3genusi B ynakoBke nNpeanpusaTnsa — M3rotoBUTENSa OONycKaeTcs
Npn TemnepaTtype OoKpyxatowero Bosgyxa oT mMuHyc 50 °C pgo nntoc 50 °C
N OTHOCUTESNBbHOM BnaxHocTn 0o 95 % npu TemnepaTtype nntoc 35 °C.

B nomewieHusix ans XxpaHeHusa He OOMKHO ObiTb NapoB KUCIIOT, Lenoyen,

arpeccuBHbIX rasoB U APYrnx BpeaHblX MPUMECEN, BbI3bIBAOLLMX KOPPO3MIO.
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16 TPAHCINOPTUPOBKA

N3penve HeobxoOMMO TpaHCMOPTMPOBATbL TOSIbKO B yNakoBaHHOM BUAE:
B HEMOBPEXOEHHON 3aBOACKOW YyMNakoBKEe WM B cneumanbHO npuobpeTeHHOoN
notpebuteneM TpaHCMOPTHOM YyMakoBke, obecnedmBaloWlen COXPaHHOCTb
n3genna  npuv nepeBo3ke.  TpaHCNOPTUPOBAHME  YMaKOBaHHbIX  U3OEeNuK
Npoun3BOaMTCA MNpu TeMnepaType OKpyxatwuwero Bosgyxa oT MuHyc 50 °C
po nnoc 50 °C 1 oTHOCUTENbHOM BRaxHocTm [0 95 % npu  Temnepartype
nntoc 35 °C  nobbiIM  BUOOM  KpbITbIX TPAHCMNOPTHbLIX CPEeAcTB, He AonycKas
paspyLleHus nsgenus N U3MEHEHUS ero BHELLHero BMAa.
[Mpn TpaHcnopTMpoBaHUN u3genue AoSMKHO obeperaTtbCs OT y4apoB, TOSYKOB,

BO34ENCTBMA BNarn u arpeccuBHbIX NapoB 1 ra30B, Bbl3bIBAOLLX KOPPO3UIO.
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17 YTUNTN3ALUUA

N3penve He npeacrtaBnsieT OMACHOCTU ANS XXU3HW, 300pOBbsS Ntoaen
N OKpYXKaloLen cpedbl B TeYeHWe cpoka Ccnyxbbl M MOCRe €ero OKOHYaHus.
CneumnanbHble Mepbl 6e30nacHOCTU Npu yTunmsaumm He TpebytoTcs. YTunmnsaumio
yCTponcTBa npuobpeTtatenb YCTPONCTBA BbINOSHAET CaMOCTOSTENbHO COrfacHo
rocydapCTBEHHbIX MpaBun  (pernameHta, HOpPM) caadn B Mycopocbop
Ha yTUNu3aumio, BbINOSIHEHWE YTUNM3auUM ObITOBON 3MEKTPOHHON TEXHUKM,
BNOEO— N POTO— SNTEKTPOHHON TEXHUKN.

CopepaHue gparoueHHbIX MaTepuarnoB: He TpebyeT ydeTa Nnpu XpaHeHun,
cnncaHuun n ytunusaumm (n. 1.2 FOCT 2.608-78).

CooepxaHue UBETHbIX MeTanmoB: He TpebyeT ydeTa npu cnmMcaHuu

N ganbHeuLwen ytunusaumm nsgenvs.
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18 TFAPAHTUN U3TOTOBUTENA
[FapaHTUNHBIN CPOK KCNyaTauum — 36 Mecqaues € AaTbl MPUOBPETEHMS.
[Mpn OTCYTCTBMM [OOKYMEHTA, MNOoATBepxAaatrowero dakT npunodbpeTeHus,

rapaHTUIAHbIA CPOK UCUYUCTIAETCS OT AaThbl NMPOM3BOACTBA.
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19 CBEAEHUA O CEPTUDOUKALIUN

N3penne cooTeBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  perrnameHTa
TP TC 020/2011, TP TC 004/2011. WmeeT pgOeknapauuio O COOTBETCTBUM
N RU [-RU.PA02.B.95113/21.

N3penue cooTeBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  pernameHTa
TP EA3C 043/2017 «O TpeboBaHMsax K cpeactBam obecnedyeHust MnoXXapHoW
B6esonacHOCTM UM NOXapOTyLEeHUA» U UMeeT cepTudukaT COOTBETCTBUA
Ne EASC RU C-RU.IMNB68.B.01662/23.

N3penue cepTuduumpoBaHoO Ha COOTBETCTBUE TPEOOBAHMSAM K TEXHUYECKNM
cpeactBsam obecneyeHuss TpaHcnopTHOM 6e30MacHOCTM B COCTaBe CUCTEMbI
BuaeoHabnoaeHnsa, Ne MB1 P$.03.000973.
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20 CBEOEHWA O NPUEMKE
N3penne, kommytaTop ceTteBon «BOLID SW-216» AULOP.203729.003,

NPUHATO B COOTBETCTBUM C 06s3aTenbHbIMU TpeboBaHMAMM FOCYAAPCTBEHHbIX
CTaHOapToB M OEUCTBYHOLWEN TeXHUYECKOW OOKyMeHTauuu, MpuU3HaHO ro4HbIM
k akcnnyaTtaumm 3A0 HBIT «bonng». 3aBoackon HoMmep, Mecal, U rof Bbirycka
yKkasaHbl Ha kKopnyce msgenuda, ToBapHblh 3Hak BOLID o6o3HadeH Ha kopnyce

N ynakoBKe.
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NEPEYEHbL TEPMUHOB U COKPALLEHWUW

ABTOMaTU3MpOBaHHOe paboyee MecTo — 3To paboyee MecTo
cneuvanuncTa, OCHalleHHOe MepcoHamnbHbIM  KOMMbIOTEPOM,

APM nporpamMmMHbIM obecneyeHnem n COBOKYMHOCTbIO
NHAOPMAaLIMOHHbIX pecypcoB MHOMBMAYANbHOIO nnm
KOJINEKTUBHOrO Nosib30BaHUSA
Web (naytMHa) — cCoOKpalwleHHoe anbTepHaTUBHOE Ha3BaHue

Be6 BcemupHon Cetn WHTepHeT, saBnswowen cobon cuctemy
B3aMMOCBSI3aHHbIX 3@ CYET CCbINIOK OTAENbHbIX BeO-CTpaHuu
N OPYrMx OOKYMEHTOB

M NHCTPYKUMS MO MOHTaxy

OoC OnepaunoHHas cuctema

Mo [MporpammHoe obecnevyeHne

MK [MepcoHanbHbIN KOMMbLIOTEP

PO PykoBoacCTBO Mo aKkcnnyartaumm
Cuctema KOHTPONS M ynpaBfieHNUA LOOCTYNOM — 3TO KOMMSEKC
obopynoBaHua, rnaBHas QYHKUMS KOTOPOro — OrpaHuyeHue

CKy[ AOoCTyrna Ha oxpaHsaeMbl 00bekT. OrnemeHTbl CKY[l o6begmHeHbI
B CE€Tb, KOTOpas yrnpaBfisieTcs C NOMOLLbIO Creunannu3mMpoBaHHOro
nporpammMmHoro obopynosaHus

AC Alternating Current — nepemMeHHbIN TOK

DC Direct Current — [1oCTOSIHHbBIN TOK
Dynamic Host Configuration Protocol — NpoTokon aAnHamMnyeckoro

DHCP KOHurypupoBaHue xocta. ObecneunBaeT nonyvyeHne ceTeBbIMU
ycTponcTteBamu IP-agpecoB OT cepBepa B JIOKaribHOW ceTu
JlokanbHas ceTb, UcnosnibdyemMaa ans nogkroveHns mexay cobom
KOMMbIOTEPOB, NPUHTEPOB, pabounx CTaHUUW, TepMUHAroB U T.M.
Ethernet B HacTosiLLee BpeMs peannadyetcs Ha base kabenen Tmna «Butas
napa». CKOpOCTb nepedayn curHana CcocTaBnsieT OT OeCATKOB
A0 TbiCAY MerabuT B cekyHay
HTTP HyperText Transfer Protocol — npotokon nepegayn

’MNepTeKCTOBbIX JOKYMEHTOB
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HTTPS

HyperText Transfer Protocol Secure — PacwwupeHne npoTokon
nepegadn  rMNEpTeKCTOBbIX OOKYMEHTOB ANA  NOAOEPXKK
LUMppoBaHNA B Lierisix noBbileHnss 6e3o0nacHoCTH

Identifier — ngeHTUdMKaTOP

IGMP

Internet Group Management Protocol ([MpoTokon ynpaBneHus
rpynnamm  WIHTepHeTa) — MpPOTOKON YynpaBneHust rpynnoBown
(multicast) nepegayenn gaHHbIX B CETSAX, OCHOBaHHbIX
Ha npoTokornie IP. IGMP wucnonb3yetcsa mMapLipyTusaTopamm
n IP-y3namu ans opraHMsauum ceTeBbiX YCTPOMUCTB B rpynnbl

Internet Protocol — mexxceTeBon NPOTOKOJT

IPv4

Internet Protocol version 4 — y4eTBepTasi BEPCUS UHTEPHET
npotokona. Lnpoko ucnonb3yembin Tun IP-agpeca, cocrtosawmm
n3 4 6ant (32 6uT)

IPV6

Internet Protocol version 6 — wectaa BepcUA UHTEPHET
npoTtokona. Hoas cuctema agpecauun, B KOTOPOW ajpec
coctouT 13 16 b (128 6uT)

LACP

Link Aggregation Control Protocol — npoTokosn, npeaHasHayeHHbIN
ansa obbeguMHEeHNa HeCKONbKUX (OU3NYECKMX KaHanoB B OOMH
nornyeckmn B cetax Ethernet

MAC

Media Access Control — yHUKanbHbIN
npucBaMBaeMbli  ceTeBbIM  ajanTepam.
dun3nyeckoro agpeca cetTeBoro agantepa

ngeHTndumkaTop,
Nrpaet ponb

MicroSD

Secure Digital Memory Card — 3awmweHHasa uudgpoBasa KapTa
namMsaTn. ONEKTPOHHOE 3HEProHe3aBMCMMOE 3arnoMuHatoLLee
YCTPONCTBO ONA XpaHeHUs UndpoBOon WHGOpMaUuM pasmMepom
11x15x1 mm

PoE

Power over Ethernet — ctraHgapTtel IEEE 802.3af, IEEE 802.3at,
nossonstowmre nepegasatb No cetu Ethernet He Tonbko gaHHbIE,
HO N 3NEKTPUYECKNN TOK

QoS

Quality of Service - kadectBO obcnyxuBaHusa. Habop
TexHonornn, obecnevmBaloLMX MPUOPUTETHOE UCMONb30BaHNE
kaHana cBA3u
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RJ-45

Registered Jack 45 — cTaHOapTU3MpoOBaHHbIN U3NYECKUN
ceTeBON WHTepdenc, BKIIOYALWNNA OnucaHne KOHCTPYKLUUK
obenx vyactenm pasbemMa («BUIKM» WU «PO3ETKM») N CXEMDI
NX KOMMYTaLUUMN. Ncnonb3yeTca ans coeMHeHUS
TeNneKoOMMYyHMKaLMOHHOro 06opyaoBaHuUs

RSTP

Rapid Spanning Tree Protocol — Bepcuss npotokona STP
C YCKOPEHHOW peKkoHpUurypauuen gepesa, ncnonb3yoweroca ans
NCKIIOYEHNST neTenb (MCKNYeHus ayonmpyrowmx MapLupyToB)
B coenHeHusx kommyTtaTtopoB Ethernet c¢  agybnupyowmmm
NNHNAMU

SFP

Small Form-factor Pluggable — npombiwneHHbIn cTaHgapT
MOAYIbHbIX KOMMAaKTHbIX MNpuemMornepenaTtymkoB (TpaHCUBEPOB),
ncrnonb3yembix AN nepenayu n npuema AaHHbIX
B TENNEKOMMYHUKaLNAX

SFP+

Enhanced Small Form-factor Pluggable, SFF-8431, SFF-8083 —
NPOMbILLSIEHHbIN cTaHgapT MOAYIbHbIX KOMMNaKTHbIX
npuemMonepenaTynkoBs  (TpaHCMBEPOB),  UCMOMb3yeMbIX  AOJIS
nepegadn AaHHbIX B TeNeKoMMyHuKkaumax. PacwmpeHHas Bepcus
npuemonepenatymka SFP, cnocobHoro nogaepXuBaTb CKOPOCTU
nepegayvn gaHHblx ot ot 2,5 '6/c go 10 ['6/c

SNMP

Simple Network Management Protocol (npocton npoTokon
CEeTeBOro ynpasfieHusl) — CTaHA4ApPTHbIA NUHTEPHET-NPOTOKON AN
ynpaesneHua yctpouctBamm B IP-ceTax Ha OCHOBE apXmUTekTyp
TCP/UDP

SSH

Secure Shell — 6esonacHaa obonoyka. CeTeBOM MPOTOKOS
NPUKIIagHOro YPOBHA, NO3BOMSAKOLWMA MNPOM3BOOUTE yaaneHHoe
yrnpaBrieHne ornepaumMoHHON CUCTEMOWN U TyHHenupoBaHue TCP-
COeNHEHUN. [MosBonseT 6esonacHo nepegasaTtb
B HE3ALUMLLIEHHON cpefe npakTuyeckn rnobon gpyron ceTeBow
NPOTOKON

STP

Spanning Tree Protocol — ceTeBon NPOTOKON (MNM CEMEWNCTBO
CeTeBbIX MPOTOKOSOB) NpeAHasHaYeHHbIn ONA aBTOMaTUYEeCKOro
yOoaneHust UMKNoB (neTefb KOMMyTauuu) M3 TOMOMOMMU CeTU
Ha KaHanbHOM ypoBHe B Ethernet-cetax

VLAN

Virtual Local Area Network — BupTyanbHasi rokarnbHagd
KOMMbOTEPHAs CEeTb

8P8C

8 Position 8 Contact - yHUPUUMPOBAHHBIN  pa3beM,
MCnonb3yembli B TenekoMmyHukaumn. Kimeetr 8 KOHTakKTOB
n doukcaTop
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