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HacTtosdlwee pykoBoACTBO MO 3KCnnyaTaumn (ganee no Tekcty — P3n)
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BOLID BOLID VCI-123 Bep.4 ALIIP.202119.002 P3n oT 29.06.2023



BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 3

COOEPXAHUE
TOBLUME CBEOEHMUA ... 5
2 TEXHUYECKUE XAPAKTEPUCTUKWN .............ooonnneeeeeee e 6
S KOMIUIEKTHOCTD. ...ttt e e e 10
4 KOHCTPYKLMA. ...ttt e e e s 11
SMOHTAX U OEMOHTAXK . ... .ot 13
5.1 MEPDBI BE3OTACHOCTM .......uiiiiiiiieiiiiie ettt e e e et e e et e e e et e e e et e e e et e e e eaaeaeenas 13
5.2 MoAroTOBKA U3OENMUA K MOHTAXKY .....cccoviiiiiiiiiiiiieeeeeeeeeeeeeetiia e s e e e e e e e e eeennannannns 13
IRCH |/ (o] o 7y LT UPPPPRPPI 15
5.3.1 [10TONOYHOE KPEMNEHNE BULEOKAMEPDI ...c.uevieiieeiieeeieeeieeeieeeieeeeeeneeanens 15
5.3.2 HacTeHHOE KPeNNEHNE BULEOKAMEPDI........ccuuueeerrnieeeiueeeerneerennnaeeennnaeees 17
5.3.3 YrnoBoe KPEMMNEHNE BUOEOKAMEPDI ........cevuieneeneeiieeeieeeteeeteesneeenaeeneennaens 18
5.3.4 CTon6oB0OE KPEMNNEHNE BUOEOKAMEPDI ....ceevvviieeeeeeriiieeeeeeernnneeesessnnnnaeeees 20
5.4 HACTPOMKA HAMPABJIIEHUSI OBBEKTUBA..........ccovvvviiiiieeeeeeeeeeeeeiirine e e e e eaeeaeenes 22
TR I A 11T o] 2 07V 22
GMOOKITHOUEHMUE...............oooeeee e 23
6.1 YCTAHOBKA FTEPMETUYHON KABENBHOM MY®TDI......uuuuiiieieeeeiiiiiiiiiiiinneeeeeeeeeeennn, 25
6.2 YNIMYHOE 3ALUMTHOE 3AZEMITEHUE ........ccccoeeiiiiiiiiiiiiiiis e e e e e eeeeeeaanaine e s e e e e eeeaeeenns 27
6.3 YCTAHOBKA MOJTHUEOTBO/A . ......covviuuinieeeeeeeeeeeeerttntiaaaeeaeaeeeeessssssnnnaseaeeaeaseennns 29
7T BEB-UHTEP®DEUC ...ttt sttt 31
7.1 TIOOKNIOYEHUE K BEB-UHTEP®DEMCY ......ciiieeeeieeeeiiiiie e e e e e e e e e e e e e e e eeees 31
7.1.1 BoccTtaHoBreHne naposist MOMb30BATENS ...cvuvuueeeerieeerieeeeeieeeeanneeeennnees 34
7.2 TNABHOE MEHIO BEB-MHTEPDEMCA .........cccceiiiiiiiiiiiiiiiie e e e e e e e eeeeaaaiin e s e e e e eaeaeeenns 36
7.3 PA3OEN MEHIO €TTPOCMOTPY .. ..ot eanns 36
7.3.1 BbIOOP BULEOMOTOKE .eevvuneeeeeitiieeeeeettisaeeeestnnaeesessssnseeesesssnnaeesessnnnnaeeeees 37
7.3.2 [1eNCTBUSA C OOBEKTOM MPOCMOTPA .evvvunneeeeririeeereentinseeeseesnneeeseennnnaaeeees 38
7.3.3 YpaBneHUE OKHOM MPOCMOTPA ...ceuuiiuneirneeirnieriiieesteesteeeneeereessnaessnnnss 39
7.4 PA3SOEN MEHIO « BOCTIPOU3BELEHMUE ........ccocvuniiiiiiiieeeiieeeeiieeeeiiaeeean e e eanne e 42

BOLID BOLID VCI-123 Bep.4 ALIIP.202119.002 P3n oT 29.06.2023



BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 4

7.5 PA3OEN MEHIO KHACTPOUMKM® ......ceeiiiiiiiiii et e e e 47
7.5.1 TTYHKT MEHI0 « HACTPOMKA KAMEPDBIN ...c.uuiirnieiiiieiiiieeieeeaieeetee et eeeaeeeaanae 51
7.5.2 TTYHKT MEHIO €CETBY 1ovuuiiiiiiiiiiiiii ettt e e e e e e e e e e e 72
7.5.3 TIYHKT MEHIO CCOBBITUSIN ...vuviiiiii et e e e e e e e e 90
7.5.4 TTyHKT MEHIO «3aMNUCh N XPAHEHUED ....ceevuneeeeriieeeeieeeeaieeeeaieeeeaaaeeeaannas 105
7.5.5 TTYHKT MEHIO KCUCTEMAN ..cvvveiiiii it e e e 112
7.5.6 TYHKT MEHIO «MHAOPMALINA c.evvviieeii et e e e e e 126

7.6 PASOEN MEHIO KCOBBITUSIN .....ceiiiiiiieeeeiiiiie e e et e e et e e e eeatn e e e e eaann e e e e e 131

7.7 PA3SOEN MEHIO «BBIXOMM .....iiiiiiiiiii e e e et e e e e e e e e e eaa e 132

8 PEKOMEHOALIMM NO OBECMNEYEHUIO UHOOPMALIMUOHHON

BESOTACHOCTM ...ttt e e e eneeas 133

9 NOAKINKYEHUE K BUOEOKAMEPE C MOMOLLBLIO CEPBUCA P2P ........... 136

9.1 NopKntoYEHME YEPE3 NPOMPAMMY «BOLID VISION®.......cooovviiiiiiiieieeiiie, 136

9.2 NOAKNIOYEHUE YEPE3 MOBUIMBHOE YCTPOUCTBO .......oeeeeeeeieeiiiiiiceee e e e e, 137

10 MIPOMPAMMHOE OBECIMNEYEHUE «ORION VIDEO LITE».....cccoeevveeenrennee. 140

11 PABOTA CO CTOPOHHUMMW KITMEHTAMM ...........oooiiiiieeeee e 142

12 PABOTA C YTUNUTOWU «BOLID VIDEOSCAND ........ooovivieiiiieeeeneeeeeenas 143

13 TEXHUWYECKOE OBCITY>KUBAHUE U NMPOBEPKA

PABOTOCITIOCOBHOCTM ..........oooiiie et 145

14 BO3MOXXHbIE HEUCINMPABHOCTU N CNMOCOBbI UX YCTPAHEHUA ....... 147

IS PEMOHT ... e e et e e e st e e e snbe e e e anreeeas 149

16 MAPKUPOBKA ...ttt et s e e e aree e 150

17 YITAKOBKA ...ttt e e et e e e st e e s e abe e e e areeee s 151

T8 XPAHEHMUE ......... ... e araee s 152

19 TPAHCTIOPTUPOBAHUE ................ooeieeeee e 153

20 YTUTTUBALIAS ...ttt et a e 154

21 TAPAHTUU UBTOTOBUTEIISA ... 155

22 CBEOEHUA O CEPTUDUKALIUMN ... 156

23 CBEOEHUA O TIPUEMKE..............c.ooooiiiiie et 157

BOLID BOLID VCI-123 Bep.4 ALIIP.202119.002 P3n oT 29.06.2023



BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 5

1 ObLUWME CBEOEHUA

1.1 Bugeokamepa npegHasHadyeHa ans paboTbl B cOCTaBe KOMMJSEKca
BWOEOHAONIOAEHNS AN HENpPepPbIBHOWM  TPaHCMsuuMnM  BMOeomnsobpakeHus
C OXpPaHSeMOM  30Hbl  Ha CUCTEMbl  OTOOpaXXeHwusi,  3anucu,  XpaHeHus
N BOCNpOU3BEAEHNS BUOEOMN300paXKeHus.

1.2 3genne  npegHasHadeHO  TOMbKO AN nNpodeccnoHasrnbHoro

NCMoJ1ib30BaHNA N paCcCHYNTaHO Ha HeMNpepbiBHYHO KPYIIOCYTOYHYHO pa60Ty.
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2 TEXHUHECKUE XAPAKTEPUCTUKH

OCHOBHbIE TEXHUYECKME XapakTepuctnukn wm3genna npeancrasrieHbl HWXKe

(Tabnvua 2.1).

Tabnuua 2.1 — OCHOBHblE TEXHUYECKME XapaKTEPUCTUKN

Kamepa

MaTpuua

1/2,8" KMOI

PaspelleHune BngeonsobpakeHms

1920x1080 nukcenen

Cucrtema ckaHnpoBaHus

[MporpeccuBHas

CkopocTb 3aTBopa

ABTO/Pyu4H., 1/3~1/100000 c

MuHMManbHas OCBELLEHHOCTb

0,002 nokc/F1.6 (MK-noaceBeTka BbIKIT.),
0 moke (MK-nogceeTka BKI1.)

COOTHOLLEHNE «CUTHAN-LUYM» bonee 56 nb
Bupoeosbixoq HeTt
OcobeHHoCTH

[anbHocTb VK-noacBeTku 30 m

[leHb-HO4b

AgTo (ICR) / Uget / Y/b

KomneHcauus poHOBOW 3aCBETKU

BLC / HLC / WDR (120 aB)

BanaHc 6enoro ABTO/Py4H.
PerynupoBka ycuneHus ABTO/Py4H.
LLlymonopasneHue 3D

Macka KoHgMaeHUManbHOCTH J[1o0 4 30H
Lincpposon 3ym 16x

BOLID
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Ob6beKkTmB

Tun obbekTmBa

3,6 MM, (bUKCUPOBAHHbLIN

MakcnmanbHoe packpbiTve
Anadparmol

F1.6

Yron ob3opa

[op.: 87°, BeprT.:46°

Bupgeo

CxaTtue BungeocurHana

H.265/H.264/H.264B/MJIPEG

dopmaTt BnaeonsobpakeHus

1080P(1920x1080) / 1,3Mn(1280x960) /
720P(1280x720) / D1(704x576/704x480) /
VGA(640x480) / CIF(352x288/352x240)

YacTtoTa kagpos

OcHoHowm noTtok: 1080P (1 ~ 25/30 k/c),
HononHutensbHbIn notok: D1 (1 ~ 25/30 k/c)

CkopocTb nepenayvn gaHHbIX

H.264: 32 ~ 6144 kbut/c,
H.265: 12 ~ 6144 kbuT/c

3BYK

CxaTtne aygmocurHana Het
AyauokaHan Het
MwukpodoH Het
BunaeoaHanutuka

BugeoaHanutunyeckne doyHKUUM

MNepeceyeHne NMHUKN, KOHTPONb obnacTu

[eTekuus

Ob6HapyxeHne OBMKEHUS,
3aKpblTne/pacdokycupoBka 06BHEKTMBA,
N3MEHEHNE CLIEHDI

O eKTNBHbIE 30HbI BU3yarbHOro pasnmyeHna oobektoB (BS EN 62676-4)*

O6HapyxeHue (25 nukcenen/m)

0o 55,2 m

BOLID
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HabnogeHune (63 nukcens/m) 0o 22,1 m
PacnosHaBaHue (125 nukcenen/m) | oo 11,0 m
Ve (25 055 m

CeTb

Ethernet 10/100 Base-T, RJ-45

CoBMeCTUMbIN NHTEPHET Bpaysep
BeD nHTepdemnca

Internet Explorer ans Windows

Wi-Fi HeTt
IPv4, IPv6, HTTP, HTTPS, TCP, UDP, ARP,
RTP, RTSP, RTCP, RTMP, SMTP, FTP,
[MpoToKonbl SFTP, DHCP, DNS, DDNS, QoS, UPnP,

NTP, Multicast, ICMP, IGMP, NFS, PPPoE,
802.1x, Bonjour

CtaHgapTbl 0bMeHa

ONVIF (Profile S/Profile G/Profile T), CGl,
P2P, Milestone, Genetec

MakcnmanbHoe KONM4YecTBO
OAHOBPEMEHHbIX NOAKNHYEHUI
K BeB-UHTEPhency

20

[on. pasbembl

Cnot kapTbl NaMAaTn

Micro SD, He bonee 256 0

TPpaHCJIINPYEMbIX BUOEOMNOTOKOB

TpeBOXHbIN BXOA, BbIXO HeTt
[‘po3o3awmTta

YpoBeHb HanpsxeHus 3awmtbl Up | 6 kKB
Ob6wue ceBegeHus

KonnyectBo oaHOBpEMEHHO 5

BOLID
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HanpsixeHne anekTponntaHmsa 12 B nocTosiHHOro ToKa
[MoTpebnsemasi MOLLHOCTb He 6onee 4,9 Bt
MutaHue PoE IEEE 802.3af

[nana3oH pabounx TemnepaTyp OT1-50 °C pgo +60 °C

OTHOCUTENbHAasA BNa)HOCTb
OT110 % po 95 %

BO3ayxa
CteneHb 3awmTbl 060N04KN IP67
AHTUBaHOanbHas 3awmra Het
[[abapuTHbIE pa3mepbl 70x70x166,2 MM
Macca 0,48 kr

CoBmMecCcTUMOCTb C akceccyapamn | BR-102, BR-103, BR-204

*B ycnoBmax OOCTAaTOMHOW OCBELLEHHOCTM M NPU OTCYTCTBMM HEBnaronpusiTHbIX
norogHbix ycnoeun. OBGHapyxeHne — oOHapyXeHuMe OBWKEHUS WM Hanu4ius
obbekta B Kagpe. HabniogeHne — onpegeneHne OCHOBHbIX XapaKTepuCTUK
obbekta. PacnosHaBaHMe — pacno3HaBaHWE XapaKTepUCTUK W Yy3HaBaHue
obbekta no Bu3yanbHbiM npu3sHakam. WgeHTudwmkaums — ycTaHOBREHWE
NIMYHOCTU/HOMEPHBIX 3HAKOB aBTOMOOMNS.
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3 KOMIMINEKTHOCTb

10

CoctaB usgenus npum nocTtaBke (KOMI'IJ'IeKT NOCTaBKN BI/I,EI,eOKaMepr)

npeacraesneH Huxe (Tabnuua 3.1).

Tabnuuya 3.1 — KoMmnnekT noctaBku

HanmeHoBaHue O6o3HaueHue Kon.
Buaoeokamepa «BOLID VCI-123» AUOP.202119.002 1 Wr.
5%'85%‘%‘&”2033“"””3’“3””"' BACINA | ALOP.202119.002 PO | 1 aka.
Haknenka moHTaxkHasa «TpadhapeT ana 1w,
KpenneHus Buaeokamepbl»

Haknenka nidpopmupyrowas «Benerca 1w,
BMAeoHabnoaeHne»

[epmeTudHas kabenbHas mydTa 1 wr.
Lypyn 4x25 4 wWr.
[obenb 6x25 4 wWr.
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4 KOHCTPYKUUA

BHewwHWin BUO N OCHOBHbIE 3NEeMEHTLI BUaeoKamMepbl NpeacTaBieHbl HUXe
(PucyHok 4.1).

KpOHWTENH  KOHCTPYKTMBHO  COEAMHEH  C OCHOBaHMEM  Kopnyca
N NpeaHasHavyeH Ons KpenneHns Buaeokamepbl Ha YCTaHOBOYHOM MOBEPXHOCTMW.
dukcauma Kopnyca OTHOCUTENbHO KPOHLUTEMHA OCYLWECTBISAETCHS C NOMOLLbIO
JOMKCHPYOLWMX BUHTOB KPOHLLTENHA.

ConHuesalnTHbIA ~ KO3bIPEK  3akpenryieH  Ha OCHOBaHWKW  Kopryca
N NnpeaHasHavyeH Onsa 3awmtbl 00beKTMBA BMAEOKaMepbl OT NonagaHust npsiMbIxX
COJSTHEYHbIX Jyden. PerynmpoBOYHbIA BMHT KO3blpbKa MO3BOMAET perynmpoBaTb
NOJSIOXKEHME COJSTHLUE3aLUNTHOINO KO3blpbka B 3aBUCUMOCTU OT YCIOBUM BHELLHEN
cpeabl.

[voabi MNK-noaceeTky, M JaTyuk OCBELLEHHOCTU NO3BONSAOT

OCYLLECTBNATb BUAEOHAON0AEHME B YCNOBUSAX HU3KOWM OCBELLIEHHOCTMW.

PerynnpoBoYHbIn BUHT KpoHLUTENH

ConHuesaluTHbIN

KO3bIpeK y

_ PuKcHpyoLnim
O6beKTVB \ / BUHT
[noabl

WK-nogceeTk

Kabenb

g I )

PucyHok 4.1 — BHelwHW B4 1 OCHOBHbIE 3fIeEMEHTbI BUAeoKamepbl
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O6bekTMB € (PUKCUMPOBaHHLIM  (POKYCHbIM  PacCTOAHUEM  MexXay
ONTUYECKUM LIEHTPOM FNH3bl 06BbEKTUBA M (POKanbHOM NIOCKOCTLIO BUAEOKaMeEpPbI
NpeAHasHa4vyeH Ang co3gaHus 4encTBUTENbHOMO ONTUYECKOro M300paxXeHus.

Kabenb Bugeokamepbl ABNSeTCS KOMOMHMPOBAHHBIM UM BKIOYaET B Cebs
kabenb NuTaHMsa n ceteson kabernb (PncyHok 6.1).

Moa  KpbIWKOW, BHYTPW KOpryca YCTPOWCTBA, HaxoAUTCA  KHOMKa
annapatHoro copoca (RESET) u cnoT gna kaptel namatn «Micro SD».

KHonka annapatHoro cbpoca (PucyHok 4.2) ncnonb3yeTcs Ans Bo3sparta
K HAcCTpoMKam Mno ymondaHuio. Ecnu HaxaTtb 1 yaepxmBaTtb 3Ty KHOMKY B Te4eHue
5 cekyHAa, KOHUrypaumsa cucTeMbl BEPHETCS K 3aBOACKMM HAaCTPOMKaMm.

Kapta namatn «Micro SD» (PucyHok 4.2) (He BXOOUT B KOMMMEKT

I'IOCTaBKI/I) ncnosib3yeTcAa a4 3arnncun BnaeoroToka.

1=
3
—

&5 tRC

5
i

i s 01canemn XKOOX

g
g
E
§

a
%
[l §

PucyHok 4.2 — PacnonoxeHne KHOMKW annapaTHoro cbpoca u cnoTta ans KkapTbl
namaTu

-
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5 MOHTAX U AEMOHTAX

5.1 MEPbI BE3ONACHOCTU

1. K pabote cwusgennem Jonyckaetcs KBanupUUUPOBaHHLIM MepcoHan,
N3Yy4YNBLUMIM HaCTOSLLLEEe PYKOBOLCTBO.

2. Bce paboTtbl No MOHTaxXy W Hanagke npou3BoauUTb C cobnogeHnem
TpeboBaHUN  OENCTBYOLWMX  HOPMATUBHBLIX  AOKYMEHTOB MO TEXHUKE
B6e3onacHocTn.

3. Jlnua, npousBoasLIMe MOHTaX M Hanagky, OOSDKHbI MMeTb YOOCTOBEpPEHue
Ha npaBo paboTbl C ANEKTpoycTaHOBKamMuU HanpsixeHnem go 1000 B.

4. MoHTaX NpoM3BOAUTb TOSNLKO NPU OTKNKOYEHHOM Hanps>KeHUU nMUTaHus.

5. [Ans MoHTaXHbIX paboT HeobxoaMMO MCnonb30BaTb UCMPaBHbLIN, 6e30MnacHbLIN
N YyOOOHbIN MOHTaXXHbIN MHCTPYMEHT.

6. MoHTax npon3BoAnTL TOMBKO Ha YMCTOW, CyXOM YCTAHOBOYHOW MOBEPXHOCTU
Npu OTCYTCTBUM aTMOCHEPHbLIX OCaAKOB, MOBbLIWEHHON BMAXHOCTU U UHbIX
HebnaronpUATHLIX YCITOBU.

7. Bce Bngbl paboT ¢ nuagenuem Bo BpeMs rpo3bl 3anpeLuarTcs.

8. MoHTax npousBoguMTb ©6e3 nNoBpeXAeHUA KOHCTPYKUUKW. BbINONMHEHHbIN
MOHTaX [ofmkeH obecneymBatb rePMETUYHOCTb BHYTPEHHEW KOHCTPYKLMU
N SNEKTPUYECKOro NOAKMHYEeHUS BUaeoKaMepbl.

9. Heobxogumo wucknounte obpasoBaHue, nonagaHue wnu BO3OENCTBUE
KOHOEeHcaTa, oafiekTpopaspsia, CTaTUyecKkoro  9fiekTpuyecTtBa, rpssu,
XWOKOCTU, OMacHbIX BELLECTB W Mycopa Ha NMOBEpPXHOCTWU, Ha 3JIEKTPOHHbIX,

onTNUYECKUX, KOHCTPYKTUBHbIX N JNIEKTPUHECKNX dNTEMEHTAX BUAEOKaMeEpPbI.

5.2 MoaroToBKA U3OENUA K MOHTAXY

BHUMAHWE!
3anpellaeTcsd nNepeHocuTb, AdepxXaTb, 3aKkpennsaTb, nNoABelmnBaThb
Bugeokamepy 3a kabenib — 9TO BedeT K MnoTepe rapaHTMmM U NOSIOMKe
yCTpouncTBa.

BOLID VCI-123 Bep.4 AUAP.202119.002 P3n ot 29.06.2023
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BHMMAHWE!

Cneuuwanuct no MOHTaXy, Mnpu HeobXxoaMMOCTKN, MOXET UCMONb30BaTb
MHYIO TEXHOJIOTNIO YCTAaHOBKU W KpeEnexXHble 3J1IeMeHTbl, HEe BXOoAsALlne
B KOMIUJIEKT MNMOCTaBKN, €CJin 3TO HE HapyLllaeT KOHCTPYKUUIO, HE BIIUAET
Ha pa60Ty yCTpOVICTBa n obecneymBaeT Ha4EeXXHOCTb CUCTEMBbI.

Bouibepute tUn kpennenus (Tabnuuya 5.1), obecneuymBarowmm Hambonee
aopeKkTMBHOE pacrnonoXxeHne BUOEOKaMeEpPbl B 3aBUCMMOCTU OT peLlaemMomn
3agayn.

Tabnuua 5.1 — Tunbl KpenneHusa BUaeoKamepsbl

Twn kpennexns ’ MoHTaxHas kopobka ‘ KpoHwTenH MpumevaHune
- - CraHpapTHoe
MoTonoyHoe uf!!f
R
BR-204
- - CraHpapTtHoe
HacTteHHoe : .
b [~y i i
BR-204
- CraHgapTtHoe
BR-102
Yrnosoe
.,-_.9':'-‘
\-‘_‘_// )
BR-204
BR-102
- . Ty, CrangapTtHoOe
BR-103
CtonboBoe e
=
BR-204 "
BR-103

Bbibepute MecTo KpensneHuss Buaeokamepbl C yv4eToM rabapuTHbIX
pasmepoB usgenuna (PucyHok 5.1) wunypobctBa paboTbl € MOHTaXHbIM

NHCTPYMEHTOM.
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3 166.2 N 687
L 937 . -
= ®
N =aY’ B
. 822 )

PucyHok 5.1 — MabapuTHble pa3M§6b| BuOEOKaMepbl

Ybeautecb, 4YTO MOHTaXHas NOBEPXHOCTb cnocobHa BblAEpPKUBaATb

TPEXKPAaTHbIN BEC KamMepbl N KPOHLUTENHA.

BHUMAHWE!

Mpn MOHTaXe NpoBOAA AMNEKTPONUTAHUSA U BbIXOAO0B CnefyeT OCTaBUTb
AOCTaTOMHOE MPOCTPAHCTBO ANIA NErkoro AocTyna npu AanbHenwem
obcnyxmuBaHumM yCTponcTBa.

5.3 MOHTAX

BHVMAHWE!

MoHTaX W nyckoHanago4yHble paboTbl n3genusi, BKAoYas perynmpoBky
obbekTMBa, NpPoOBOAUTL MNPU OKpYyXalLWen Temnepatype He HUXe
nntoc 10 °C, OTHOCUTENbLHOM BRAXHOCTM Bo3gyxa He Bbiwe 80 %,
npw OTCYTCTBMM  MOBLILEHHOINO  UCMApeHust 1 napoobpasoBaHus,
ycuneHHon subpaumn.

5.3.1 NMNoTono4yHoe KpenneHue BUAeoKamepbl

1. Ncnonb3ysa TpadapeT M3 KOMMSEKTa NOCTaBKM BUAEOKaMepbl, OTMETbLTE TOYKM
KpenneHns Ha yCTaHOBOYHOW MOBEPXHOCTU W NpOCBepnMTe 3 OTBEPCTUS

(anameTp 6 MM, rnybnHa He MeHee 25 MM) B yCTaHOBOYHOM MOBEPXHOCTN.
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2. |/|CI'IOJ'Ib3yF| KpernexHble J3rnemMeHTbl W3 KOMMIeKTa [MoCTaBKWU, 3aKpernuTte

BMaeokaMmepy Ha yCTaHOBOYHOM NOBEPXHOCTU (PUCyHOK 5.2)

PucyHok 5.2 — MNoTono4Hoe KpenneHve BUaeokaMepbl

5.3.1.1 NoTono4Hoe KpenneHne Buaeokamepbl HA MOHTaXHOM Kopobke BR-204

BHAMAHWE!
MoHTaxHass kopobka BR-204 He BXOOWUT B KOMIMMEKT MNOCTaBKU

BnaeoKamepbl.

BHewHun Buag  mrabaputHble  pa3Mepbl  MOHTaXHOW  KOPOOKK

npencraBneHsl Huxe (PucyHok 5.3).

410 [1.617] 2124.1 [#4.89")
’—‘ /2840 [-331']3-M4)
S / /2700 [22.76")3-M4)

N 840 [23.317)(3-24.5)

G3/4 —G3/4

PucyHok 5.3 — MoHTaxxHas kopobka BR-204

1. Ucnonbay4 MOHTaXHYKO  KOPOOGKYy, OTMEeTbTEe  TOYKMU KpenneHus
Ha YCTaHOBOYHOW MOBEPXHOCTU U NpocBepnuTe 3 oTBeEpPCTUNA (guameTp 6 Mm,
rmybnHa He meHee 25 MM) B YCTAaHOBOYHOW MOBEPXHOCTU. 3akpenute
MOHTaXXHY KOPOBKY Ha YCTaHOBOYHOM MOBEPXHOCTMW.

2. AKKypaTHO nNpOTONKHUTE Kabernb OT BUAeOKaMepbl BHYTPb MOHTaXHOW

KOPOOKKN 1 3aKpenuTe BUAeOKamMepy Ha MOHTaXXHOM kopobke (PucyHok 5.4).
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PucyHok 5.4 — [NoTono4Hoe KpensneHme Buageokamepbl HA MOHTaXXHOW Kopoobke
BR-204

5.3.2 HacTeHHOe KpenneHue BuaeoKamepbl

1. Vcnonb3ya TpadapeT U3 KoMnsekTa NocTaBkM BUOEOKaMepbl, OTMETbTE TOYKM
KpenneHus Ha yCTaHOBOYHOW MOBEPXHOCTM W npocBepnute 3 OTBepCTUd
(anameTp 6 MM, rnybuHa He meHee 25 MM) B YCTaHOBOYHOW NOBEPXHOCTM.

2. Vicnonb3ya KpenexHble 9neMeHTbl W3 KOMMAEeKTa MOCTaBKKW, 3akpenuTe

BYeoKaMepy Ha yCTaHOBOYHOM nNoBepxHocTu (PucyHok 5.5).

PucyHok 5.5 — HacTeHHoe kpenneHue Buaeokamepsl

5.3.2.1 HacTteHHOe KpenneHue BUAeoKaMmepbl HA MOHTaXXHOU Kopobke BR-204

BHAMAHWE!
MoHTaxHass kopobka BR-204 He BXOOWUT B KOMIMMEKT MNOCTaBKU

BnaeoKamMephbl.

BHewHnn Buag  urabaputHble  pasMepbl  MOHTaXHOWM  KOPOOKM

npeacTtasneHsbl Boiwe (PncyHok 5.3).
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1. Ucnonbay4 MOHTaXXHYHO KOpOOKy, OTMEeTbTE  TOYKMU KpenneHus
Ha YCTaHOBOYHOW MOBEPXHOCTM U NpocBepnute 3 oTBepcTUsa (guameTp 6 Mm,
rmybuHa He MeHee 25 MM) B YCTAaHOBOYHOW [MOBEPXHOCTU. 3akpenure
MOHTaXXHY0 KOPOBKY Ha YCTaHOBOYHOM MOBEPXHOCTMN.

2. AKKypaTHO npoTonkHUTe Kabenb OT BMAeoKamepbl BHYTPb MOHTaXHOW

KOPOOKM 1 3aKpenuTe BuaeokaMmepy Ha MOHTaXXHoU kopobke (PucyHok 5.6).

PucyHok 5.6 — HacTeHHoe KpenneHne BngeokaMmepbl HA MOHTa)XHOW KOpoOke
BR-204

5.3.3 YrnoBoe KpenrneHne Buageokamepbl

BHUMAHWE!
Yrnoson KpoHwTenH BR-102 He BXoAUT B KOMMMEKT MNOCTaBKU

BnaeoKamMepbl.

BHewHmnn BN n Fa6apI/1THbIe pa3mMepbl yrnoBsoro KpOHLIJTel;IHa

npeacTtasneHbl HWXKe (PucyHok 5.7).

F=

0

\
0| emo ) | 1
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PucyHok 5.7 — Yrnosou KpOHLLITeaH BR-102
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1. Vcnonbays yrnoBowu KPOHLLITENH, OTMEeTbTEe TOYKM KpenneHus

Ha ycTaHoOBOYHOW noBepxHocTu (PucyHok 5.8) m npoceepnute 4 oTBepcTud

(anameTp 8 MM, rnydbnHa He MeHee 65 MM) B yCTAHOBOYHOM MOBEPXHOCTN.

.“s

PucyHok 5.8 — OnpegeneHune To4ek KpenneHnst KPOHLWTeNnHa Ha YCTaHOBOYHOM
NOBEPXHOCTU

2. 3akpenuTe BuaeokamMepy Ha yriioBOM KPOHLUTENHE.
3. C nomoubio aHKepHbIX GONTOB M3 KOMMMEKTa MOCTABKU 3aKpenuTe YrioBOM

KPOHLUTENH C BUAEOKAMEPOW Ha YCTAaHOBOYHOM NOBEPXHOCTU (PucyHok 5.9).

PucyHok 5.9 — MoHTax Buaeokamepsbl Ha yrriioBOM KpoHwTenHe BR-102

5.3.3.1 YrnoBoe KpenneHue BuAeoKaMmepbl HA MOHTaXXHOW Kopobke BR-204

BHMAHUE!
Yrnoson kpoHwTernH BR-102 1 moHTakHasa kopobka BR-204 He BxoaaT
B KOMMMEKT NOCTaBKW BUAEOKaMepbI.

BHewHmnn BN n FaGapMTHble pa3mMepbl yrnoBsoro KpOHLLITeIZHa

N MOHTaXXHOW KOpPOOKM npeacTasneHbl Boiwe (PucyHok 5.7, PucyHok 5.3).
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1. Vcnonbays yrnoBowu KPOHLLITENH, OTMEeTbTEe TOYKM KpenneHus
Ha ycTaHoOBOYHOW noBepxHocTu (PucyHok 5.8) m npoceepnute 4 oTBepcTud
(anameTp 8 MM, rnybnHa He MeHee 65 MM) B yCTAHOBOYHOM MOBEPXHOCTN.

2. 3aKkpenute MOHTaXHY KOPOOKY Ha YrnoBOM KPOHLUTENHE.

3. AKKypaTHO MpPOTONKHUTE Kabernb BHYTPb MOHTaXHOW KOpPOOKM W 3akpenuTe
BYeoKkaMepy Ha MOHTaXHOW Kopobke.

4. C nomMoLLbio aHKepHbIX BONTOB U3 KOMMNSeKTa NOCTaBKM 3akpenute YrrioBou

KPOHLUTENH C BUAEOKaMEPOM Ha yCTaHOBOYHOM NoBepxXHOCTU (PucyHok 5.10).

f

PucyHok 5.10 — MoHTax Bugeokamepbl 1 MOHTaXXHOM kKopobkn BR-204
Ha yrnosom KpoHwTtenHe BR-102

5.3.4 CtonboBoe KpenneHne BUAeoKamepbl

BHVMAHWE!
Cton6oBon kpoHwTenH BR-103 He BXOAUT B KOMMMEKT MOCTaBKU
BuaeoKamepsbl.

BHewHun Bua v rabaputHble pasmMepbl CTONGOBOro  KpOHLWITEnHa

npeacraBneHbl HUxe (PucyHok 5.11).
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PucyHok 5.11 — Cton6son kpoHwTenH BR-103
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1. 3akpenute Buaeokamepy Ha CTor6OBOM KpOHLITENHE. C NMOMOLbI0O XOMYTOB
N3 KOMMAEKTa MnocTaBkM CTONBGOBOro KpoHLWTENWHaA 3akpenute CTonbdoBom
KPOHLUTENH C BUOEOKaMepou Ha cTtofibe, a 3atemM MnJfIOTHO 3aTSHUTE XOMYTbI
(PucyHok 5.12).

PucyHok 5.12 — MoHTax Bugeokamepbl Ha cTon60BOM KpoHwTenHe BR-103

5.3.4.1 CtonboBoe KpenneHue Buaeokamepbl HA MOHTaXXHOW KOpPOOKe
BR-204

BHMMAHUE!
Cton6oBon KpoHwTenH BR-103 wn MoOHTaxHas Kopobka BR-204
He BXOOAT B KOMMSEKT NOCTaBKN BUAEOKaAMEpPHI.

BHewHun Buag wrabaputHbole pasmMepbl CTON6GOBOrO0  KPOHLUTENHA

N MOHTaXXHOW KOpPOOKM npeacTasneHbl Bolwe (PucyHok 5.11, PucyHok 5.3).

1. 3akpenuTe MOHTaXHYH KOPOOKY Ha CTONOGOBOM KPOHLUTENHE.

2. AKKypaTHO MNpOTOSNKHUTE Kaberib BHYTPb MOHTaXHOW KOPOOKWM W© 3akpenute
BuaeoKkaMepy Ha MOHTaXXHOW KOpobKe.

3. 3akpenute Buaeokamepy Ha CToN6oBOM KpoHWTenHe. C NOMOLLbIO XOMYTOB
N3 KOMMMEeKTa MnocTaBkM CTONOOBOro KpoHLWTENWHa 3akpenuTte CcTonbdoBom
KPOHLUTENH C BUOEOKaMepou Ha cTofibe, a 3atemM MJIOTHO 3aTSHUTE XOMYThI
(PucyHok 5.13).
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PucyHok 5.13 — MoHTax Bugeokamepbl U MOHTaXXHOM kopobkn BR-204
Ha cTon6oBOM KpoHWwTenHe BR-103

5.4 HACTPOUKA HANMPABINEHUA OB bEKTUBA

[ns HacTponkn Tpebyemoro HanpaBneHns o0bekTMBa C MOMOLLBLIO KNkoya
M3 KOMMMeKTa nocTtaBkM ocnabbte UKCUPYIOLLMA  BUHT  KPOHLUTENHa
(PucyHok 5.14) 1 oTperynvpynTte nonoxeHue Kopnyca yCTponcTBa OTHOCUTENbHO
KPOHLUTENHA, HanpaBuB OObEKTMB BuaeokaMepbl Ha 30HY HabnwaeHus. 3aTsaHuTe
PUKCUPYIOWMA  BUHT  KPOHLWITEMHaA And  puKcauum MonoXeHus  kopnyca

yCTpouncTBa.

OUKCHPYIOLLIMIA BUHT

I

- o

- '

PucyHok 5.14 — HacTpowka HanpaBsneHnsa obbekTnea

5.5 JEMOHTAX

[eMoHTax Buaeokamepbl MPOU3BOAUTCA B OOpaTHOM Mopsiake Mpu

OTKITOYEHHOM HaMNnpaXeHnn rnTaHnA.
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6 MOAKNKYEHUE

Kabenb BnaeoKaMepbl ABINAETCA KOM6I/IHI/IpOBaHHbIM N BKIOYaeT B cebs

ceTeBomn kabernb 1 kabenb nuTaHnsa (PUcyHok 6.1).

” Paszbem nutaHms 12 B NOCTOAHHOrO ToKa

9 Pasbem RJ-45

/

f

PucyHok 6.1 — Kabenb Buaeokamepsbl

CeTteBon kabenb— kabenb c pasbemoMm RJ-45 npegHasHayveH aOns
coeauHeHuss ceteBoro obopynoBaHus kabernem UTP cat.5e (He Bxogut
B KOMMJEKT MOCTaBKM BuAeOKamMepbl) ANA nepefayv BuOeonoToka B LMppoBOM
dopmate no cetn Ethernet npn nomowm cdoumnsmyeckoro ctangapta 10/100BASE-T
(ckopocTb nepefayn AaHHbix 10/100 M6ut/c cooTBeTCTBEHHO). Takke kKabenb
c pasbemoMm RJ-45 npepHasHayeH N9 OCYLWECTBIIEHUA MUTAHUA BUOeOKamepbl
no TexHonorun «PoE» (anekTtponutaHue ocyuwecTBnsaeTcsa 6e3 mcrnonb3oBaHus
6rnoka NuTaHus, NyTeM NOAKNIYEHUS YCTPOMCTBA CETEBbLIM Kabenem K UCTOYHMKY
nutaumsa PoE (ceteBon Buaeopernctpatop ¢ PoE noptamn / PoOE-uHxekTop)).
TexHonorma PoOE He okasbiBaeT BUSHUA Ha KayeCTBO Mepefayym [OaHHbIX.
[Mepepaya gaHHbIX no cetn Ethernet n nutaHme Buaeokamepbl MO TEXHOMNOMMK
«PoE» mMoxeT ocywecTtBnatbca opHoBpemeHHo. K pasbemy RJ-45 wmoxer
NOOKMYaTbC  KOMMYyTauMoHHoe obopyaoBaHue, POE-MHXeKTop, CceTeBou
BUOEOPErncTpaTop, KOMNboTEP.

Kabenb nutaHus — kabenb ¢ pasbemMoM nutaHus (5,5x2,1), npegHasHayeH
AN OCYLLEeCTBIIEHUS JNeKTPUYEeCcKoro nuTaHua BuAeoKaMepbl OT UCTOYHMKA
nMTaHua (6rnoka nuTaHus) HanpsbkeHnem 12 B noctosiHHOro Toka. WCTOYHWMK

NMATaHNA B KOMMIEKT NOCTaBKN HE BXOOAUT.
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BHUMAHUE!

[Ona pononHUTenbHOM 3awuTbl U repMmeTusaumm pasbema RJI-45
NCNOSb3YNTE rEePMETUYHYIO KabenbHy My(@Ty M3 KOMMNEeKTa NocTaBku
BUOEOKaMepbI.

1. Ncnonb3yss COOTBETCTBYIOLLUME MNPOBOAA, KaK yKasaHO Ha MapKUpOBKe,
noaknounTe ux K 6noky nutaHna. HeBepHoe coednHeHVe MOXEeT NpUBECTU
K MOBPEeXAeHUI0 U/Unn HenpasurbHOMY (PYHKLMOHUPOBaHUIO 060pya0BaHUS.

2. Wcnonb3y4a ceteBon kabernb, NOgKNIOYNTE BUAEOKaMepy K BUOeOpermcTpaTopy
MNWU  KOMMNbIOTEPY B 3aBUCUMOCTU OT BbIOpAHHOW CXeMbl MOAKMYEHMS,
BasoBble CXEMbI NOAKMNIOYEHUS npeacTaBrieHbl HUXe
(PucyHok 6.2, PucyHok 6.3, PucyHok 6.4). HeBepHoe coegnHeHue MOoXeT
NPMBECTN K MOBPEXAEHU0 W/unu  HenpasuribHOMY  PYHKLUOHUPOBAHMIO

obopynoBaHus.

‘ ? Ka6enb UTP cat.5e

Buaeokamepa

Komnblotep
PucyHok 6.2 — CxemMa nogknioyeHns Bugeokamepbl K KOMMbIOTEPY

Kab6enb UTP cat.5e

Buaeokamepa

PucyHok 6.3 — Cxema noaknioyeHns Buaeokamephbl K KOMMNbIOTEPY Yepes
KOMMYTaTop
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Bup,eoxamepa

Kab6enb UTP cat. 5e

MoHutop

¢, Bupeokamepa

=S

Ka6enb UTP cat.5e

KommyTtartop

PucyHok 6.4 — CxemMa nogknioveHns BUaeokamepbl K BUOEOperncTpaTopy

BHMMAHWE!

3anpeLluaeTcs ycTaHaBnmBaTtb BUgeokamepy BHE MOMELLEHNS
Npwv OTCYTCTBMM AOMNONHUTENBHOMN repmeTudaumm kabenbHbIX BBOAOB!
[nsa obecneyeHnsd Bnaro3awyuThbl NOOKMHOYEHHbIX pa3bemMoB
PEKOMEHAYETCA UCMONb30BaTb EPMETUYHYIO KabenbHylo  MydTy,
N OCYLLECTBNATL MNOAKMNIOYEHNE BHYTPU TEPMETUYHON MOHTaKHOM
KOPOOKM.

6.1 YCTAHOBKA FrEPMETUYHOWU KABEJIbHON MY®ThI

epmeTnyHas kabenbHaa MydTa (BXOOUT B KOMMIIEKT MNOCTaBKU

BI/ILI,eOKaMepr) npeagHa3Ha4d4eHa Aan4d obecneyeHus repmeTn4yHoro coegunHeHud

npwn nogkntoveHun pasbvema RJ-45 kabens Bugeokamepsbi.

Konnayok

OcHoBaHue MydTbl

[P —
Brynka
YNnoTHUTENbLHOE KOnbLo

PucyHok 6.5 — OnemeHTbl repMeTu4Hon kabenbHon MydTbI
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FepmeTnyHas kabenbHast MydTa KOHCTPYKTMBHO COCTOUT M3 OCHOBaHUS

MY TbI, KOnnayka, BTYNKN U YNSIOTHUTENBHOrO Konbua (PUCyHOK 6.5).

1. HageHbTe ynnoTHUTENbLHOE KOoMbLO Ha pasbeM RJ-45 kabens Buaeokamepsbl
(PucyHok 6.6).

PucyHOK 6.6 — YNNoTHUTENbHOE KOJbLO

2. AKKypaTHO npoTsaHuTe pasbeM RJ-45 ceTeBoro kabens yepes Konnmayok, a

3aTeM 4yepes ocHoBaHWe MydpTbl (PUCYHOK 6.7).

S

PucyHok 6.7 — Konna4dok

3. CoegnHnte pasbeM RJ-45 ceteBoro kabensa ¢ pasbemom RJ-45 kabengd

Bugeokamepsbl (PucyHok 6.8).

:éiﬂ — @:
=

PucyHok 6.8 — CoeanHeHue pasbema RJ-45

4. HapeHbTe paspes3aHHylo BTY/KY Ha CeTeBOM Kabenb MeXay KOomnnaykom U

ocHoBaHneM My Tbl (PncyHok 6.9).

=g Eon

PucyHok 6.9 — BTynka repmeTuyHon kabenbHOn My bl
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5. CoBMeCTUTE KOMMa4yoK C OCHOBAHMEM repMeTU4HOM KabenbHon MydTbl U
NNOTHO 3akpyTuTe Konnayok (PucyHok 6.10) ao obecneveHnss repMeTU4HOro

coeanHeHnust (PncyHok 6.11)

=

&

PucyHok 6.10 — CoBMeLLieHWe Kornayka ¢ OCHOBaHMEM repMeTUYHON KaberibHOW
MyJqoTbI

=

PucyHok 6.11 — N'epmeTnyHOE coeanHeHne

6.2 YNNYHOE 3ALUUTHOE 3A3EMIIEHUE

BHUMAHWE!

[MpaBuna opraHusaumm 3alUTHOrO 3a3eMfeHNsa perfnaMmeHTUpPYyrTCA
nokymeHtamu  «[lpaBuna ycTpoucTBa anekTpoyctaHoBok» (MYJ).
maBa 1.7. «3aszemMneHve u 3alWunTHbIe Mepbl 3NeKTpobe3onacHOCTNY
nroCT 12.2.007.0-75.

Mpn opraHusauun 3alUUTHOrO 3a3eMMeHUs AOMKHblI ObiTb COOMAEHbI

crneaywLLme yCcnoBus:

1. PacctosiHe wmexay ceTeBbiM Kabenem U BbICOKOBOSIbTHOWM JIMHMEN WMN
npudopamMmn OOMKHO cocTaBNATb He MeHee 50 Mm;

2. Kabenu cHapyxu 3gaHui, no BO3MOXHOCTWU, OOMMKHbI BblTb MPOSIOXKEeHbl Nog
HaBEeCOM WIN KpblILeW;

3. MNpu npoknagke kabenen B rpyHTe Ansa BbiBoga kabenen Ha NOBEPXHOCTb
cnegyet UCMNonb3oBaTb MeTannuMyeckyro Tpyby, 3a3eMneHHyr C OAHOM
N3 CTOPOH Ha rnybuHy He meHee 0,5 M. [Npoknaaka kabenen B OTKPbITOM BUAE

HE O0oNyCTnmMma,
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4. Ha TeppuTOpUsX C MOBbILLEHHOW OMacHOCTLIO NMOpPaXXeHUs MOSTHUEN, a Takke
B6MM3M  YCTPOMUCTB  C CUSIbHBIMW  MarHUTHbIMW  MNOSMIAMWU,  TaKMX  Kak
BbICOKOBOJIbTHbIE TpaHCopMaTopHble NoacTaHuuu, Heobxoamma ycTaHOBKa
rPO303aLLUTHbLIX YCTPOMUCTB UMY MOJSTHNEOTBO/OB;

5. pososzawmta 3paHus, kKabenem 1 YCTPOUCTB  CHapPYXW, UMELMX
NOOKIIOMEHME  BHYTPWU  3[4aHUs, [OOMMKHbI WMMeTb obulee 3asemrieHve
n cooTBeTcTBOBaTh TpeboBaHuam MNMY3 (rnaea 1.7);

6. NpoBogHMKM B cMCTEME 3a3eMISIeHUst JOMMKHbI UMETb paBHbIN noTeHuwmarn. Bee
YyCTpONCTBA 3a3eMsieHUs [OOJDKHbl CTPOro COOTBETCTBOBATb [JOKYMEeHTam
Nno anekTpobesonacHOCTW, a Takke WMeTb 3awuTy OT noMmex. 3arnpeLieHo
nogknoyeHne 3asemMneHna Ha nuHu  «N»  anekTpocHabxeHuns, a Takke
nepecedeHue ¢ gpyrumu nposogamun. ConpoTMBNEHNE CUCTEMbI 3a3eMSIEHNS
He JO/MKHO npeBblwaTb 4 OM, nfowaab MnonepedYHoro ceveHns kKabend

3a3eMieHMsa A0IMKHa cocTaBnATb He MeHee 25 MM 2.

Mpwn nMTaHUM  ceTeBou Buaeokamepbl No TEXHOSIOTUMU PoE,
OCYLLECTBNAETCH NOAKITIOYEHNE C raribBAHNYECKOW Pa3BA3KON CUTHASTbHbIX JIMHUI
N HEAaBTOHOMHbIM WMCTOYHUKOM BTOPUYHOrO anekTponutaHus. B cooTBeTCcTBUM
c TpeboBaHuamn YD, Kopnyc  WUCTOMHMKA  nuTaHua  (KOMMyTaTopa,
BuageoperncrpaTopa, PoE uHXekTopa) Ha WuTKe 3nekTponuTaHus, K KOTOPOMY
OH NOJKITKYEH, a Takke Koprnyc Buaeokamepbl OMmKeH bbiTb 3a3emneH. MNpn aTom
pekoMeHAOyeTCH YCTaHOBKa LOMOMNMHUTENbHbLIX YCTPOMUCTB rpo303alUnTbl CETEBOMO
kabena CoO CTOPOHbI Kamepbl W Buaeopeructparopa. 3asemiieHne YCTPOWCTB
rpo3osawmTtbl Kabens BbIMNOMHAETCA B COOTBETCTBMM  C COOTBETCTBYHOLLUM
PYKOBOLCTBOM MO 3KCnryaTauuu.

[Mpyn NnuTaHunM ceTeBOoM BUAEOKaMepbl OT OTAENbHOrO0 UCTOYHUKA NUTaHUS
(bnoka nuTaHua, PWUIM) — HeobxooMmo Takke OCYLECTBNATb 3a3eMieHue

NnoAKJMtO4YEeHHOIro NCTOYHUMKa NMNTaHmA.
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6.3 YCTAHOBKA MOJIHUEOTBOMOA

- myraR=60M

MOJIHUeyYnoBuTe/b

3a3emneHue BUAEOKamepsbl
3azemnenve Kabens Ethernet— %

A BuAeoKamepa [o/KHA GbITh YCTaHOBNEHA MEX r,
3azemneHme 610Ka nUTaHWA uam PUN T34\ A pad y AY Ay

: 00pa30BaHHbIX OKPYIKHOCTAMM C paanycom 60 M,
"'=‘=] D .. NepeceKani|ux BEPXHIO YacTb MONHWUEYNOBUTENA 1
| Lo “..[I0BEPXHOCTb 3eM/IN

3a3eMNAOWNN Kabenb
C CONPOTUBNEHNEM MEHEe 4 ¢ .~

.~ MeTannuueckan tpy6a

“e. JIM3NEKTPUYECKUA cToNG

P O P v AL A o A Pl

PucyHok 6.12 — YcTaHOBKa MofHMeoTBoAa

Mpwn ycTaHOBKE Bmaeokamepbl HEOOXOANMMO U30NUMPOBAaTb 3a3eMISHOLLNIA
kabenb OT MeTannu4eckux 4actenm Buageokamepbl. [Mpoknagky  kabens
3a3eMreHnss HeobxoauMO OCYLWECTBMATb Ha pacCTOsiHAM OT BUAEOKaAMeEpbl, ee
METannM4eckoro KpOHLUTEMHA W BCEX MNOAKMNIYEHHbIX KHen kabenewm Aangd
CHWXEHUA MOLLHOCTM 3neKTPOMarHUTHOro mnosis, cosgaBaemoro npu ygape
MOJSTHAM B MOSIHMEYnoBuTesNb. PacCToaHMe MexXay OCHOBaHWMEM CTEepXXHS
MOJSTHNEYNOBUTENSI U MECTOM YCTAHOBKM KaMepbl BMAEOHAOMOAEHUS OOMKHO
coctaBnaTb He meHee 0,5 m. lNpu npoknagke kabena HeobxoamMmo obecneunTb
OTCYTCTBME OCTPbIX YrNOB 1 3arMboB TOKONPOBOASLLEN LLUMHBI.

O6Lwas BbicoTa MONTHMEOTBOAA, ANS YNPOLLEHUS pacyeToB, AOMKHaA BbITb
He MeHee  pPacCTOsAHUS  OT MOBEPXHOCTM  3eMNM [0 HauBbICLLEN  TOYKU
YCTaHOBJIEHHOW BUAEOKaMepbl, YMHOXeHHoM Ha 1,5. Hanpumep, npu yctaHoBke
BuaeoKamMepbl TaK, 4YTO HauMBbICLIAA TOYKa KPOHLUTEMHA YCTaHaBnMBaeMoun
Buaeokamepbl OyoeT HaxoAMTbCs Ha PacCTosiHAM 6 M OT MOBEPXHOCTU 3EMIN,

BblCOTa MONHMeOTBOAA AoMmkHa ObITb HE MeHee 9 M.
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Hanbonee npaBunbHbIM SBRASIETCA pas3feneHne KOHTYpOB rpoMooTBOAA
N 3aLMTHOro 3a3eMIieHNs 3neKkTponpmnbopos.

B cnyyae ecnun yctaHOBKa OCyLLeCcTBASETCHA Ha OOLWmMIA C MOSTHUEOTBOLOM
MeTannmyeckmin crtonbd, Heobxoaumo obecneynTb INEKTPOU3ONSALMIO Kamepbl
OT KOHCTPYKLMK, HA KOTOPYH OHA KPENnuTCS.

He pekomeHayeTcst 3a3eMnATb Ha OOHY U Ty XXe TOKOMPOBOASALLYIO JIMHUIO
3a3eMfieHMsl MOSTHUEYNOBUTESNb U 3a3eMrieHne anekTponpudopos. B npoTvBHOM
crnydae BO3MOXEH BbIXOL W3 CTPOsi BCEX 3a3eMrleHHbIX TakuM o0pa3om

YCTPOWCTB.
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7 BEB-MHTEP®ENC

7.1 NMOAOKNIOYEHUE K BEB-UHTEP®ENCY

OTtkponte Ha KomnbtoTepe ©Opaysep Internet Explorer u BBeaute
B OTKpbIBLLEMCSI OKHe ©Opaysepa B agpecHom cTpoke IP-agpec Bugeokamepbl,
nocne 3TOr0 aBTOMATUYECKN C BUOeOKamMepbl 3arnyckaeTcs MpurioXeHue
C CUCTEMHbLIM COOOLLEeHMEM, rOe Mnonb3oBaTento npeanaraeTcs npu nepBoMm
nogKMntoyYeHn K Beb-nHTepdency Buaeokamepbl YCTaHOBUTbL  Beb-nnarvH
(PucyHok 7.1). Haxmute «CoxpaHuTb pann» [na pe3epBHOro COXpaHeHUd
Ha KOMMNbIOTEPE YCTAHOBOYHOrO MakeTa Ans 3Toro nnarMHa n «3anycTuTb» OIS

aBTOMAaTUYECKOW YCTaHOBKM KOMIMOHEHTOB MnJiarnHa.

BHMMAHWE!
ans aBTOMaTM4YeCKOU YCTaHOBKM Beb-nnarnHa  TpebyroTcA
agmMuHucTpaTuBHble npasa B OC Windows.

Buaoeokamepa rno ymonyaHuio MMmeer:

— mMacky noacetun 255.255.255.0
— IP-agpec 192.168.1.108

— M4 nonb3oBaTtensa: admin

Bbl cobmpaeTech OTKPbIT:

L] webplugin.exe % BOLID ZAO NVP
wn: Mpunoxenue

asaaowmincs: Binary File (1,3 Mb)
v3 http://192.168.1.102

Vis:  cADownloads\webplugin.exe

Bbl XOTWTE COXpaHWUTL 3TOT dain?

‘COXDBHMTb ¢aim| ’> Ommena '

PucyHok 7.1 — YcTaHoBKa nnarnHa ansa nogknoveHns K Beb-nHrepdency

Mpn nepBom 3anycke Beb-vHTepdenca Buaeokamepbl Heobxoaumo

NPONTM NpoLeaypy MHMUMAnNn3aLmm, COCTOSLLYH U3 TPEeX LLAaroB:
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War 1 (PucyHok 7.2): Bbibepute pervoH (CTpaHy) W A3blK CUCTEMDI

Beb6-uHTEpPdEnca.

ObnacTs Russia M

s

CTaHaapT sugeo PAL v
Cneayiowmi war

PucyHok 7.2 — MHnumanusauusa nonb3oBaTtensa «adminy»: Bbl6op si3blka 1 permoHa

War 2 (PucyHok 7.3): YctaHoBUTe Haubonee yanobHbIi dopmaT AaTbl
MyacoBon nosic. Tekywee BpeMs MOXHO 3adaTb  BPYYHYLO,  UIK

CUHXPOHN3NPOBATb C CUCTEMHbLIM BPpEMEHEM KOMIMbIOTEpPA.

®opmar gatel [Denb-Mecay-Toa v|

Yacogoil noAc ‘(UTC+03 00) Moscow, St. Petersburg, Volgograd V\

Texyliee pemn 14042020 [#| 16 : 07 : 23

BYAeT N3MeHeHo Ha 14-04-2020 16:07:23

PucyHok 7.3 — VIHnumanusaumsa nonb3osaTtens «admin»: BbiIGop BpeMeHu 1 aaThbl

War 3 (PucyHok 7.4): CreHepupynTe naponb nonb3oBatens. [OnuHa
napons pomkHa 6biTb He MeHee 8 CMMBOSIOB, Mapoflb MOXET COCTOATb
N3 3arnaBHbIX W CTPOYHbIX OykB natuHckoro andasuta (A-z), apabckux undp
(0-9) wu cneumanbHbiXx cumBonoB. B uensx obecneyeHna 6esonacHOCTU npu
CO34aHuM naponst HeobxoaMMO MCNOoNb30BaTb HE MEHee ABYX TUMNOB CUMBOJIOB.
PekomeHayeTcs Takke YykasaTb pe3epBHbIA afpec 3feKTPOHHOW  MOYThl,
C MOMOLLbIO KOTOPOro BO3MOXHO BOCCTAHOBWUTb MNaposib MONb30BaTens, ecnu

OH ByaeT yTpayeH.
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Monb3oBartens admin

Mapons [ ]

MogsepxgeHue [ \

Maponb He MOXeT COCTOATL MeHee Yem u3 8 undp, Oyks unu cumeonos. JomkeH

BKI-Tb MHHUMYM B2 TUNA.

/] Pazeps. email agpec
Vcn-ca anA copoca napons.

PucyHok 7.4 — Hnumanusauusa nonb3oBaTtena «admin»: co3gaHve napons

Beegute Bawe mmsa nonb3oBaTens M Naposb, HaXmuTe KHOMKy «Bxoa»
(PucyHok 7.5).

=I=Ti[=] IP-kamepa

Monb3oeatens: |admin

Mapons: 3abbinu napons?

PucyHok 7.5 - Bxopn B Beb6-nHTEpdeinc BmeOKalvlepbl

[Mocne ycnewHoM aBTOpM3aUUM OTKPOETCA OKHO Beb-uHTepdelnca
Bunageokamepbl (PucyHok 7.6). B OTKpbITOM OKHe Beb-uHTepderica Ha naHenu
npocMoTpa BuOeornoTtoka ©OyaeT cpady UWATU  HenpepbiBHaAs TpaHcnAuus
OCHOBHOIO  BMOEOMOTOKA  «3axBayeHHOro»  BUOeOKamMepon  n3obpaxeHuns

pearibHOro BpeMeHmN.

EIEIN0=] 1P-kamepa @ @ o A | 53
R - = &

PucyHok 7.6 — (naBHOe MeHI0 BeD-MHTepdenca
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7.1.1 BoccTaHoBreHue naponsa nonb3oBaTtens

Ecnn naponb ans Bxoga B BeG-UHTepdENC BuUOeoKamMepbl YyTpayeH,

Heo6xoaMMo NPONTU NpoLeaypy ero BOCCTAHOBINEHNS.

BHUMAHWE!

BoccTtaHoBneHne napons nosnb3oBaTend BO3MOXHO TOSIbKO B TOM
cnyyae, ecnu BKYeHa dyHKumsa «Cobpoc naponsa» (Bknagka
«ObcnyxuBaHMe CUCTEMbI»), aTakKe YyKasaH pe3epBHbIN agpec
9NIeKTPOHHOM noYTbl nonb3oBaTtensa (Bkrnagka «[lonb3oBatenu»).
B npotnBHOM criydae, naporib BOCCTaHOBUTb HEBO3MOXHO, W OOCTYI
K BuOeokamepe BO3MOXEH TOSIbKO MNpU BOCCTAHOBIIEHUM 3aBOACKUX
HaCTPOEK C NOMOLLbIO KHOMKM annapaTHoro cbpoca.

Mpu BxOAe B cUCTeMy BBeAuTe MMS Monb3oBaTens u Haxmute «3abbinu

naponb» (PuUcyHok 7.7).

BOLID IP-kamepa ‘
S
Monk3oearens: | admin

Bxoa | | OmmeHa |

PucyHok 7.7 — IHnumanusaums opmbl BOCCTaHOBNEHNS NApons Nonb3oBaTens

[anee HeobxoAuMO MpPOWTM Mpoueaypy BOCCTAHOBIIEHUS, COCTOSILLYIO
M3 BYX  WAaroB, COrMacHO  WHCTPYKUMAM,  cogepxawmxca B popme
BOCCTaHOBJEHMUS:

LWar 1 (PucyHok 7.8): OTckaHupyinTe otobpasmsumnmnca QR-kog, ncnonb3ys
kamepy MOOWUNbHOro TenedoHa (MNM NpUNoXeHue, npegHa3HadeHHoe Ans
CKaHMpOBaHUA QR-kogoB), N oTnpaBbTe pesynbtaT CKaHMUpoBaHuA
Ha 9NEeKTPOHHYK Mno4Ty support_gpwd@htmicrochip.com. Ha pesepBHbI agpec
9NIEKTPOHHOM MOYThbl  Mnosib3oBaTens OyaeT OTnpaBneHo MUCbMO € KOLOM

BOCCTaAHOBNEHUS, KOTOPbIM HeO6X0aANMO BBECTU B rpadpe «Beeante kogy.
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SN: SL*****%, J78AAQ

OvcxkaxupynTe QR-K04 W OTNPaBsTe Pe3ynsTar Ha
support_gpwd@htmicrochip.com. Ha pesepeHbiit
Email npuagerT NucLMO ¢ KOZOM BOCCTaHOBNEHNR

Beeaute Koa. .. |

[ OtmeHa ‘ [ CriefyioLmin war ‘

PVICyHOK 7.8 — BoccTaHoBneHue napossd nofib3oBarternsd:. 3anpoc Koga
BOCCTaHOBIJ1EHUA

War 2 (PucyHok 7.9): CreHepupynTe HOBbIM Naponb. [OnuHa napons
OOSMKHA OblTb HE MeHee 8 CMMBOSIOB, Mapoflb MOXET COCTOATb M3 3arfnaBHbIX
N CTPOYHbIX OykB natuHckoro andasuta (A-z), apabekmx ungp (0-9)
N crneunasnbHbIX CMMBOSIOB. B Lensax obecrneyeHns 6e30nacHOCTV Npu co3gaHum

naponsd Heo6xoaMMO UCNONb30BaTb HE MEHee ABYX TUMNOB CUMMBOJIOB.

MNonb3osarens admin

Mapons

I'Iaponb HEe MOXET COCTOATb MEHee Yem u3 8
uudp, Oyks unu cumeonos. [JomKeH BKN-Tb

MWUHUMYM OBa TUNa.

Moasep:xaeHue

i OtmeHa ‘ I CoxpaHuTb l

PucyHok 7.9 — BoccTaHoBneHne napons nosnb3oBaTens: co3gaHme HOBOro
naporsns
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7.2 TMABHOE MEHIO BEB-UHTEP®EUCA

Pasgenbl  rmaBHoro  MeHw  Beb-uHTeppenca  (PucyHok  7.10)

NpeaocTaBnNAT AOCTYN K ynNpasreHuto n paboTte ¢ BMaAeoKaMepon.

PucyHok 7.10 — Pasgenbl rmaBHOro MeHto Beb-nHtepdenca

Paspgen MeHio «[lpocmoTp» u npegHasHavyeH Aans  gocTyna
K HenocpeacTBEHHOMY NMPOCMOTPY BUOEOMNOTOKOB, TpaHCNMPyeMbiX
BMEOKaMepon B peanbHOM BpeMeHW, BbINOMHEHUS YyNpaBnsAloLwWwmuxX AeACTBUA Npu

NpOCMOTpE, YNpaBneHns napameTpammn BU3yanvsauumn ans naHenn npocMmoTpa.

Pasgen meHio «BocnpousseneHve» npegHasHadyeH Ans AocTyna
K HenocpeacTBEHHOMY BOCMPOU3BEAEHNIO COXPaHEHHBbIX BUOEO Nnu

n3obpakeHus.

Pasgpen wmeHo «HacTtporiiku» E npegHasHavyeH Ans  ynpasBneHus

HaCTpOIZKaMM BnaeoKaMepbl.

Paspen wmeHio «CoObiTusa» “ npegHasHayeH AOns npocmoTpa

N ynpaeneHnsa HacTpomkammn cobbITUn Tpesor, GOPMUPYEMbIX BUAEOKAMEPOW.

Pasgoen meHio «Bbixoa» npeaHasHayeH AOns 3aKpbITUS U BbIXxoAa

N3 BeG-nHTEepdeca BuaeoKameps!.

7.3 PA3OEN MEHIO «[TPOCMOTP»

Pasgen wmeHio «[lpocmotp» (PucyHok 7.11) BKIOYEH MO YMOMYaHUIO
C OTKpbITMEM  Beb-MHTepdpenca, NO3BONSET  NpocMaTpuBaTb  Ha 3KpaHe
KOMMbOTEPA BMOEONMOTOKN U n30bpaxeHnsa (Buaeokadpbl), TpaHCNupyemble

C BnaeoKamMepbl.
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1 — lNaHenb BbIbOpa BUOEONOTOKA

2 — OKHO npocmoTpa

3 — [MaHenb ynpaBneHns OKHOM MpocMoTpa

4 — NaHenb AencTBnin ¢ 06BLEKTOM NpocMoTpa
PucyHok 7.11 — CTpykTypa pasgena meHto «lpocmoTtp»

BbisoB  pasgena  MeHw  «[lpocMOTp» M3 OPYroro  COCTOSIHUS

Beb6-nHTEpdenca Npon3BoanTCa HaXxKaTUeM KHOMKK u B rMaBHOM MEHIO.
7.3.1 Bbibop BugeonoToka

Boibop BMOgeonoToka AN NPOCMOTPA  Ha 3KpaHe  KoMMbioTepa
BbINOSIHAETCHA  C NOMOLLbIO naHenu Bblbopa BugeonoTtoka. WHTepdenc
npencraeneH Huxe (PucyHok 7.12).

_| fon. noTok | Mpotokon | TCP

PucyHok 7.12 — lNaHenb Bbi6opa BUOeonoToka

OnuncaHune BMOeoNnoTOKOB NpeacTaBneHo Hke (Tabnuua 7.1).

Tabnuua 7.1 — OnucaHne BUAEONOTOKOB

MapameTp OnucaHune

OTobpaxeHne OCHOBHOIO BWAEOMNOTOKA MO YyCTAaHOBSIEHHOM

«OcH. MNMoTok» 9
CUCTEMHOWN KOHUrypauumn Bugeokamepbi.
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MapameTp

OnucaHue

«Oon. MNMoTok 1»

OTobpaxeHne NepBOro AOMNOSHUTENBHOIO  BUAEOMNOTOKA
MO YCTaHOBMIEHHOW CUCTEMHOWN KOHJoUrypaumm Buaeokamepsl.

«lpoToKosbI»

Buibop ceTeBOro npotokona MOAKMYEHUS AN npocMoTpa
Buaeonotoka. [octynHble 3HadeHuda: «TCP», «UDPy,
«Multicast».

MpoTokon
UDP
Multicast

7.3.2 JenctBua ¢ 006 bLEKTOM NpocMoTpa

BbiGop [OeicTBUil C 0OBLEKTOM MNPOCMOTPa BbIMOMHAETCA C NMOMOLLBHO

naHenu penctBun c obbektom npocmoTpa. WHTepdhenc npencraBneH Hwuke

(PucyHok 7.13).

PucyHok 7.13 —

CBepneHus

(@] [ma]) T
MaHenb AencTBU C OOBEKTOM NPOCMOTPa OTobpaxaemoro
BMAOEONOTOKa

O (PyHKUMAX ONIEMEHTOB NaHenn [OencTBUrM C OObEKTOM

npocmoTpa oTobpakaeMoro BuaeonoToka npeacrtasneHbl Hke (Tabnuua 7.2).

Tabnuua 7.2 — OyHKUUM 3NEMEHTOB NaHenn OENCTBUM C OOBEKTOM MpocMoTpa
oTobpakaeMoro BMAEOnoToKa

dnemeHT

PyHKLUA

«Uwndposon
Lindpp

3ym»

(@] lad) &

1888

Korna BuaeonsobOpaxkeHuMe HaxoauTcsi B MCXOOHOM
COCTOSIHUWN, C MOMOLLbIO JIEBOM KHOMKUA  «MbILLINY»
MOXHO  BbIAENUTb  KakoW-nMbo  y4acTok  Ans
yBenuyeHns. He B UCXOOHOM  COCTOSIHUM  MOXHO
nepetackMBatb 30HY YBENWYEHUS B 3aaHHOM
avanasoHe. [Ons BOCCTaHOBMEHUS npeablayLliero
COCTOSIHUS creflyeT HaxaTb MpaByl KHOMKY MbILLN.
Koneco npoKpyTKN «MbilLvy» NO3BONAET yBENnuYnMBaTh
NN yMeHbLLATb pa3Mep BUOEOU300paKeHusl.

BOLID
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dnemeHT PyHKUMA

@ | W
PT% o O,
« .
@ | Coxp Haxatvem Ha 3Ty  KHOMKYy cuctema  4depes
N306paxeHne» y N
Beb-uHTepdenc cgenaet OAWMH  MOMEHTarbHbIN
CHMMOK N COXPaHUT ero Ha HOCUTENb AaHHbIX B Narnky
no mapuwpyty «[lytb» (Bknagka «[1yTb»).

2 (e & =5 ©

Tpoekpart.coxp.u3obpaxesns

Mpu HaxaTUM Ha 3Ty KHOMKY CUCTemMa 4epes
ad) «TpOEKp. COXP. | geG-UHTEPdEINC caenaet TPOMHOWN CHUMOK
M300paXKEHUs» | yg BUOEONOTOKE C YACTOTON OAMH CHUMOK B cekyHay
N COXPaHUT Kak OTAeNbHblE TPM CHUMKA Ha HOCUTESb
AaHHbIX B nanky no mapwpyty «[yTe» (Bknagka
«[yTb»).

1'en @

3anuce

Mpn HaxaTunm Ha 3Ty KHOMKY cuUcteMa 4epes
Be6-MHTEPENC HAYMHAET BbINOMNHATL HEMPEPbLIBHYIO

=y «3anncb» 3anucb BUAEOMNOTOKA Ha HOCUTESb AaHHbIX B Narky
no mapwpyty «lyTe» (Bknagka «[lyTb»). CocTosHUe
&

HaXkaTOW KHOMKW MMeeT noAKpaweHHbIn BUO
CuHen pacuBeTku. [NMoBTOpHOE HaxaTue BbIKMYaeT
BbIMNONHEHME 3anncu.

7.3.3 YnpaBrieHne oKHOM npocmMmoTpa

NHTepdenc naHenun ynpasrieHUs OKHOM MPOCMOTpa NpeacTaBfieH HUXe
(PucyHok 7.14). OnemeHTbl naHenu ynpasBfieHUs OKHOM MPOCMOTPa MO3BONSAIOT
yrnpasnsaTb napameTpamMu, OTBEYaLWNMKN 3a Ka4eCTBO 1 yaobCcTBO oTobpaeHus

B OKHe MpocMoTpa.

“d
PucyHok 7.14 — NaHenb ynpasneHnus OKHOM NpocMoTpa

CBe,El,eHI/IFl o beHKLI,I/IﬂX ariemMeHTOoB naHennM ynpaeneHna OKHOM

npocMoTpa npeactasneHbl HWxe (Tabnuua 7.3).
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Tabnuua 7.3 — PYHKLMM 3IEMEHTOB NaHENM ynpaBleHns OKHOM NpocMoTpa

nemeHT
ynpaBneHus

PyHKLUUA

n HacTtpouka
n3obpaxxeHus

q Hactpoiika msoGpaxeHuna I

BbizoB MHTGpd)eVICa yrnpasrieHnsa UBEeTOBbIM Ka4eCTBOM
MHTEPAaKTUBHOIO NMOKa3a BNOEO0IMOTOKA.

m [Mepexon
K opurnHany

E OpWruHaneHeIA pasmMep |

[Mepexoq B pexuMm MCXOOQHOro pasmepa u30bpaxeHns
(opurnHan) otobpaxkaemoro BuageonoToka. CryxuT ans
oTOOpaXKeHns LEeNCTBUTENbHOrO pasmepa opurnHana
Buaeokagpa MOTOKOBOro BWOEOU30OpaKeHUs U 3aBUCUT
OT paspelleHnss MnoToka [ABOMYHbLIX [aHHbIX Kagpa
TPaHCIMpyeMoro BMaeonoToka.

Ha Becb
aKpaH

[
N

E OTKpPBITE H3 BECE 3KpPaH |

Mepexodq B NOMHOSKPAHHLIN  pexmm  OoTOBpakeHus.
3aBUCUT OT paspelleHnst 3KpaHa W pexumma paboTbl
MOHMUTOpPA  KOMMbKOTEPA, Uckaxxaet  otobpakeHue
OENCTBUTENBbHONO pasmMepa opurnHana usobpaxeHus
Buaeonotoka. Bbixod 13 NOSIHOKPAHHOIMO  pexuma
OCyLLEeCTBNAETCA ABOWHbIM  LWENYKOM  MbIWN  UNn
Ha)aTuem KHonku Esc.

Bbi6op
nponopumn

= ALANTMEH.

Beibop npeaycTaHOBKM COOTHOLLUEHUS CTOPOH
BNOEOMN300paXKeHN Ha 9KpaHe npocMoTpa. 3HaYeHus:
«OObIYHBbINY N «AJANTUBHBINY.

[MnaBHOCTbL

[MnaeHocTe
Pex pean BpeMeHMd [MNaEHoCTE

Boibop  npeaycTaHOBMEHHOrO  3HA4YeHWst  napameTpa
3a0EpPXKKM CKOPOCTU TPaHCIAUMM BMAOEOMNOTOKA. 3HAYEHUS:
«PexXnm peanbHOro BpeMEHU»: PEXNM pearnbHOro BPEMEHM;
«HopManbHbINY: HOpMarnbHbIR; «[1aBHOCTb»: CBOBGOOHLIN.
3HadeHre Mo ymonyaHuio — «HopmanbHbIy.  3agepkka
obecrneunBaeTr OGydepusaumo MoToka AOns  YyhyydweHus
KayecTBa OTODpaXKeHWUs1 TPAHCNALNN.
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nemeHT
ynpaBneHus

PyHKLUA

MH¢opraums o npasnnax .
= Bhlkn.

MNoka3 npasun | HaxmuTe KHOMKY, 4Tobbl 0TOOPa3uTb akTMBHbIE NpaBuna

BnaeOoaHarmmTuKun Ha 3KpaHe npoCcMOoTpa
BVIJJ,eOI/I306pa)KeHMFI.

7
OnemeHT ynpaBneHus NO3BONSET YMNpaBnATb NapameTpamu

n3obpaxeHns B okHe npocmoTpa (PucyHok 7.15).

BHMAHWE!

Beb-nHTEpenca.

OnucbiBaemble OencTBUSA NnPUMEHNMbI TOJIBKO K OKHY MPOCMOTpa

HacTpoiiku nzobpakeHua

o= ) me
OB ) B

gg . 3 54
-8 0§ Be

PucyHok 7.15 — IHCTPYMEHTbI HACTPOMKM N306paxXeHnsa B OKHE NpocMoTpa

®PYHKUMN WMHCTPYMEHTOB HACTPOMKM W300pakeHUsi B OKHE mnpocMoTpa
npeacrasBneHbl HWxe (Tabnuua 7.4).

Tabnuua 7.4 — OYHKUMN MHCTPYMEHTOB HaCTPOMKN BUOEON300pakeHMs1 B OKHe

npocMoTpa

MapameTp

PyHKLMNA

Hactpownka

E BUaeon3obpaxxeHus

HacTpolika spkocTn BUOeon306paXkeHus.

HacTpolika KOHTpPacTHOCTU BUOeon3obpaxeHus.

HacTtpowka uBeTOBOro TOHa BMOEON306paKeHus!.
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MapameTp PyHKLUUA

E HaCTpOﬁKa HacCbILLEHHOCTIN Bm,u,eow3o6pa>Keva.

BoccTtaHoBNEHME CUCTEMHBIX 3HAYEHUN
Cb6poc MO YMOMNYaHUIO AN APKOCTU, KOHTPACTHOCTY,
HaCbILWEHHOCTN U LIBETOBOrO TOHa.

7.4 PA3OEN MEHIO « BOCNPOM3BEOEHUE»

Pasgen wMeHio «BocnpousBeoeHue» npegHasHadyeH Ans  goctyna
K NPOCMOTPY BMAEO03anucen Unm n3obpakeHuin, CoOXpaHeHHbIX Ha KapTy namsaTu,

YyCTaHOBIMEHHYIO B BuAeokamepe. Bbi3oB pasgena MeHw «BocnpousseneHue»

N3 OpYyroro COCTOsIHUS Beb-uHTepdenca npomMs3BOAUTCS BbI3OBOM KHOMKK
B rMaBHOM MEHI0 BeO-uHTEepdencay. NHTepdenc pasgena MEHI0

«BocnpoussegeHue» npeacrasneH HWxe (PUCyHok 7.16).

[BOLID IR D & A [ & °

v ™ " ) M Thesoa @ o1 e Oz | Gn | Q=]

3 6

1 — lNaHenb ynpasreHnsa Bocnpon3seeHnem

2 — [NaHenb ynpaBneHusi BLIBOPOM TUMNOB 3anucen BOCNPOU3BEeAEHUS
3 — [NaHenb BpeMeHHOW LLKanbl BOCMpou3BeaeHus

4 — NaHenb JONONHUTENbLHbIX PYHKUNW ynpaBieHns
BOCMpoun3BeeHnem

5 —lNaHenb «BocnponssegeHve knvna»

6 — [NaHenb oopmarta HAnKaTopa BpEMEHU BOCNPOU3BEOEHNS

PucyHok 7.16 — Pasgen meHio «BocnponsseneHune»
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[MaHenb ynpasrieHuns BOCMpou3BeaeHnem npuBeaeHa HUXe
(PucyHok 7.17).

00000 O @

PucyHok 7.17 — lNaHenb ynpaBrieHns BOCNpou3BeLeHNEM

MaHenb ynpaBneHus BbIOOPOM TUMOB 3anuncel BOCMPOU3BEOEHUS

npvBeaeHa HWxe (PrucyHok 7.18).

[+ ] CcuosHoid M [ Cofbmae Tpesora W PyuH.

PucyHok 7.18 — NaHenb ynpasneHnsi BbIDOPOM TUMOB 3annucen BOCNpon3BeaeHUS

[MNaHenb BpeMeHHOW WKanbl npuBeaeHa Huxe (PucyHok 7.19).

PucyHok 7.19 — MaHenb BpeMeHHOW LUKanbl BOCNPOU3BEAEHUS

MaHenb [OONONMHUTENBHBLIX (pyHKLlMVI yrnpasJrieHnsa BOCMNpoun3BeaeHNem

npuBegeHa Huxe (PucyHok 7.20).

PucyHok 7.20 — NaHenb JonoNHUTENbHbIX (PYHKUNA ynpaBrieHns
BOCMpon3BeaeHnem

Coxp. nzobpaxeHue

MaHenb «BocnpounsseneHne knuna» npueegeHa Hmxke (PucyHok 7.21).

(Y88 ooooo0-oo0000 | ]

PucyHok 7.21 — lNaHenb «BocnpounssegeHune knuna»

MaHenb q)opmaTa MHOMKaToOpa BpeMEHWN BOCMpou3BeaeHUA npuBegeHa

Huxe (PucyHok 7.22).

B0EE Oz | O [ ©mn)

PucyHok 7.22 — MNMaHenb hopmaTta nHamkaTopa BpeMeHU BOCNpon3BeaeHUs!
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(DyHKLI,I/IVI 3JIEMEHTOB YyrMpaBJiEHUA BOCIpoun3BeaeHNEM MNpuBeaeHbl HUNXe

(Tabnwuua 7.5).

Tabnuua 7.5 — PyHKUMM SNEMEHTOB ynpaBneHns BOCNpou3BeaeHNnem

AreMeHT ynpaBneHus

PyHKLUUA

Tun
v,

BaHHLX

< >

Bbibop 3anucu
no narte

Tun «dav» ansa Bblbopa Buageosanucu aOns
npocmoTpa. Tun  «jpg» A4ana  Bbibopa
doTtorpacdbmumn ans  npocmoTtpa. BbibpaHHas
aata ans BOCMpoOun3BeaeHUs AaHHbIX
noaceseymBaeTcsl CUHUM  uBeToM. [laHenb
Bbl6opa 3anucu no gate No3BonseT ynpasnsaTb
no Bblbopy AaTbl MO KaneHgapr: rog, Mecsu
N geHb Mecsua

Mo pate, OTMEYEHHOW CUHMM  LIBETOM,
BpeMeHHasa Wkana oTobpasnuT uHOuKaTop
BbINOSIHEHNA  3anucu  panna. [lpu  aToMm:
3efeHbIM  LUBEeTOM npefctaBrieHa obblyHad
3anucb, XentbiM — OBOHapyXeHue [OBWXeHUd
Ha 3anncu, KpacHbIM — TPEBOMM, CUHUM —
py4YyHas 3anuce.

BocnpounsseneHne anna 3anucu HadvHeTcsd
C BblIOpaHHOrO MO KMWKY «MbILbO» MOMEHTa
BpeMeH!N Ha nHamMkKaTope BbINOSIHEHNSA
BOCMNPOn3BEOEHMA.

MNepexon k naHenun

Bblbopa 3anucen

MO CMUCKY

KHorka nepexoga Ha naHesrnb AOnsd Bbl60pa
3aruncu no Crmncky.

00 : 00 :00- 23 :59: 59 Lo}

‘®opmar zarpysw1 @ dav O mpd

Hauano  Tun

Hauano:

Bbi6op 3anucu no
M a11e DY HOMepy B CNCKe

Mo knuky Ha ﬂ HaA4YHETCH BbLINOSIHEHME MOWUCKA
BCeXx panroB 3anucen mexay BpeMeHeM Hadvana
N BPEMEHEM OKOHYaHWs BblIOpaHHOW OaThl.

[Ana BocnpousBedeHus 3arpyxatbcsa  dannbl
MoryT B oopmart «dav», «mp4».

[BOVHOW KK «MBbILWbLIO» MO ¢panrny B CrncKe
doannoB 3anucen BOCNPOU3BOAUT 3TOT pain
N OOQHOBPEMEHHO MOKasblBaeT €ro napameTpsbl:
pasmep dhanna, BpeMs Hayana U Bpems
OKOHYaHWA BOCMPOU3BEAEHMS.
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AnemMeHT ynpaBJrieHus

PyHKLUUA

[Mepexon mexay
naHenamu Bolbopa
3anucen

KHorka nepexoga Ha naHesrnb Aansd Bbl60pa
3anuncu no garte.

P 2|
@E 00:00:00 - 00:00:00 ﬂ/\

BocnpounsseneHune
Krnnna

dann 3anucn, KOTOpbIA BOCMPOM3BOAUTCH,
Oyoet aBTOMaTUYeCKM MPUOCTaAHOBIEH MNpU
NCMONb30BaHNN  (PYHKLMN  BOCNPOU3BELEHUSA
Knuna. BocnpoussegeHue Knuna
N BOCNpou3BedeHne 3anncum He MoryT ObiTb
peanu3oBaHbl OAHOBPEMEHHO.

na pa60TbI no BOCMNpoun3BeaeHNO  Krnuna
BbIMOJSTHUTE OEUCTBUS:

War 1: Haxmute Bpemsa Hadana, 4ToObl
obpesaTb NO OCU BpEMEHU. DTO BpEMSA AOSTKHO
HaxoguUTbCA B AnanasoHe NHOMKaTopa
BbIMOJTHEHMS.

War 2: HaBegmnte KypcoOp MbIWN Ha 3HAYOK
Knuna, n «Bblbepute BpemMsi Ha4dana» nosiBUTCA
B MPaBOM HWXHEM yriy.

LWar 3: Haxmute 3Ha4oKk knuna u 3aBepLunte
HaCTPOMKY BpeMeHN Ha4yarna BOCnpou3BeaeHuns
Knuna.

War 4: Haxmute KHOMKY BpemMs OKOH4YaHUSA
BOCNPOU3BEOEHNS KUMA Ha OCU  BPEMEHMW,
N BPEMSI OOIMKHO HaxoauTbCs B npeaenax
AvanasoHa MHOMKaTopa BbINOSHEHUS.

LWar 5: HaBeante ykaszaTenb MbIlM Ha 3HAYOK
Knuna, un «Bblbepute BpPeMs OKOHYaHUAY
NOABUTCA B NPABOM HWXXHEM Yriy.

LWar 6: WlenkHnTe 3Ha4oK knuna w 3aBepLumte
HaCTpPOWKY BpEMEHMU OKOHYaHu4
BOCMpOu3BeaeHNS Knvna.

War 7: Haxxmute KHONKy « CoXpaHUTb».

dopmat BpeMeHU

[ Dy2dnr |
Haxmunte Ha N HOMKaTop
BOCnpousBedeHna 0OygeT oTobpaxaTtbcsa B
24-4aCcoBOM peXxunme.
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AnemMeHT ynpaBJrieHus

PyHKLUUA

Haxxmunte Ha [ @2 | N MHOMKaTop

BOCrnpoun3eeadeHuss byaet otobpaxartbcs B 2
YacoBoM bopmaTe BUOEO.

Haxmnte Ha Lo ] N MHOMKaTop

BOCrnpoun3BedeHns bynet otobpaxartbcs B 1
YacoBoM hopmaTe BMAEO.

Haxmurte Ha [[@z0mi] N NHOUKaATOP

BocnpousseaeHna dyaet otobpaxatbcs B 0,5
4YacoBoM hopmaTe BMAEO.

Lindoposon 3ym

Haxmute Ha  «uudpoBorm 3ym»  4YTOObI
yBENUYNTb obnacTtb BOCNpPOM3BEAEHNS.
B nepBoHavanbHoe cocTosiHMe  uudpoBOro
3yma MOXHO nepenTn, LWenkHyB rnpaBou
KHOMKOM «MbILLINY.

Mcnonb3yss CKPOSMMHE Y «MbILLKM»  MOXHO
NPOKPYTUTL AN yBENUYEHUs1 / yMeHbLUEeHUS
LUMcpoBOro syma Bmaeo.

‘_;‘b CoxpaHutb Haxmnte Ha «Ccoxp. wusobpaxeHue» 4ToObl
o Cop_notpaxenne || U30OOPAKEHNE caoenaTb CHUMOK C TEKyLLLero Bugeokagpa.
Korga Bbl BUAUTE 3Ty KHOMKY, 3TO O3Ha4aeT
= MPUOCTAHOBKY nnm He BOCNpou3BedeHne
(») BocnponseseneHue
— 3anucu. Haxxmmre 3Ty KHOMNKY Ans BbINOSTHEHNS
BOCMNPOW3BEAEHUS.
= Haxmute 3Ty KHOMKy, 4TOObl OCTaHOBUTb
Q OcTtaHoBKa
= BOCMNpPOn3BeaeHME.
o ns  UCMNonNb3oBaHMUA 3TOM HKLUMM  HY>KHO
Cnepytowmmn a CpyHKLL y
o bparmeHT NPMOCTaHOBUTbL BOCNpousBedeHne. Haxmute
— 9Ty KHOMKYy, 4YTOObl nepenTn K cregylolemy
BOCNpPOM3BEeAEHUS
dbparmeHTy BOCNpon3BeaeHus.
~ Haxmute 3Ty KHOMKy, 4TOObl 3amMeanuTb
i) 3ameanntb

BOCMpPOU3BEAEHME.
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ArieMeHT ynpaBneHus DPyHKUUA
Haxmute 3Ty  KHOMKy, 4TOObI CKOpPUTb
(») YcKopuTb y y yckop
— BOCNpou3BedeHue.
(o) 3BVK Haxmute 3Ty KHOMKY ANs  OTKIHOYEeHUs
— y N BKINKOYEHUS 3BYKA.
«lMonayHoK» OAnst perynmpoBKM NPOMKOCTW 3BYyKa
—{ ['(POMKOCTbL 3BYKa y ANA peryip P y
— B Npegenax oT MMHUMMyMa 4O MakcumymMma.
Haxmunte KHOMKY, YTOObI oTobpasnTb
[MpaBuna NHTennekTyanbHble npasuna npu

Bocnpoun3segeHnn Bnaeo.

7.5 PA3OEN MEHIO « HACTPOMUKUY»

Paspen wmeHo «HacTtponkun» ﬂ NO3BONSET KOHMrypupoBaTb BCe
napamMeTpbl U pexnmbl paboTbl BUAEOKaMepbl B COOTBETCTBUN C NOTPEOHOCTAMM
nosfib3oBaTesid, a Takke WUHTEPaKTUBHO NpeaocTaBNATb MHAOPMALUIO O cucTeme

BaeoKamMepbl.

IP-kamepa S = v A E"

P HacTpoika Eamephl
b Cetk

b CobbiTHA

P 3Januck W XpaHeHWe
b CucTema

b Uudpopmaymua

PucyHok 7.23 — Pasgen meHo «HacTponkm»

HacTtpowka BMAEOKaMepbl oCyLLecTBnsieTcH NOCPEeACTBOM
MHTEPAKTUBHOIO ynpaBrieHnst Yepes CTPYKTYpupoBaHHoe MeHto (PUcyHOK 7.23).

CTpyktypa pasgena MeHw  «HacTpourku»  npeacraBrieHa  Huke
(Tabnuua 7.6, PucyHok 7.24).
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Tabnuua 7.6 — CTpykTypa pasaena meH «HacTtpornkm»

[MyHKT MeHto [MognyHKT MeHo Bknagka [MapameTp BKNagku
N3o06paxeHne
Jkecnos3mumsa
NonceeTka
N3o06paxeHne
N300paxeHune banaHc 6enoro
[1eHb-HOoYb
HacTpoiika [MpoxekTop
Kamepbl Mpodbunm
Bupeo
CHuMMOK
Bugeo HanoxeHune
O6nacTb HabrnogeHus
MyTb
TCP/IP
MopT
PPPoE
DDNS
Email
CeTb
UPNnP
Bonjour
Multicast
802.1x
QoS
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M POTOKOIIbl AOCTYyNa

P2P

ONVIF

RTMP

Buaeo cobbiTus

Ob6HapyxeHne aBMKEHNSN

3akpbiTe 06BbEKTMBA

Cxema
BuaeoaHanutuka
CobbITuA
Owwnbka SD kapTbl
Owunbka coegnHeHus
Henonagkun
HecaHKUunoHMpoBaHHbLIN JOCTYN
O6HapyXeHne HanpskeHnd
3anucb
Pacnucanue CHMMOK
MNpasgHukn
3anuvce XpaHeHune
N XpaHeHue SD kapTa
XpaHeHue apxuBa
FTP
NAS
HacTtpownkn 3anucu
Ob6uwume HacTponKu
Ob6Lwwue HacTpomKK
HaTta/Bpewms
Cuctema Nonb3oBaTenu
[Monb3oBaTenu
ONVIF nonb3oBaTenb
BesonacHocTb Ob6cnyxuBaHne cuctemsl
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HTTPS

bpaHamayap

Mo ymonyaHuto

mnopTt/3kcnopT

ABTOQYHKL MU

OOHoOBEHNe cucTemsl

NHdopmaumsa

Bepcus

JlokanbHbIN XypHan

INokanbHbIN XypHan

YoaneHHbIW XXypHan

[Monb3oBarenu oHNanH

BOLID §XCT T

S @

vIP p
> Ycnosus

Bugeo
P Cetn

P Cobbitus

P Cucrema
» WHpopmayus

P 3anuck ¥ XpaHeHue

(D)—
O,

L/
j Mo ymonyauuio H OBHOBUTL || COXpaHUTs I

eoJ A ﬁ

Mpoduns [eHb \
i Crune | CtanaapT
» 3KCNOMLMA SApKocTs E] O 50
» Moacsetka )}
B U x50
» BanaHc Genoro Hack = D [5]50
» Oexs/Hous
Pe3kocTs B_O_ 50
» WK noacsema B E] O 50
3epkano () Bkn. (®) Beikn.
TMepesopor 0°

1 — MNyHKTBI pasgena MeHto «HacTponkmny
2 — Bknagka ynpasneHus napameTpamMu HacTpoek

3 — lNaHenb coxpaHeHust U MHULManM3aLUun HacTpoek

4 — MNaHenb BM3yarbHOro KOHTPONS N300paXxkeHus

PucyHok 7.24 — CTpyKkTypa pasgena MeHo «HacTponkm»

KHonkn nanenu COXpaHeHnda wun nHnunannm3aunnm HacCTpOoeEK HeO6XOD,VIMO

MCMnonb3oBaTh AN COXPaHEHU U UHULMann3aumMmM HacTPoeK Ha KaXkaoW BKnaake

yrnpaeneHusi napameTpamm HacTPOEK:

BOLID VCI-123 Bep.4 ALIAP.202119.002 P3n ot 29.06.2023




BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 51

KHorka — BbINONHA€T U3MEHEHNe TeKyU.leVI HaCTDOVIKM
napamMmeTpoB BKI1adKu C6pOCOM 3Ha4YeHun napamMmeTpoB B 3HAYeHUdA 3aBOCKOM

YCTaHOBKM!.

Khonka | == | _  ppinonHsier uameHeHve TeKylWen HaCTPOWKM
napamMeTpoB BKMagkm cOPOCOM TeKyLMX 3Ha4YeHUM napameTpoB B 3HAYEHUS
COXpaHeHHOW nosib3oBaTterieM rnpegblaywen yCTaHOBKM.

KHonka | === | _  ppinonHsieT COXpaHeHue TeKyllen HaCTPOWKU
napamMeTpoB BKMagKu.

[Mpy  HamMuMM  Ha KOHKPETHOW  BKMagke  MNaHenu  COXpaHeHus
N MHULMaNU3aumm HacTPOeK BaXXHO, YTO ANSA TOro, YToObl BbiIOpaHHbIE NapamMeTpbl
BCTYNUNM B OeNCTBME HeobxoauMoO HaxaTb Ha KHonky «CoxpaHuntb». Ecnu
Ha BKNagke OTCYTCTBYeT rMaHeNb COXPaHeHUs W MHuuuanusaumm HacTpoex,

TO NapamMeTpbl COXPaHAKTCA aBTOMaTU4YECKUN MNMPpU NX N"SAMEHEHNMN.

7.5.1 NMyHKT meHO «HacTponka kamepbi»

NHTepdenc nyHkTa MeHo «HacTporka Kamepbl» MMeeT ABa MoAnyHKTa:

«N306paxeHney; «Bugeo» (PucyHok 7.25) onst KOHQUrypupoBaHUS HaCTPOEK

=I=I4[=] iP-kamepa S @ ¥ A W
¥ Hacrtpo#ka kamepst  MaoBp Tpod
nm-m.]aenb v
Bugeo
b Cere Cyuns | Ctanpapt v
» Cobwitun ¥ Ivcnoauyus L — EI_._. 50
P 3anuch 1 XpaHeHue » Moaceetra et =] G (+]50
» Cucrema » Banawc Genoro — 8
e Hacbiuy ™ (-] 9, {+] 50
HpPOopMauns
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PucyHok 7.25 — NyHKT MeHto «HacTponka kamepbi»
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7.5.1.1 NoanyHKT MeHI0 «M300paxeHne»

[MoanyHKT MeHto «M3o00paxeHue» CTPYKTYPHO MMeeT OBe BKNagku Ans
HeobxoauMoro KoHgurypupoBaHna napameTpoB. Bknagka «W3obpaxeHue»
CNYXUT AN KOH(urypupoBaHna  npodounen  ONTUYECKUX  napamMeTpoB
Bunageokamepbl. Bknagka «[lpocdmnu»  cnyxmt gns  KOHOUIypupoBaHMS
rpadpuka-pacnucaHna  CyTOYHONO  WUCMOSMHEHUs  Buaeokamepown  rnpodpunen
ONTMYECKMX NapamMeTpoB BuaeoKamepbl.

Buoeokamepa nosBonisieT KOHUrypupoBaTb OMTUYECKMEe napameTpbl

no Tpem npocpunsam (PucyHok 7.26).

Hopm.
Npoduns

Hous

PucyHok 7.26 — NMognyHKT meHto «306paxeHuney (Ycnosua: Hopwm./[deHb/Houb)

KoHdurypmnpyembie ontuyeckne npodomnm HacTpoek BUaeoKamepsbl:
— «HopM.» — HopmanuaoBaHHbIN NPOdPUIb, MOXET UCNONb30BaTLCH KakK eguHbIN
npodusib CyTOK, UIN KaK cneunanbHbii ONTUYECKUA NMPOdunnb;
— «[eHb» — npodunb Anst AHEBHOW OCBELLEHHOCTH;

— «Ho4b» — npodunb ans HOYHOM OCBELEHHOCTM.

Bknagka «M3o6paxeHue»

Bknagka «W3o06bpaxeHue» npeaHasHayeHa Ansi  KOHUrypuposaHus
YCTAHOBOK MO KaXXAOMY M3 TpeX ONTUYECKMUX Npoduien HacTPOMKN BUAEOKaMepPHbI.
NHTepdenc sknagkm «M3obpaxeHney» npeacraeneH Huxe (PucyHok 7.27).

IPxavepa D @ W A

¥ Hactpo#ka kame, phi WaoBpaxenne Mpodmny

fipoduns | Newn v

N T —
SiprocTh [ e Jree( ] 50
Korpaer e Jef3] 0
HaciyenHocTs (s (] 50
Pearocts [ ]| J—i(] 50
Fauua () =e{ J——(3] 50
3epranc () Brn (0) Buxn

MNepesopot |0° v

PucyHok 7.27 — Bknagka «3o06paxeHue»
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[Tocne BbLINOMHEHUS KOHMUIypupoBaHWA MO NMPOMPUNIAM  ONTUYECKUX
napamMeTpoB BMAeOKaMepbl HeOoBXOOMMO COXPaHUTb WX C MOMOLLBIO  KHOMKK

«COXpaHVITb» Ha naHesnnm coxpaHeHnda n nHnumanm3aumn HaCTpoOek.

Bknadka «M306paxeHue; N3obpaxxeHue»

Bknagka «WM3o06paxeHue: N3obpaxeHney» nossondeT KOHUrypupoBaTb,
KOppeKkTMpoBaTb MapaMeTpbl U300paKeHna Buaeokamepbl An9 BblOpaHHOro
onTuyeckoro npocpunsa (PucyHok 7.26). MHTepdenc napametpa «M3obpaxeHne»

npeacTtasneH HWxe (PucyHok 7.28).

Mpodwmns JeHs
> MsoDpakeHme Cmine  CtanpapT
¥ 3KCNO3MLMA ApkocTs El_o_ 50
» MNogceeTra KoHTpacT E_D_ 50
» Banadc Genoro HaCkILEHHOE TS E_D_ 50
+ Jexs/Hous ErERnE B_D_ 50
» MK noaceetka e EI_D_ 50
3epkano () Bkn. (@) Bwikn.
Mepeeopot | 0°

PucyHok 7.28 — Bknagka «M3obpaxeHune: N3obpaxeHune»

OYHKUMN 1 Ananas3oHbl 3HAYEeHU HacTpoek napameTpa «M3obpaxeHuer

npeacraeBneHbl HWxe (Tabnuua 7.7).

Tabnuua 7.7 — OyHKUMM nNapaMeTpoB MNoanyHKTa MeHw «W/3obpaxeHune:
N306paxeHne»

MapameTp PyHKUUA

HacTtponka obOwen ¢dpkoctn wnsobpaxeHna. Yem 6Gonblue
ApkocTb 3HayeHne, Tem spye u3obpaxeHune. 3HayeHne HaxoauTCs
B AnanasoHe ot 0 go 100.

HacTtponka koHTpacTa nsobpaxeHusi. Yem 0ornblue YncneHHoe
KoHTpact 3HayeHue, TeM BbllWe KOHTpacT. 3HadeHue HaxoauTcs
B Anana3oHe ot 0 go 100.
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MapameTp

PyHKLUA

HacblLweHHOCTb

HacTpoika HacbIlEeHHOCTU Wu3obpaxeHusi. Yem 6Gonblue
YUCINEHHOE 3HAYeHne, TeM HacblWeHHee («4umLlie») uBeT. ITo
3Ha4yeHne He oKasblBaeT BIMSHUA Ha OOLLYI0 SPKOCTb BCEro
BnaeonsobpaxeHus. LiBeT nsobpaxxeHnsa MoxeT CTaHOBUTLCS
CITIMLLIKOM HacbILWEHHbIM MpU 4Ype3MepHO BGONbLUOM 3HAYEHUMN.
[na cepon 4yactn n3obpaxeHnsi BO3MOXXHO UCKaXXeHue, ecnu
GanaHc 6enoro HacTpoeH HenpaBuIibHO. 3Ha4YEeHUEe HaxoauTCs
B Anana3oHe ot 0 go 100.

Pe3kocTtb

HacTponka ypoBHSI pe3KkoCcTu usobpaxeHund. Yem 6Gonblue
3HayeHne, Tem 6onee  4YEeTKMM  CTaHOBUTCA  KpaWu
Ha n3obpaxeHun. Ha nsobpaxxeHnn reHepmpyeTcs LWymM, ecrnm
3HayeHne YCTAHOBIIEHO CIAULWIKOM  BbICOKMM. [nanasoH
3HayeHun ot 0 go 100.

[lamma

Hactponka «llamma  koppekumm» —  nopora  sIpKOCTU
n3obpaxenus. lopor ApkocTU M306pakeHus perynupyeTcs
yepes3 HENMHEWHbIN PEXUM PErynmpoBku, 4YTOObI YynyylwnTb
AVHaAMUYeCcKUn auanas3oH oTobpaxkeHunsa unsobpaxeHusi. Yem
bonblle 3HavyeHne, TeM spyYe usobpaxeHne CTaHOBUTCS.
IOwvana3zoH 3HadeHun ot O po 100. BwusyanbHO, npwu
BKIMIOYEHHON ramMma KoppekuuMn TeMHble obnactm kagpa
CTAHOBATCA BWAOHblI Nydlwe, HO KOHTPACTHOCTb  CBETIIbIX
Yy4aCTKOB CHMXaeTcsl.

3epkano

3epkanbHoe oTobpaxeHne n3obpaxxeHus.

[MepeBopoT

[MoBopoT M306paxeHus. [1o3BonseT NOBEPHYTb M3obpaxeHue
B 3aBMCUMOCTM OT cnocoba KpenneHnsi BUaeoKamepbl.

BknaOka «M306paxeHue: SKkcrnouyusi»

Bknagka «W3obpaxeHne: JIKcrnos3vuma» no3BonsieT KOHurypuposaTth,

KOpPEKTUPOBaTb NapameTpbl 3KCNo3nLMn n3obpaxeHus. MapameTpbl 3KCNO3NLNK

BNUSAIOT Ha APKOCTb, KOHTPACTHOCTL M LuBeTonepeaayvy nsobpaxeHuna. MHTepgenc

npeacrasneH Huxe (PUcyHok 7.29).
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+ M300paweqmne

b JKCMO3IMLMA

v lNogceeTka

» Banauc Genoro
+ [eHs/Hous

+ MK nogceetka

Mpodune Jevk
Mepauanue Ha ynage
Pexm  AsTo

30 unetp... () Bin. (8 Bhikn.

PucyHok 7.29 — Pexxum «ABTO» NognyHKTa MeHio «3o06paxeHune: DKCnosnums»

3Ha4YeHus napamMmeTpoB Mo BbiMagakwWwmM CrnCKaM TrpumBegeHbl HUXE

(Tabnuua 7.8).

Tabnuua 7.8 — 3HayeHMss napamMeTpoB noAnyHKTa MeH «W3obpaxeHue:

JKenos3numna»
HavmeHoBaHue 3HauyeHue
Bbi6op nepeyHd KOHoUrypupyembIx
napameTpoB MO NpefyCTaHOBKE  pexuma
Pfﬁﬁﬂm PesxuM 3KCno3mumn. 3Ha4veHns BblbupatoTcs
e ] 13 BbinagaroLulero cnucka: «ABTO»

(PucyHok  7.29), «[llpuoputer  auad.»,
«lpuopuTtet Bblgep.», YcuneHue «Bpy4dryto».

11250

1/1000 ~
1725

1/600

1/500

1/425

Bbi6op 3Ha4YeHus «Jlmmunt 3artBopa»
Npou3BoaMTCA U3 BbiMagawowero  Cnucka

Boloepxka | 3HavyeHun. 3Hauvenus: 1/1, 1/2, 1/3, 1/4, 1/6,
B 1/8, 1/12, 1/15, 1/25, 1/50, 1/75, 1/100, 1/120
i nT.Ao.
Bbi6op 3Ha4yeHus «BosBpaTt N3M.»
R NPOM3BOAMTCA M3 BbiMadalollero  crnmcka
e 2 BosspaTt nsm. - ]
3HaYeHUn. 3HayeHus: «BbIKI.», «5 MUH.»,

«15 MUH.», «1 4yacy, «2 4ac».

®dyHKUMK NnapameTpoB npuseneHbl HWXe (Tabnuua 7.9).
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Tabnmua 7.9- O&yHkumm napameTpoB [lognyHkta wMeH «W3ob6paxeHue:

AKeno3numna»

HanmeHoBaHue

PyHKLUUA

Pexunm

Pexnm «ABTO». [Ona pexuma aBTOMaTU4ECKOM
aKkcnosnuum obuiasi ApKocTb  M3obpaxeHuss 6yaget
aBTOMATUYECKM  perynmpoBaTbCs B COOTBETCTBUMU
C pasfMYHOM  SAPKOCTbKD  CLEHbI B HOpMasibHOM
JnanasoHe 3KCno3numu.

Pexum  «[lpuoputer gumadparmbel».  [Ouadparma
aKCnosnumm CbEMKM BbICTaBnseTcd BPYYHYIO,
napamMeTpbl BbIAEPXKM  9KCMO3ULUM  BbIMMUCAAKTCS
NpOLLECCOPOM aBTOMATUYECKM.

Pexnm «lMpuoputet BbIAEPXKN» Bblaepxka
9KCMo3nuum  CbEMKM BbICTaBnseTcs BPYYHYIO,
napameTpbl Anadparmbl 9KCMNO3ULUN  BbIMUCNAKOTCA
NpoLEeCccopoM aBTOMaTUYECKM.

Pexnm «YcuneHue» YcuneHume 3KCnosmumm CbeMKU
BbICTaBNAETCA BPYYHYK, napamMeTpbl Aunadparmbl
3KCMo3nymn BbIYNCNAKOTCSA npoLeccopom
aBTOMaTUYECKN.

Pexum «Bpy4Hyto» MO3BONSIET BPYYHYH BbICTaBMATb
3HaYeHUs BblOEPXKKN U anadparmbl.

Ouadparma

HacTtpownka anadparmel 06bekTnBa Buaeokamepsbl. [ns
HenpepbiBHON  paboTbl  BMOEOKAMEPbI B pexume
«ABTO» napamMmeTp yCTaHaBnMBaeTCs aBTOMaTUYECKU
NnpoLeccopoM BMaeoKamMepbl.

OKCNoKoppeKLms

HacTtpouka 3KCMOKOoppeKLnN. SKCrnokoppeKkumsa —
NPUHYOUTENbHOE BBELEHUE MNOMpaBKA B U3MEPEHHYIO
9KCNO3nLMI0 ONa KomneHcauum ownboK U3MepeHus.
[MapameTp MOXHO KOppPEeKTUPOBaThb B peXxnmax «ABTOY,
«[MproputeT guadparmbely, «prUoOpUTET BLIAEPXKKNY,
«YcuneHvmey.

YcuneHue

HacTporka MakcuManbHOro YCUneHus 3KCno3uuuu
CbeMKu. [lapameTp MOXXHO KOPPEKTUPOBAaTL B peXumMax
«Bpy4nyto», «YcuneHuey.
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HanmeHoBaHue PyHKLUUA

HacTponka BbIAEPXKKM IKCMO3ULMN CHEMKWU. 3HaAYeHue
BblbMpaeTcs M3 BbiNagaroLwero cnucka npeagycTaHoBOK
3Havyenun: 1/1, 1/2, 1/3, 1/6, 1/12, 1/25, 1/50, 1/70,
BhinepxKa 1/100, 1/120, 1/150, 1/215, 1/300, 1/425, 1/600,

1/1000, 1/1250, 1/1750, 1/2500, 1/3500, 1/6000,
1/10000, 1/30000 nT.A. MapameTp MO>XHO
KOppeKkTnpoBaTb B pexumax «Bpy4dHyto», «[lpuoputet
BblOEP.».

ABTOMaTM4eckoe BOCCTaHOBIEHNE 3KCMNO3nLUWN.
HacTtpowka BpPEMEHN [0 BbINOSTHEHUS
aBTOMaTUYECKOro BOCCTaHOBNEHUA 3KCMO3NLINN.
3HayeHne BbibUpaeTca U3 BbiNagalrLllero  Crmcka
NpeayCcTaHOBOK 3HAYE€HWUN: BbIKM., 5 MUHYT, 15 MUHYT,
1 yac, 2 vyaca.

Bosspat nam.

MNepeknioyaTens  BKMIOYEHUS/OTKITIOMEHUA  DYHKLMM
BbINOSIHEHMS MoOAdaBneHus LWwyma u3obpaxeHuns 2D
2D NR Knacc gunbTpaumen. Yem Bbllle YpOBEHb  «Kraccax»
nogaBneHna wyma unsobpaxeHus, TeM MeHblue
CTaHOBUTCS LWIYM n306pakeHuns.

[Nepekntoyateri  BKIMIOYEHUA/OTKNIOYEHUS  PYHKUMN
BbIMOSIHEHMS NodaBneHnss wyma usobpaxeHna 3D
3D NR Knacc gunbTpaumen. Yem Bblle  YpOBEHb  «Kracca»
nogaBneHna wyma wusobpaxeHusi, TeM  MeHblue
CTaHOBUTCS LWIYM n306pakeHuns.

Bknadka «UN3o06paxeHue: Nodceemkar

Bknagka «WM3obpaxeHnune: [loacBeTka» npegHasHadeHa Ans Bblibopa
NpedyCTaHOBMEHHOIO  pexuma  YHKUMM  KOMMEeHcauuMm  3agHero  CBeTa,
KOMMNeHcauun BCTPEYHON 3acBETKN. OTO MO3BONSET yNpaBnsaTb aBTOMaTUYECKON
perynmMpoBKON YCUNEHNSA U 3NEKTPOHHbLIM 3aTBOPOM HE MO BCEW Mnowaan akpaHa,
ano ero LUEHTpanbHOWM YacTW, 4YTO TMO3BOSMISIET KOMMEHCMPOBaTb WU3NULLIEK
OCBELLEHNS, MeLlalowWn BOCIPUATUIO  MN300paKeHNd. IKCNO3MUUK  BIIUSIOT
Ha SIPKOCTb, KOHTPACTHOCTb W uBeTonepegady u3obpaxeHus. WHTepdenc

npeactasneH HWxe (PucyHok 7.30).
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r M300paseHue

b SECMOZMLUWA

Mpodgmne Jevb
Pexum | WDR
=] (] [+] 50

v MNogceeTra

» BanaHc Genoro

b [eHs/HOUYL

» MK nogceeTra

PucyHok 7.30 — Bknagka «M3obpaxeHue: NoaceeTkay

PyHKUMM napamMeTpoB MO BbiMafalwolWmUM Cnnuckam MNpuBeLeHbl  HUMKe
(Tabnuua 7.10).
Tabnuua 7.10 — OyHkumMm napameTpoB [lognyHkTa MeHw «M3o0bpaxeHue:
NoacBeTka»
HanmeHoBaHue PyHKUMA
OyHKUMA KOMNeHcaunmnm OHOBOW 3aCBETKU N300paKkeHus.
OyHKUMA Buaeokamepbl MO aBTOMATUYECKOW peryrnmnpoBke
YCUMNEHMS MO LEHTpanbHOM 4acTu u3o0paxeHusa, 4To
no3BonisieT KOMMeHCcMpoBaThb U3NULWLEK  OCBELLEHUS,
MeLlaLWmMAn  HOpMarbHOMY BOCMPUATUIO  U300paXkeHus.
OyHKUMA no3BonseT msbexartb NepekriioyeHnss U3 pexunma
«HOYb» B PEXUM «AEHb» MPU KpaTKOBPEMEHHOW 3acCBETKE
doTtogaTymka B pe3yrnbraTe pe3Koro nepenaga
BLC OCBELLEHHOCTM W NONYYNUTb KavyeCTBEHHOe un30bpakeHune

Aaxe npu ycroBun, YTO OBBbEKT HaxoauTca Ha hoHEe SPKO
ocBelleHHoro y4acTtka. OOblMHO, Koraa e 3a 00bekToM
eCTb SpKMM CBET W HanpasfieH npsMoO B OO6bEKTUB,
TO AMadpparma cyxaeTcd, W OoObeKkT nepegHero nnaHa
BbIMMAAUT  TEMHbIM M pasMbiTbiM  Ha U300paxeHuw.
Bnaropapa dyHkunn BLC otBepctve pguadparmbl Bce
paBHO  OTKpbIBAeTCSA  LUMPOKO, TaK 4YTO  OOBbEeKThI
Ha nepegHeM nrfiaHe Mony4yarTCca CBETIbIMA U YETKUMU
Jaxke Ha oOHe ApKOro ceeTa.

BOLID

BOLID VCI-123 Bep.4 AUAP.202119.002 P3n ot 29.06.2023




BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 59

HavnmeHoBaHue

PyHKLUA

HLC

DYHKUMA KOMMeHcauum 3acBeTKN. ApKMe UCTOYHUKU cBeTa
(namnbl, MOHUTOPLI M T.A4.) NONaB Ha n3obpaxeHwe B nose
3peHnss BuaeoKaMepbl, NMPUBOAAT K OCNEnsieHno B Kagpe,
HepasnMyMMocTu aeTtanen B TeMHbIX yvacTkax. [ns Toro,
4YTOOblI AeTann B TEMHbIX TOHaX ObINWM ny4ywe pasfMynuMmbl
Heobxoaumo ybpaTtb 13 pacyeTta cpeHen APKOCTU AaHHble
MCTOYHUKN cBeTa. DYHKUMA KOMMEHCaUUn SIPKOM 3acBEeTKU
MacKMpyeT spKMe WCTOYHMKM CBeTa aBTOMaTU4EeCKOW
MacCKOMW.

WDR

AnnapaTHo-peanusoBaHHas doyHKUMA pacLwunpeHns
AVHaAMWYeCcKoro [guanasoHa mMaTtpuubl A1 KOMMeHcauuu
doHOBOW  3acBeTkM  um306paxeHnda. PyHkums  WDR

nossonser nosiyyartb BbICOKOE Ka4yeCcTBO
BuageomsobpaxeHnss npu  noboOM nepenage  ypoBHEN
OCBELLUEHHOCTW. [Nokas3aTtenb WDR n3mepseTcd

B Aeumbenax (ab). OH paccunTbiBaeTCA Kak OTHOLUEHUe
OCBELLIEHHOCTM CaMOro SIPKOro M caMoro TYCKIoro o6bekTa,
Haxo4daWMXca B CUueHe BuaeoHabnwogeHus. BenuyuHa
mMacku perynumpyetca (PucyHok 7.31)

Bbikn.

OTkntoyeHne pyHKUUM OOHOBOM 3aCBETKM.

Pexam | WDR
= (] (] 50

PucyHok 7.31 — Hactponka BernieynHbl mackn « WDR»

Bknadka «U30bpaxeHue: banaHc 6enoz2o»

Bknagka «MN3obpaxeHue: banaHc 6enoro» npegHasHayeH onsi HACTPONKM

GanaHca 6enoro uBeTa, Korga CHUMMaeMbli Buageokamepow OGenbii npeamet

nmeeT Ha U30BpaxkeHUn XenTbln, CUHEBATLIN UK Apyrue OTTEHKM (HO He Benbin).

OTO HecooTBeTCcTBME 6€enoro uBeTta Ha M3obpaXXeHUU BbI3BAHO OCBELLEHUEM

n Tpebyet HacTpomkm GanaHca 6enoro upeTta. MHTepdenc npencraBneH Huxe
(PucyHok 7.32, PucyHok 7.33).
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Npodgwune JeHe
P Pexum

b JKCNOSHLWNA

HatypaneHwii

v MogcesTka YNWYHOE OCBELEHWE
Ha ynuue

Regional lNonssoeat

r JeHs/Hove

» MK nogceetea
PucyHok 7.32 — Bknagka «3o06paxeHue: banaHc 6enoro»

BOL!D QLT ® &= v A E’

V IP Bupgeokamepa Ycnosus Mpotunu
 m
Bupeo

» CeTb » W3oBpaxexue

M Bpyuye |4
P CobuiTus £ Ralan, ot » DKCNOAMLMA

YposeHs kpac... [—] 62
i > Torcsema YposeHs chxero [—] 28

» [ens/Hous

P 3anuck u xpaHeHue

P Cucrema

P WHdpopmauus

» UK noaceetxa

[I’loymonuaumo H OOHOBUTL H CoXpaHuTs J

PucyHok 7.33 — HacTpownka pexuma banaHca 6enoro «Bpy4Hyto»

3HayeHnss pexmmoB OGanaHca 6enoro no BbiNagawolWMM  ClUCKaM
npuBeneHbl HUXe (Tabnuua 7.11).

Tabnunua 7.11 — 3HadeHunsa pexumoB [lognyHkTa MeHo «WM3ob6paxeHne: banaHc
6enoro»

HanmeHoBaHue 3HayeHue
KomneHcauus B Kagpe BblIGOpoM nyJwero
ABTO 13 NnpeaycTaHOBOK pexnmoB 6anaHca 6enoro ¢ 4opaboTkou
A0 ONTMMarbHOro.
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HanmeHoBaHue 3Ha4vyeHune

KomneHcaums B Kkagpe OCBELIEHUSI OT UCKYCCTBEHHOrO

BHyTpun nom.
cBeTa BHYTPU KOMHATbI.

KomneHcaums B Kkagpe OCBELLEHUSI OT UCKYCCTBEHHOrO

BHe nomeLwlenuns
CBeTa BHE NMOMELLEHUS.

ABTOMaTUYeCKasi KoMneHcaumss 6enoro LBeTa B npegenax

ATW Temnepatypsol ueta 1800 K ~10500 K.

KomneHcauus B Kagpe ocCBEeLWEHNA OT CB€Ta HaTpueBbIX

CopauveBble namMmnebl
amn.

EcTtecTBeHHbIN KomneHcauma B Kagpe OCBeWeHUst OT eCTECTBEHHOro

CcBeT cBeTa.
Yrnn4yHoe KomneHcauusa B Kagpe ocBelweHnA OT YIIMYHOIro BeYyepHero
ocBelleHne cBeTa.

KomneHcauns B Kagpe OCBELLUEHUS PYYHOW pPeryrnmpoBKOM

BpyuHyto GanaHca KpacHoro n cuHero useTtoB (PucyHok 7.33).

Bknadka «N3o06paxeHue: [JeHb/Ho4Yb»

Bknagka «WM3obpaxeHune: [NeHb/Houb» no3Bonsetr KoHUrypmpoBaTb
HaCTPOWKM aBTOMAaTUYECKOro nepeknoyeHnsa pexmmon «deHb/Houb» NHTepdenc
npeacrasneH Huxe (PUcyHok 7.34).

Buaoeokamepa no3sonseT KOHJourypupoBsaTtb SJTEKTPOHHbIN
n mexaHundeckmn WK-counbTp Buaeokamepbl. ITOT dunbTp obecneumnBaeT (B
YCNOBUSIX OTCYTCTBMSI UM HU3KOW BHELUHEW OCBELLEHHOCTU BUOEOCHEMKM)
nonyyeHMe [OCTATOMHO YEeTKOro, pAeTanbHOro wusobpaxeHus. PunbTp TUNA
«ICR» — aT10 ontnyeckun WK-cunbTp, pacnonoXeHHbln nepen Matpuuen
BuaeoKkamepbl 1 MeXaHUYECKU CABUraeMblin YCTPOMCTBOM MpUBO4Aa BUOEOKaMepbI.
B oHeBHOe Bpems unbTp caBuraetca ONA  YCTpaHeHUs HexenaTesibHbIX
3aPeKToB, BbI3BAHHbIX  WHJPaAKpacHbiM  unanydeHvem. PunbTp  TUNa

«ONEKTPOHHbLINY» NCMONb3YeT NPOrPaMMHYH KOPPEKLUIO N306paxeHust.
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Mpodgwuns JeHk
v Mz00pamexue
Pesxm
b JKCNO3WLIMA BET
Y4B
» MogceeTER AETO

¢ BanaHc Denoro

r Jetb/Houw

v MK nogceetka

PucyHok 7.34 — Bknagka «M3obpaxeHune: [eHb/Houb»

3Ha4veHus napamMeTpoB Mo BbiNagawLwnM CrMUCKaM npuBegeHbl HWXe

(Tabnuua 7.12).

Tabnuua 7.12 — 3HayeHna napameTpoB [lognyHkTa MeHio «W3o00paxeHune:

[eHb/Houb»

HanmeHoBaHue

3HavyeHue

Pexunm

«4/b» — noctosiHHass  (He  oTkMYaemasn) paboTa
NK-punbtpa. Chemka B 4UepHO-6enom uBseTe.

«ABTO» —  aBTOMATMYeCKM  OTKOYaeMas/Bkrovyaemas
pabota WK-punetpa» Cbemka B 4epHO-Oenom uBeTe
N B NOSIHOM LBETE.

YyBCTBUTENBHOCTL

UyBCTBUTENBHOCTL AdaTyMka CBeTa MO NEPEKSTIYEHMUIo
MeXay UBETHOW U 4YepHO-6enon CbeMKOM M306paKeHUN.
[MpenyctaHoBneHbl 3HadeHus: «Huskum», «CpegHumny,
Bbicokun». YnpasneHne 4yBCTBUTENbHOCTBIO OOCTYMHO
TONbKO B pexume «ABTo» pabotbl MK-dounbTpa.

3agepxka

3agepxka nepeknovYeHnsa Mexay LBEeTHbIM N YepHO-6enbim
n3obpaxeHunem. lNpegycTaHoBneHbl 3Ha4YeHuns: 2 ¢, 3 ¢, 4 ¢,
5¢,6¢,7¢,8¢,9¢c,10c.

BknalOka «M306paxeHue: lNpoxekmop»

Bknagka «W3obpaxeHue: [MpoxeKkTop» MO3BOMASET KOHMUrypupoBaTb

HaCTPOWMKN paboTbl MHGPAKpPaCHOW NOACBETKN BUAEOKAMEPLI MO TPEM peXxumam,
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AN OCyLeCTBeHMs BUAEOHAOMN04EHNS B YCNOBUSAX HU3KON OCBELLEHHOCTMU.
NHTepdenc KoHGUrypmpoBaHus Hactpoek padotel NK-noacseTkn Buaeokamepbl

npeacrtasneH HWxe (PucyHok 7.35).

NMpoduns Iﬂ'e”b ll
e Pexum v

» 3Kenosuuna Bpy4H.

ABTO
» MNoaceeTka Bbikn.

» banaHc 6enoro

» [eHb/Houb

PucyHok 7.35 — Bknagka «/306paxeHue: MNpoxeKkTop»

Pexnm «ABTO» — aBTOMaTmyeckoe BkniodeHne WK-noacesetkn ans
OCYyLLEeCTBNEeHUs BuOeoHabnogeHns B YCNoBUAX HE4OCTAaTOYHOW OCBELLEHHOCTH.

Pexunm «Bpy4yHyto» — pydHOE KOHMUIrypupoBaHWE 3HAYEHUS SPKOCTU
ceeTa VK cBeToanoaoB BMAEOKaMEpPHI.

Pexum «Bbikn.» — oTkntodeHune pabotbl MK nogceeTkn Buaeokamepbi.

Bknagka «lMpodcunu»

Bknagka «lpodovnu» npeaHasHavyeHa onsg KOHOUrypmpoBaHUSa YCTaHOBOK
cyToyHOM (24 4acoBoW) nocCnegoBaTeflbHOCTUM  MPUMEHEHNA  OMTUYECKMX
npocunen B pabote Buageokamepnbl. WHTepdenc Bknagknm  «lMpodpunm»

npencrasneH Hmxe (PUcyHok 7.36).

IP-kamepa S w e A E’

¥ HacTtpoika kamepbl N3zobpaxeHue Mpodunu
» WMaobpaxenwe
Mpodmnu () OcHoeHoii (@) Bceepema () Pacnucanue () [Jdeds/Hous
Buaeo | J
Beerga NeHb “
p Cetb
» CobeiTRA l Mo ymony. ” QBHOEMTE H CoxpaHuThb

P 3anuck U XpaHeHHe
p Cucrtema

> WHdopmauun

PucyHok 7.36 — Bkrnagka «[podpunny
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7.5.1.2 MoanyHKT MeHio «Bnaeo»

MoanyHKT MeHo «Buageo» npegHasHayeH ans nNpocmoTpa U ynpaBneHus
napameTpamu opMUpyeMbIX Kamepon BuaeoaaHHbIX. [oanyHKT MeHo «Buaeo»
CTPYKTYPHO UMeeT nATb BKMagoK nnd  HeobxoaMmoro KOHuUrypupoBaHUS
(PucyHok 7.37).

IEI=I"I=] iP-kamepa D @ z A I

¥ Hactpolika kamepbl Bupeo CHUMOK HanoxeHue ROI MNyTb

WzobpakeHune

P Cetb

P CobBeiTHA
P 3anuck U XpaHeHue
P Cuctema

b WUudopmauun

PucyHok 7.37 — NognyHKT meHio «Buaeo»

Bknagka «Bugeo» cnyxut ans  KOHUrypupoBaHusi napameTpoB
dopMupyembiX  BUMAEOOAHHBIX  OCHOBHOMO U OOMNOSHUTESIbHOMO  MOTOKOB
BUOEOCHEMKW.

Bknagka «CHUMMOK» CRyXUT [ONA  KOH(UrypupoBaHuUs napameTpoB
KayecTBa CHMMKOB, (hopMMpyeMbIX NMOTOKOB BUOEOAAHHbBIX BUOEOCHEMKMN.

Bknagka «HanoxeHue» cnyxmt Ona KOHUIypupoBaHUS napamMeTpoB
HanoXeHUsa TemMaTU4YecKoM BCnomoraTesibHoOM MHdopMauum Ha Kagpbl MOTOKOB
BMOEOAAHHbIX  BUOEOCBbEMKM  ANA  MH(OPMAUMOHHONO  COMPOBOXOEHMS
KOHTPOSIMPYEMOW BUOEOCHEMKM.

Bknagka «O6nactb HabnwogeHua» CRyxut AOns  KOHUrypupoBaHus
Ha n3o0paXeHnn BMOEOCHLEMKN crneuunanbHbiX rpaduyecknx obnacrten 30H
ocoboro umHTepeca, KoTopble OyayT nepegaBaTbCsl B Tpaduke C NOBbIWEHHbBIM
Ka4eCcTBOM, NpM 9TOM OCTallbHble 30Hbl NPOCMOTpa OyayT nepegaBaTbCs

C 3aHKEHNEM KadecTBa MHAopMaLMn.
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Bknagka «[llyTb» CnyXuT Ons KOHUIYPUPOBaAHUS CUCTEMHOMO MNyTw
Ha KOMMNbIOTEPE  XPaHEHUSI  KOHTEHTa  POPMUPYEMbIX U COXPaHEHHbIX

BUAEOAaHHbIX BUOeoHabnoaeHus.

Bknapgka «Bungeo»

Bknagka «Bwugeo» npegHasHavyeHa ONs KOHPUIypupoBaHUSI YCTAHOBOK
BugeonapamMeTpoB OCHOBHOIO UM ABYX [OOMOSIHATENbHbIX BWOEO MNOTOKOB,
dopmMmunpyemMbix Buaeokamepon. HTepdenc no KoOHPUrypmpoBaHuio napameTpoB

npencraeneH Hmxe (PncyHok 7.38).

IR paneps. @ A P
¥ HacTpolika kamepsl Bupeo CHUMOK Hanokenne ROI Myt
Waobpamenme

HeneseRneree e

» Cets ¥ Brn.

» CoGeiTna Cxarue H.264 v Cratne H.264 v

P 3anucek K xpaHeHwe Smart kogek BbIKN. (v Paspewenne 704*576(D1) v

P Cuctema Pazpewetine 1920*1080(1080P) || Hacrota kappos, We |25 v

» Wncpopmauun “YacToTa kaapoe, K lﬁ Tun Gutpeiita CBR v
Tun BuTpeiita CBR ﬂ [unasoH snavenuid  256-2304K6ic
[unazoH sHavenuin  1792-6144K6ic Burpeitr 1024 v | Keile
T [a0ss vk Wsrepsan | kagpos | 50 (25~150)

WhTepean | kappos 50 {25~150)
HacTpoiiku

BognaHoi 3Hak DigitalCCTV

[ Mo ymony. H OBHoBMTL H Coxpahute 1

PucyHok 7.38 — Bknagka «Bugeo»

OyHKUMM 1 OMana3oHbl  3HAYEHUN NapaMeTpoB MNPUBEOEHblI  HUXE
(Tabnuua 7.13).

Tabnuua 7.13 — OyHKUMM N Ananas3oHbl 3HAa4YEeHU NapamMeTpoB BKNaakm «Buoeo»

MapameTp PyHKUUA
Bkn BkntoyeHne/oTknNioyeHne  OONOMHUTENBHONO  MoToKa
' BUAEOHabnoaeHus.
Pexnm koganmpoBaHUsa KOHMUIypnpyemoro yctaHOBKaMu
BuaeonoTtoka. 3HayeHune napameTpa: «H.265» — kogek
Cxatune H.265, «H.264B» — kopek H.264B, «H.264» — kopek
H.264, «H.264H» — kopek H.264H, «MIJPEG» — kopek
MJIPEG
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MapameTp PyHKLUUA
[MnkcenbHoOe paspeLleHne Kagpa
Pa3pelueHve 1080P(1920x1080)/SXGA(1280x1024)/

1,3Mn(1280x960)/720P(1280x720)

UactoTta kagpos

YactoTa KagpoB B CekyHOy. 3HayeHusa napameTpa
B AnanasoHe ot 1 go 30 c warom 1.

Tun butpenta

Tun nepegaym OaHHbIX.

3HaveHnsa napametpa: «llocTosHHbINY — CBR 6Gutpent
nepegayn padHbolx, «llepemeHHbln» — VBR Outpent
nepenayn gaHHbIX.

KayectBO

KauvectBo nepemeHHoro (VBR) Tuna nepegayn gaHHbIX.
3HayeHuns napameTpa B gnanasoHe oT 1 4o 6 ¢ warom 1.

3HayeHne «6» COOTBETCTBYET JlyylleMy KayecTBy
nepemeHHoro (VBR) Tvna nepegayv gJaHHbLIX.

NHTepBan | kagpos

NHTepBan |-kagpoB (ONOpHbIX KagpoB) BblbupaeTc
B 3@aBUCUMOCTM OT YacCTOTbl BO3HUKHOBEHUS [OBWXEHUS
B B1aeoun3obpakeHum

BoasaHon 3Hak

cnonb3oBaHue BOAAHOIO 3Haka no3BonsieT 06HapyXntb
drakT nsmeHeHnsa Bnaeo. BoasHom 3HaK MO yMOMYaHUIo —
Digital CCTV. B kayecTBe cuMmBOMa BOASHOrO 3Haka
MOXHO WCMOMb30BaTb TOMbKO UMdpbl unn  BykBbl —
He bonee 128 3HaKOB.

Bknaaka « CHUMOK»

Bknagka « CHUMOK» npeaHasHaveHa Ans KOHUrypupoBaHUs napameTpoB

dopmupoBaHus Buaeokagpa. VIHTepdenc no KOHUrypupoBaHUK napamMmeTpoB

npencrasneH Huxe (PucyHok 7.39).

CDyHKLI,I/II/I N amanasoHbl 3HaA4YEeHUN napamMeTpoB npencrtaBrieHbl HWXe

(Tabnuua 7.14).
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BOLID IRt LT

S @

¥ Hactpo#ka kamepel

Mzobpaxenne

P Cetb

P CobeiTHA
P 3anuce ¥ XpaHeHue
P Cucrema

> Undopmauun

A P

Buaeo CHuMOK Hanoxenune ROI MyTs
Tun [Mocr. v
Pazpewenune 1080P (1920*1080)
KauecTteo |5 (v
WHTepean I 1Cek. ﬂ

l Mo ymonu. l l OBHOBMTE I l CoxpaHuTe

PucyHok 7.39 — Bknagka « CHUMOK»

Tabnuua 7.14 — @OyHKUMM ¥ AnanasoHbl  3HAYEHWW MapamMeTpoB  BKMAOKW
«CHUMOK»
MapameTp PyHKUMA
Bo3MoXHbI ABa pexxmma CoXpaHeHUA CHUMKOB:
«lMoCTOSIHHO» — NOCTOSAHHOE HenpepbiBHOE COXPaHeHue
Tun CHUMKOB U300paXeHns1 BUOEOCHEMKM;
«lMo cobbITUIO» — COXpaHEeHMe CHUMKOB W300paXxeHus
BWOEOCHEMKM  MPU  HACTYMAEHUU  KOHTPOSIMPYEMOro
CcobbITHS.
PaspelueHve [MnkcenbHOe paspelleHne umdpoBOro CHUMKA.
CnyxuT onga 3agaHusi YCroOBHOMO KayecTBa U300paXkeHus.
KauecTso NmeeTca LWeCTb OTHOCUTENbHLIX YPOBHEN. 3HavyeHUs
napameTpa B AgManasoHe oT 1 o 6 c warom 1. 3HadyeHune
«6» COOTBETCTBYET IyUlLIEMY Ka4yeCcTBY.
Cnyxut  ans  yCTaHOBKM  NEPUOAUYHOCTM  CHUMKA.
[MpenycTaHoOBEHHbIE 3HAYEHUS HaXOAWUTCS B AuanasoHe
lcpo7ccuwarom 1.
NHTepBan

Bulbop 3HauyeHuna «BpydHyto» pacwmpsieT  yCcTaHOBKY
3Ha4YeHns Ha guvana3oH 3HadeHun oTlc p[go 50000 c
Cc warom 1.
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Bknaaka «<HanoxeHue»

Bknagka «HanoxeHwe» npegHasHadyeHa Ona  KOHurypuposaHuA
3/IEMEHTOB HaNOXeHUs MoBepxX W300paXeHus BMOEONOTOKOB. HanoxeHwe
BbIMNOSIHAETCA 3reMeHTaMWn: KOHTEeKCTHad Hagnucb, CUcTeMHas Haanucb
n3anpetHas «Macka npuBaTHOCTM». WHTepdenc no KoHUrypmpoBaHuio
napameTpoB npeacrasneH Huxe (PucyHok 7.40, PucyHok 7.41, PucyHok 7.43,
PucyHok 7.44).

EI=I"J=] iP-kamepa @ dt A

¥ Hacrpowka kameps! Buneo CHumok Hanoxeuue ROI MyTo

Waobpaxenne
Ota @ om

» Vimsa kanana

> g aeo
» Cets

P CobbiTus » Bpemsa

P 3anucek u xpaHeHue » Obnacts

P Cucrema

» WHdopmauun

Ypanuts Bce Yganuts (Mnu HXMUTE NPABYIO KHOMKY MbILLM)

l Mo ymonu. ” ObHoBuTL ” CoxpanuTs |

PucyHok 7.40 — Bknagka «HanoxeHue»

R e @ @ WP A P
¥ Hactpoiika kameps! Bugeo CHumok Hanoxexue ROI MyTe
Waobpaxenne
O O

p Cete » Wms kanana

P CobuiTus » Bpems

p 3anuck u xpaHeHue » OBnacTs

» Cucrema

» Undopmauun

Ypaanute Bce Ypanuts (MW HOXMUTE NPaBYIO KHOMKY MbILLM)

[ Mo ymony, H OBHoBUTL H CoxpaHuTts I

PucyHok 7.41 — Bknagka «HarnoxeHue»: Macka npuBaTtHOCTU
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IP-kamepa S @ -

¥ Hactpoiika kamepsl Buaeo CHumok Hanoxenue ROI MyTs

W3aobpaxenne

| > Bageo | » Macka npusa.. O Bxn.  (®) Omxn.
p Cets Beepaute uma kanwana:
P Cobeitus » Bpems IPC

P 3anuck u xpaHeHue » Obnacts

» Cucrema

» Undpopmauun

l Mo ymony “ OBHosuTts I | Coxpanuts |

PucyHok 7.42 — Bknagka «HanoxeHue»: imsa kaHana

IP-kamepa ® w v A E’

¥ HacTtpoiika kamepsl Buneo

CHUMOK Hanoxexue ROI Myte
Maobpaxenue
> Bugeo » Macka npuea.. () Brn. () Oman.
bleen: » Wmn kanana [[] Mokazats Hegenio
P CobbiTusn

p Sanucb u XpaHeHue

» Obnacts
p Cucrema

» Uudopmaunn

{ Mo ymony. H OBHoBUTL H CoxpaHuts ]

PucyHok 7.43 — Bknagka «HanoxeHue»: Bpewms
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(BOLID JLETTETH @ T

¥ Hactpo#ika kamepbl Bugeo CHuMOK HanoxeHue ROI Myt
Waobpaxexne
> Bugeo » Macka npuea.. @© Brn. O Oma.

p Cetn » WA kasana Beegure TexcT:
P CobuiTus

» Bpems

P 3anucb u XpaHeHue

P Cucrema

» Undopmauusn

[nuHa TexkcTa

ICnpasa V]

[ Mo ymonu. H OBHoBuTL H CoxpaHute l

PucyHok 7.44 — Bknagka «HanoxeHne»: Obnactb

Bknaagka «O6nactb HabnwaeHna»

Bknagka «ObnacTb HabnogeHusa» npegHasHaveHa ans
KOH(pUrypmpoBaHus Ha n3obpaxxeHmn BnaeoHabnogeHns 30H BbICOKOM YETKOCTU

BuaeocbemMkn. VIHTepdenc no KoHUrypupoBaHuUio napamMeTpoB nNpeacTasrieH
Hwke (PucyHok 7.45).

IP-kavepa S @

¥ Hactpo#ika kamepbl Buneo CHumok Hanoxenue ROI Myms
Waobpaxenne

p Cets

P Cobeitus

P 3anuck v xpaHeHue
» Cucrema

P WHdopmauun

Ypanute Bce Ypanute (Mnu HaXMUTe NPaBYHO KHOMKY MbILIK)

[ Mo ymonu. H O6HoBMTL H Coxpanute ]

PucyHok 7.45 — Bknagka «Obnactb HabnogeHus»
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[aHHas dyHKUMA NpegocTaBnsieT BO3MOXXHOCTb MONb30oBaTEN0 caMoMy
yCTaHaBnMBaTb Ha M300paXeHMn B pasHbIX ydacTkax obnacTtu MOBbILLEHHOIO
KayecTBa BuaeoHabnwaeHus. BblgeneHHas obnacte kagpa 3anucbiBaeTcd
C MakcumarnbHbIM  Ka4yeCTBOM, a ocTanbHas 4acTb Kagpa U30bpaxeHus
3anncbiBaeTCcsl C MEHbLUMM paspelleHMeM. OTO 3HA4YUTESIbHO CHUXaeT 00beMm
3anucu  BUOEONoToka  BuaeoHabnwogeHnss 6e3  notepu  CyLLECTBEHHOM
Tematmyeckon wuHdbopmauum BuaeoHabnogeHna. [lpyumMeHeHne no3sonseT
CHM3UTb  0BbeM  XpaHuMMbIX  BuOeo3anuceu N pasrpysamtb  CETEBYIO
NHPaCTPYKTypy. PyHKUMA NO3BONSET OnTUManbHbiM 0OOpa3oM coyeTaTtb
HebonbLWON pasmep Tpadurka OT KaMepbl U BbICOKOE Ka4yeCTBO 3anncu Hambornee
Ba)XHbIX obnacTten naobpaxxeHus:.

Buaoeokamepa nogaepxmBaeT dopMupoBaHME Ha nsobpaxeHun kKagpa
no 4 obnacten, KavyecTBO KOTOPbIX MOXET OblTb pasfuMyHbiM B npegenax
NpeayCTaHOBIEHHbLIX 3Ha4YeHUn kadectBa oT 1 go6 cwarom 1 (4em Bblwe
3Ha4YeHne — TEM BblILLIE KQ4YE€CTBO BHYTPU 30HbI).

Ona cos3gaHus obnactu Ha usobpaxeHun kagpa BuaeoHabnoaeHus
HeobxoaMMo yaepaTb Ha U306paKeHUN «Mbilb» C HaXXaTOW NEBOW KNaBULLEN
Ha «MbIWKX» W OT 3TON NO3ULMUN TSHYTb «Mblllb BBEPX M BNEBO ANS CO34aHMS
npamMoyronbHon obnactu. CosgaHHyto 06nacTb MOXHO MO3ULUMOHHO YTOYHUTH
(M3BMEHNTL) BbLITATMBaAs €€ «MbIlbIo» 33 YrNoBble TOYKM 3TOM obnacTtu
(PucyHok 7.45).

Bknapka «lyTb»

Bknagka «[llyTb» npegHasHayeHa ONS KOHMUrypupoBaHWS YCTAHOBOK
9MIEKTPOHHbLIX  MapLUPyTOB  COXPaHEHUs W OOCTyna K apxmBy  OaHHbIX
B1aeoHabnoaeHuns. NHTepdgenc MO KOHOUIypupoBaHUIO napameTpoB

npeactasneH HWxe (PucyHok 7.46).
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[EI=I"[=) iP-kamepa S @ ' A ¥

¥ Hactpoilika kamepbl Bugeo CHUMOK HanoxeHune ROI MyTe
Waobpaxenne

CHumok C:\Users\lendel\WebDownload'\LiveSnapshot

3anuce C:\Users\lendel\WebDownload\LiveRecord
» CeTb

CHUMOK C apxMEa C:\Users\lendel\WebDownload\PlaybackSnapshot
P CobbiTUR

Bugeo ¢ apxuea C:\Users\lendel\WebDownload\PlaybackRecord
P 3anuck M XpaHeHue

Knune: C:\Users\lendel\WebDownload'VideoClips
» Cuctema

» WHcdbopmauma

Mo ymony H CoxpaHuTe ]

PucyHok 7.46 — Bknagka «[lyTb»

7.5.2 TyHKT MeHIO «CeTb»

MyHkT ™MeH «CeTb» no3BonseT ynpaensaTb 6a30BbIMM  CETEBLIMU

HaCTpOMKaMM BnaeoKaMepbl.
«TCP/IP»,

«Multicasty,

[MyHkT MeHo «CeTb»
«PPPoOE», «DDNS»,

«ABTopernctpauus», «802.1x», «QoS», «[lpoTokonbl poctynax». WHTepdenc

nveeT OAMHHaAUaTb MOAMYHKTOB:

«[lopT», «Emaily, «UPnP», «Bonjoury,

npencraeneH Humxe (PucyHok 7.47).

(BOLID 2T S @ ' A E’

P HacTtpoiika kamepil
¥ Cets

Mopt

PPPoE

DDNS

Email

UPnP

Bonjour

Multicast

ApTOperucTpauua

802 1x

QoS

MpoTokonkl gocTyna
» CobbiTha
P 3anuck M XpaHeHue
p Cuctema

» Wrndopmauus

PucyHok 7.47 — [NyHKT meHio «CeTb»

Kaxgblh  nognyHKT MeEHK OTKpblBAeT BKMaaKy KOHAUrypupoBaHus

COOTBETCTBYWOLLMUX MapaMeTpoB. CoxpaHeHme " nHnumnanm3auma napamMeTpoB

BKINagku BbIMNOJIHAETCA yepes MHTEePaKTUBHYO naHesb COXpaHeHun4d

N MHALUManu3aumm HacTpoek aTon Bknaakm (PucyHok 7.48).
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PucyHok 7.48 — lNaHenb COXpaHeHUs 1 MHUUuanu3auum HacTpoek

Ecnn

nnaHnpyeTcA

ncnonb3oBatb 6onee opgHomn

BUAEOKamepbl,

TO TpebyeTca CMEHUTb HadanbHbii IP-agpec msgenust Ha nwbon CcBOOOAHLIN

[10 NOAKMYEHM ApYrux Buaeokamep. [Ans nsmeHeHns IP-agpeca, Heobxoammo

nepenTn B NoANyHKT MeHto « TCP/IP».

7.5.2.1 NoanyHKT meHto «TCP/IP»

MoanyHKT MeHo «TCP/IP» npeaHasHadeH Ans npocMoTpa U ynpaBrneHus

napameTtpamu TCP/IP npoTtokosioB Buaeokamepbl. UNHTepdenc

Huxe (PucyHok 7.49).

OyHKUNK
(Tabnuua 7.15).

npeacraBneH
CI=TH[=] iP-kamepa D & A ¥
P Hactpoiika kamepel TCPNP
¥ Cets
Mms xocTa VCI-122
LD Cetesan kapra Mposoa(Mo ymony.) | v|
PPPoE .
Pexum (&) Cratwu. (O DHCP
DDNS
MAC Aapec bc 32 &f 3f i 62
Email
e IP Bepcua [ |
Bonjour IP anpec 192. 168. 71 . 118
Multicast Macka nogceTn 255 . 255 . 252 a
AETDPéI’ME“PE*NH Winios 192 168 68 1
802.1x Ocwoexoi DNS 8 8 8 8
QoS AneTepH. DNS 8 3 4 . 4
MpoTokone! gocTyna Brn ARP/Ping ansa IP agpeca
P CobeiTua
Mo ymonu H OBHOEHT ‘ [ CoxpaHute
P 3anuck U XpaHeHue
P Cuctema
» WHchopmauun
PucyHok 7.49 — NoanyHKT meHto « TCP/IP»
)
M anana3oHbl 3Ha4YeHUM nNapaMeTpoB TMpuBeaeHbl HUMXe

Tabnuua 7.15— OyHKUMM W AnanasoHbl 3HA4YeHUA nNapaMeTpoB MNOAMYHKTa

«TCP/IP»
MapameTp PyHKLMUA
CnyxuT ansa 3agaHust CETeBOro MMeHn yCTPOWCTBA.
Nmsa xocTa

MoopepxmBaetcsa Ao 15 cumBonos.

CeTteBas kapTa

ceTeBYIO KapTy AN KOHUIYpMpOBaHUS.

Mpn Hanuuun Heckonbkux kapT Ethernet mMoxHO BbibpaTb
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MapameTp PyHKLUA
BoamoxHbl aBa pexuma: crtatudeckun un DHCP. T[lpu
Bblbope pexuma DHCP, IP-agpec ©6yaoeTr nonydeH
aBTomatnyeckmn o1 DHCP-cepBepa, nonb3oBaTesibckoe
Pexunm 3agaHue IP/macku nogceTu/Wwno3a HEBO3MOXHO.
Mpn BbLIOOPE cTaTUYECKOro pexuma cnegyet 3adaTtb
IP/macky nogcetw/Luntos.
MAC Agpec OtobpaxeHne MAC-agpeca yCTponcTBa.
CnyxuT ansa seldbopa Bepcun npotokona IP (IPv4 unu IPv6).
IP Bepcusa o
BoamoxeH BbIbop IP-agpeca aTux ABYX BEPCUN.
Beegute cooTBeTCcTBYOWME UNDPLI, YTOObl M3MEHUTb
IP-agpec IP-agpec wn3atem 3aganTe COOTBETCTBYIOLLYHO MacKy

noaceTu 1 W03 no yMmosi4aHuio.

Macka nogceTu

YcTaHaBnvMBaeTCcs B COOTBETCTBMUN CO CTPYKTYPOW CETW.

LLinto3

CeTeBoNn WNO3 OOMMKEH HaXoOAUTbCA B OAHOM CErmMeHTe C
IP-agpecom.

OcHoBHoM DNS

IP-agpec cepBepa DNS.

AnbTepHaTUBHbIN

AnbTepHaTuBHbIn IP-agpec cepsepa DNS.

ansa IP-agpeca

DNS
Ncnonb3oBaHne komaHa ARP/Ping ans wnameHeHua wnu
3apaHusa  IP-agpeca  ycTtpouctBa, €CnuM  U3BECTEH
MAC-agpec ycTpoucrtsa.
Mepen BbINOSTHEHNEM cnegyet ybeomtbca
B NpUHaAfIeXXHOCTNn ceteBon Buageokamepbl U K kK ogHomn
Bkn. ARP/Ping | ceTu. 3Ta dyHKLMS BKMIOYEHA MO YMOMYaHMUIO.

MNMocnenoBaTenbHOCTb AEUCTBUIA CrieayoLas:

War 1. Tllonyunte IP-agpec,
Buageokamepy u NK 8 ogHom JIBC.

War 2: Onpepenute duanyeckun agpec YCTPOUCTBa
Nno HakKnewke ceTeBon BUaeOKamepsbl.

YyCTaHOBUTE  CETEBYIO
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MapameTp PyHKLUA

War 3: lNepengute B nHTepdenc 3anycka Run n BBegute
cnegyroLime KoMmaHabl:

arp —s <IP-agpec <MAC> ping —I 480 —t <IP-agpec>
Hanpumep, : arp -s 192.168.0.125 11-40-8c-18-10-11
ping -l 480 -t192.168.0.125

Lar 4: NepesarpyanTte yCTPOMCTBO.

War 5: [MoaBneHne B KOMaHOHOW CTpoOKe UWHpopmMaumm
«Reply from 192.168.0.125 ...» 03Ha4aeT npaBUSILHOCTb
BbINOJSTHEHHOW HACTPOMKN. 3aKponTe KOMaHOHYH CTPOKY.

War 6: Otkponte 6paysep u BBegute http://<IP-agpec>.
HaxxmuTte kHonky Enter, Tenepb BO3MOXeEH 4OCTY.

Mpn cmeHe IP-agpeca npousongeTt nepenoaknodeHne Beb-uHTepdenca

Mo HOBOMY afipecy.

7.5.2.2 NoanyHKT MmeHo «lMopT»

[MoanyHKT MeHK «MopT» npefHasHadeH Ond npocMoTpa W ynpasrieHUs
napameTpamMu MOPTOB MOAKMKYEHNA BuAeokamepbl. VHTepdenc npencrasreH

Hwke (PucyHok 7.50).

IP-kamepa @ @ & A P
» Hactpolika kamepsl MNopT
¥ Cetb
TCPIP Make. nogrmiouenmii | 10 (1~20)
> Mopr TCP Mopt <Y (1025~65534)
PPPoE UDP Mopt 7778 (1025~65534)
DDNS HTTP Mopt 80
Email RTSP Mopt 554
UPnP Mopt RTMP 1935 (1025~65534)

Halcy HTTPs Mopt 443
Multicast

l Mo ymonu. l l OEHoEMTE l l CoxpaHuTe
AsTopervcTpauma

802.1x
QoS

PucyHok 7.50 — lNognyHKT MeHto «l1opT»
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BHMMAHWE!
0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,

o 42323 aBNANOTCA crieyuanbHbiMM nopTamu. [lonb3oBaTenb He MOXeT
UX N3MeHATb. WM3beramte uMCNOMNb30BaHUS 3HAYEHUN MO YMOSTYaHUIO
OpYyrnx nopTos.

®PYHKUMM 1 gnMana3oHbl 3HaAYeHUW napamMeTpoB NpeacTaBfeHbl HUXe
(Tabnuua 7.16).

Tabnuua 7.16 — OyHKUMM W AManasoHbl 3HAYEHUA NapaMeTpoB MNOAMYHKTa
«lMopT»

MapameTp PyHKUMA

MakcnmanbHoe | MakcumanbHoe 4yncno NOAKITHOYEHUN ans ofHoro
KONIM4ecTBO ycTponcTtea. 3HayeHMe Haxoautcs B guvanasoHe oT 1 go 20
nogkntodeHmnn | (no ymonyanumio 10).

Hvana3zoH nopTtoB cocTtasnder 1025~65534. 3HayeHue
TCP lMNopTt no ymonyanuto 37777. BO3MOXHO BBECTU [OeUCTBYHOLLUN
HOMep nopTa NpuM Heo6xoaMMOCTN.

Hvana3zoH nopTtoB coctaBndeTr 1025~65534. 3HauyeHue
UDP lMopT no ymonyaHuto 37778. BO3MOXHO BBECTU [OeWCTBYHOLLUN
HOMep nopTa NpuM Heo6xoaMMOCTN.

[vanasoH nopta cocTtaBnsetr 1025~65524. 3HadeHune
HTTP MopT no ymon4yaHuto 80. BO3aMOXHO BBECTU OENCTBYHOLLUNN HOMEP
nopTta npuv Heob6xoaANMOCTH.

3HadeHne no ymonyaHuto 554. OcrtaBbTe MyCTbIM, ecnu
ncrnonb3yeTe HAaCTPOWMKY NO YMOMYaHUIO.

[Monb3oBatenu, ucnonbaywwume Quick-Time nnun VLC, moryT
RTSP Mopt BOCNPOM3BOANTL criegywowme dopmatbl. [Ans  KOHTpons
B peanibHoOM  BpemeHn B opmate URL  Tpebyetca
paboTatowmin B peanbHOM BpemeHu cepsep meana RTSP,
HOMep KaHana, Tun noToKa ABOWYHbIX curHanos B URL.
MoxeT notpeboBaTbCa MMS NOMb30BATENS M NAPOSib.

HdnanasoH nopta coctasnget 1025~65524. 3HayeHue

Mopt RTMP no ymonyaxHuto 1935.
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MapameTp PyHKLUUA

[MopT cBsA3n no npotokony HTTPS, aguanasoH coctaBndeT

HTTPS Mopt 1025~65534. 3HayeHne no ymonyaHumio 443.

7.5.2.3 NoanyHKT MeHo «PPPOE»
MoanyHKT MeHo «PPPOE» npegHasHadeH Ans BKKOYEHUS/OTKITHOYEHNSA
PPPOE aBTOpm3aumm pana ceteBon paboTbl Buaeokamepbl. WHTepdenc

MO KOHOUIypMpoBaHUIO NapameTpoB npencTasneH Huxke (PucyHok 7.51).

IP-xamepa @ @ ¥ A P
b IP BHOeOKaMepa PPPoE
¥ CeTk
TCRIP L] Bxkn.
Mopt Mons308aTent none
Mapon.

DDNS
Mo yMONYaHWIo || OGHOBMTL || COoXpaHiTL

SMTP{Email)
UPnP

Bonjour

PucyHok 7.51 — MNognyHKT meHio « PPPOE»

[na ncnonb3oBaHus npotokona «PPPOE» BBeaute B uHTEpdence ums
nonb3oBatend PPPOE noaknwyeHusa w napofib nonb3oBaTend, MNoJflyYeHHble
OT NpoBanaepa WHTEpPHeT-yCcrnyr, u paspewunTte BKN4YeHnem dyHkumo PPPOE.
CoxpaHuTe TeKylune HACTPOMKM U BbINOSTHUTE nepesarpy3ky YCTPOWCTBa, YTOObI
aKTMBMpoBaTb HacTpoumku. [locrne nepesarpyskm YCTPOMUCTBO COEAMHUTCSA
c Internet no npotokony PPPoOE. IP-agpec MOXHO nonyuYnTb B uHTepdence
ceTeBOro pAoctyna, B KonoHke IP-agpeca. Ecnn PPPOE Bkno4eH, cnegyet
3anpetutb UPnP.

Ob6paTtnte BHUMaHWE: HEOBXOOMMO CHadana BOWTWU B MNOAMYHKT MEHIO C
IP-agpecom Tekywiero yctpouctea. [OCTyn K KIMEHTCKOM CTOPOHE BO3MOXEH
yepes aToT agpec. Npu ncnonb3oBaHnn PPPOE Heobxoamnmo B nognyHkte TCP/IP
n3MeHnTbL napameTpbl |P-agpeca, mackum nogcetM u WI30B B COOTBETCTBUM

C napameTpamu, NpeaocTaBneHHbIMU NPoBanaepoOM.
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7.5.2.4 MoanyHKT MeHto «DDNS»
MognyHKT MeHio «DDNS» npegHasHadeH Ond npocMmoTpa v yrnpaBneHus
napameTpamu paboTbl BUOeOKamepbl C BHEWHUM cepBepoM  «DDNS».

NHTepdenc npeactasneH Huxe (PucyHok 7.52).

IP-kamepa S @ ¥ A P
P HacTtpolika kamepsl DDNS
¥ CeTe
TCPIP [ Tun NO-IP DDNS V|
Mopt Anpec dynupdate.no-ip.com
PPPoE OoMeHHoe UMA none
MNonk3ceatens none

Email Mapone esesesscssssssesssnss
UPnP Mepwon obHoBnernA | 1440 Mun.(1440~2880)

Bonjour

Multicast l Lio ypaomy, H Roucei: H CoxpaHuTs I

AsToperncTpauna

802.1x

PucyHok 7.52 — lNoanyHKT meHo « DDNS»
®PyHKUMN 1 OnMana3oHbl 3HaAYeHUW napamMeTpoB MpeacTaBrieHbl HUXe
(Tabnuua 7.17).

Tabnuua 7.17 — OyHKUMN 1 AnanasoHbl 3HAaYEeHU NapamMeTpoB MOAMNYHKTA MEHHO
«DDNS»

MapameTp PyHKUUA

Tun cepBepa DDNS. 3HayeHne napametpa: «CN99
DDNS», «NO-IP DDNS», «Dyndns DDNS», «Qick DDNS».
CopepxaHue 3Ha4YeHus:

«CN99 DDNS»: Server address: www.3322.0rg;

Tun
«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org;
«QUICK DDNS»: Server address: www.quickddns.com.
Anpec 3HadyeHne agpeca no ymonyaHutwo: «MAC address.

quickddns.com».

[lomeHHoe uma | CamoonpegensemMoe UM JoMeHa.

Monb3oBaTens | Vimsa nonb3oBaTens Ans BBOAa NPW BXOAe Ha cepBep.
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MapameTp PyHKLUA
Maponb Maponb nonb3oBaTens Ans BBoga nNpu BXo4e Ha cepBep.
MNepuon Mepuon obHoBneHna oT 1440 go 2880 MUHYT.
obHOBNEHMA

DDNS npegHasHadeH Ond coefuHEHUs pasrnyHbiX CepBEepOB B LENdxX
nofydeHns OocTyna K Bugeokamepe yepes cepsep. Heobxogmumo 3antm Ha cant
COOTBETCTBYIOLLEN CMYXObl ANA MONy4Y4eHUs1 [OOMEHHOro WMEHW W© anee
OCYyLWeCTBNATbL JOCTyn K cucteme 4depe3 gomeH. DDNS paboTtaet gaxe npu
cMeHe BHelHero IP-agpeca. Ecnu ycTponcTBO noakrntoyaeTcs K 6ecnpoBogHON
JNIBC, cnepyet 3anpetntbs UPNnP.

DDNS moxeT ucnonb3oBaTbCa ANS ANHAMUYECKOro OOHOBNEHUS CBS3U
Mexay nmeHem gomeHa Ha DNS-cepepe 1 BHewHUM IP-agpecom Bugeokamepbl
B cuTyaumn, korga IP-agpec yctponcTtBa MeHdaeTca yacTto. [NogkniodeHne DDNS
rapaHTMpyeT nosib3oBaTensM BO3MOXHOCTb MOLKMIOYEHUS K YCTPOUCTBY 4epes
AOMEHHOE NMA.

[Mocne 3anonHeHnsa nHTepdenca HaxmuTte «Tect» (PucyHok 7.53), 4ToObI
NOATBEPAUTL YCMELLUHYIO perncTpaunio AoMeHHOro umeHw. Ecnn ata nposepka
He BygeT ycnewHon, To HeobxooMMO NPOBEPUTH MNPaBUITLHOCTb 3anoSfIHEHMS
MHGOPMAaLNK O AOMEHHbBIX MMEHaX, OUUCTUTb «K3LWW» namaTb Bbpaysepa. Ecnu ata
NpoBepKka BbIMNOSIHEHA YCMNELWHO, TO napamMeTpbl HY)XHO COXpaHWUTb, HaXas
Ha KHOrKy «CoxpaHuUTby.

DDNS

(] Tun NO-IP DDNS
Anpec dynupdate.no-ip.com

LomeHHoe UMA none ﬂ

Mons3oBartents none

Mapons (111

Mepwop obHoeneHwA | 1440 MWH_(1440~2280)

|I'Iow.10nuan0 || CQDHOBWTH || CoxpaHnTb |

PucyHok 7.53 — lNognyHKT meHio « DDNS»: TecT
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7.5.2.5 MNoanyHKT MeHO «Email»

MoanyHKT mMeH «Email» npegHasHayeH Ona npocmoTpa U ynpasrieHUs
napamMeTpamMu HacTpOMKM paboTbl BUOEOKaMepbl Mo ceTeBoMy npoTokony SMTP
3N1EKTPOHHOM NoYThl. MHTepdenc npegcrasneH Huxe (PUcyHok 7.54).

SMTP

no O6Hapy)KeHVIPO Tpesorm WM UWHOINo0 KOHTPOJIMpyemMoro cobbITuS,

Mpn  ycTaHOBKE  MapameTpoB cepsepa  Buaeokamepa,
cpasy
OTNPaBUT 3MEKTPOHHOE coobLieHne nony4vartento Yepe3 SMTP cepsep, KOTOpoe

nony4aTesnib nony4mT npu Bxoge Ha SMTP cepsep.

IP-kamepa @ ;

Email

A ¥

» HacTtpoika kamepkl

¥ Cete

SMTP Cepeep none

TCPAP

Mopt MNopt 25

PPPoE [ Axonumro

DDNS Monszoeatens anonymity

>

2l Mapons SRR NBNRBNRIRRRIRRNNI

UPnP Agpec oTnpaenTens  none

Bonjour

LUntbposanue [TLS(pekomenayetca) [v|

Multicast

Tema ALARM + BnoxeHne

ApToperucTpauyma
302 1x Monyyarens
QoS

MNpoTokons gocTyna

» CobeiTnA

[] OmyerococtAnum  Mepuog oBHoenenna 60

Il

PucyHok 7.54 — lNoanyHKT meHo «Email»

Mun.(30~1440)
P 3anucek U xpaHeHue

» Cucrtema

» WHhopmaums [ OBHoEMTL

Mo ymonu l ’ CoxpaHute l

®yHKUMN 1 ananasoHbl HUXe

(Tabnuua 7.18).

Tabnuua 7.18 — OyHKUMK 1 ananasoHbl 3HAYEHU NapaMeTpPoB MOAMYHKTA MEHHO
«SMTP»

3HAYeHU napameTpoB nNpeacTaBneHbl

MapameTp

PyHKLUA

SMTP Cepsep

Beopg agpeca cepsepa.

MopT

3HayeHMe no ymon4daHuto paBHo 25. lNpu HeobxoanmmMocCTu
€ro MOXXHO U3MEHUTD.
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MapameTp PyHKUUA
[Mepekntovatenb ans pabotbl 6€3 aBTOopU3auumn Ha cepBepe
SNMP. ans cepBepoB C NoA4epXXKOon dyHKLUK
AHOHWUMHO aHOHMMHOCTWU  BO3MOXEH  aHOHUMHbLIM  Bxoa.  «bes
aBTOpM3auMmny» He TpebyeT BBOLA WMEHW MONb3oBaTeEnNs,
naponga u ceegeHnn od oTnpasunTene.
Mmsa nonb3oBartens y4eTHOW 3anucu cepBepa dNeKTPOHHON
[Monb3oBaTesnb
NOYThl.
Mapons [Maponb y4yeTHOW 3anucyu nonb3oBaTena A cepBepa
P 3NEKTPOHHOW NOYThI.
ec y
Anp ALpec 3MeKTPOHHOM NOYTbI OTNPAaBUTENS.
oTnpaBuTens
MoxHo BblbpaTb SSL, TLS unn He ncnonb3oBaTb AaHHYHO
LLndpposaHne
dyHkumo (PucyHok 7.55).
Tema Beoa Tembl coobuieHus.
Cuctema MOXeT OTnNpaBnATb KaPTUHKY MOMEHTanbHOro
«+» «-» CHMUMKa. «+» — [Oo00aBUTb BMOXEHUE, «-» — yOanuTb
BNOXeEHMe.
BBoa anekTpoHHbIX agpecoB e-mail nonyyatensa (He bonee
[MonyyaTteneb
Tpex agpecos).
OTtyer Ana paspelweHns aTon YHKUMKM HeobXoauMO YCTaHOBUTb

O COCTOAHNN

donaxok.

Mepuopg [Mepnog OOHOBNEHUA OTYEeTa O COCTOSIHUM COEOAUNHEHUsI C
oOHOBNEHUS SMTP cepsepom.

Cuctema aBTOMaTMYECKM OOHOKpPaTHO  OoTnpaBnseT

Email Tect cooOLLeHNe Ans NPOBEPKU COCTOAHUA coeamHeHus. epen

NPOBEPKOM cnegyetr COXpaHUTb  AaHHble  HaCTPOWMKMK

3M1EeKTPOHHOW NOYTHI.

SsL %

TLS

PucyHok 7.55 — lNoanyHKT meHto «SMTP»: lndpoBaHue
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7.5.2.6 MoanyHKT MeHto «UPNP»

MoanyHKT meHio «UPNnP» (Universal Plug and Play) npegHasHayeH ans
NpocMoTpa W yrnpasfeHna napamMeTpaMu HacTponkn paboTbl BuAeoKamepbl
B obwen ceTn— aBTOMaTMYecKasi HaACTpOMKa CeTeBbIX YCTPOUCTB B CeTAX
nepegadn  AaHHbIX.  WHTepdgenc npencrasneH Hwke  (PucyHok  7.56,
PucyHok 7.57).

BOL! D LRI @ @ ¥ A P
P HacTtpoika kamepel UPnP
¥ Cetb
TCRIP [ Ben. Pexum I Hunhsua.‘ﬂ Cratyc Qunbkal
Mopt Hauate nomck
DDNS
—_— ] HTTP WebService:TCP 80 8080 Ownbkal ra T
mal
| TCP PrivService:TCP 37777 37T Owmbikal
> UPnP
| UDP PrivService:UDP 37778 I7778 Owmbral
Bonjour vl RTSP RTSPService TCP 554 554 Ownial
AR 4 HTTPS HTTPSService: TCP 443 41333 OuwwBikal
AsToperucTpauma
802.1x
QoS

MpoTokonel gocTyna

Mo ymony H OBHOBMTE } [ CoxpaHuTs l

PucyHok 7.56 — NognyHKT meHtio «UPNP»

» CobeiTHA I

® Bkn. ) Beikn.
MpoTokon TCP
BHyTp.nopt 30
BHew. nopt 8080

| CK | ‘ QOTmexa |

PucyHok 7.57 — MognyHKT meHto «UPNP»: ameHeHne nepeHanpasBfieHnsa nopTos

UPnP nosBonser ycTtaHoBUTb cBA3b Mexay JIBC wu obwenoctynHom
ceTbto. B nHTEepdence MoxHO o6aBUTb, UIBMEHUTL UNKU yaanuTb anemeHT UPnP.
Ons UPNP Ha pasHbIX MapLupyTusatopax — cregyet oTkmounts UPnP.

Bkntouns UPNP, ceTeBas Bugeokamepa Oyaet nogaepxuBaTtb MNPOTOKON
UPnP. Ecnu cuctema UPNP BknoyeHa Ha Buageokamepe, TO B ONepaLMOHHbIX
cuctemax Windows ata Bugeokamepa OyneT HaxoOUTbCS MOUCKOM B CETEBOM

okpyxeHun Windows.
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7.5.2.7 MoanyHKT MeHIo «Bonjour»

MoanyHKT MeHio «Bonjour» npegHasHayeH gnd NpocMoTpa U ynpasrieHUs
napameTpamu paboTbl BMOeOKaMepbl MO CeTeBOMY NPOTOKony  Bonjour
MHoOroagpecHown cnyxobel DNS aBTOMaTnyeckoro obHapy>XeHUA CUCTEMHbIX CINyX0
n cepsucoB. VIHTepdenc npeacrtasneH HMxe (PucyHok 7.58).

Bonjour wu3BecTHa Kak CeTb CHYNEeBOM KOHwUrypaumen, Moxet
aBTOMaTu4eckn obHapyxueaTtb [1K, ycTtponctso u cepBuc B cetu IP. Bonjour
NcnonbL3yeT npoTokon IP ¢ NpOMbIWEHHBIM CTaHA4apToOM, 4YTOObl MO3BOMUTH
yCcTponcTBaM oOHapyxuBaTb ApPYyr gpyra aBTomaTuyeckn 6e3 BBoga IP-agpeca
nnn Hactpokn DNS-cepsepa. [locne Toro, kak dyHKUus Bonjour BKnroYeHa,
ceTeBble Kamepbl OyayT aBTOMaTU4Yeckn obHapyXeHbl B onepauuoHHON cUcTeMe
N KNMEeHTe,  KoTopble  nogaepxusatoT  Bonjour.  Koroa  Buaeokamepa
aBTOMaTM4yeckn obHapyxuBaeTcsa Bonjour, oHa oTobpaxaeT «W/msa cepBepay,

HaCTpPOEHHOE MNMosb3oBaTeENAMN.

IP-kamepa S @ A b
» HacTpoiika kamepbl Bonjour
¥ Cete
TCPIP Bl
MopT WA cepeepa 6G033CAPAGS2065
[FAFEE Mo ymony. ” OOHOEMTE H CoxpaHuTte
DDNS
Email
UPnP

PucyHok 7.58 — NoanyHKT MeHto «Bonjour»

7.5.2.8 MoanyHKT MeHto «Multicast»

MognyHKT  MeH  «Multicast»  npegHasHayeH Ans NpocMoTpa
N ynpaeneHnsa napameTpamn paboTbl BMAEOKaMepbl B paMKax Afisi OCHOBHOrO
N OBYX [OOMOSTHUTESNbHLIX BUAEONMOTOKOB MO CeTeBOMYy npoTokony «Multicasty,
npegocTaBnseT AO0CTyn K YrpaBreHWio MnapamMeTpaMu HacTpoMKM MNapamMeTpoB
rpynnoBon  paboTbl  Buaeokamepbl.  WHTepdenc  npeactaBneH  Huke
(PucyHok 7.59).
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IP-kamepa S @ A ¥

P HacTpoiika kamepsl Multicast

¥ Cete
TCP/IP OCHOBHOR NOTOK [lon. notok
e Bran. ] Bra
FHE Multicast agpec 24 1. 2 . 4 Multicast appec 24 1. 2 . 4
DDNS (224.0.0.0~239 255 255 255) (224.0.0.0~239.255 255 255)
Emal TMopT 40000 (1025~65500) MopT 40016 (1025~65500)
UPnP
Bonjour

[ Mo ymony ” OBHoBMTE ] [ CoxpaHuTs I

AgTopervcTpauma

802.1x

PucyHok 7.59 — lNoanyHKT meHo «Multicast»

MHoroagpecHbln  NpoTokosi  Multicast npegcraBnsier cobon  pexunm
nepegadn nMakeToB [AdaHHbIX. Ecnn cyuwecTByeT HECKONbKO BeayLluX Y3IiOB,
NPUHMMAKOLWNX OAMHAKOBbIE NaKeTbl [JaHHbIX, MHOroaZpecHbI MPOTOKOS
npeaocTaBnseT Hauy4Lyo BO3MOXHOCTb AS151 CHXKEHUS Harpy3ku kaHana un L.
Beaoywmin y3en-nctouHnK MOXET NPOCTO OTNPaBnsATb AaHHbIE ANS TpaH3uTa. JTa
YHKUMS TakkKe 3aBUCUT OT B3aMMOCBA3U YSIEHOB TPYNMbl U rpynnbl BHELUHUX
y3noB. [0nsa nonydeHus notoka nocpenctsomMm Multicast Heobxoomm Buaeonneep
AJ1 NOTOKOBOro Buaeo, (Hanpumep, VLC nnenep). 3anpoc noToka nponsBoanTCs
B cneaywouwem coopmarte: udp:// @IP:port npumep: udp://@ 224.1.2.4:40000.

PyHKUMN 1 OMana3oHbl 3Ha4YeHWW napaMeTpoB MpeacTaBrieHbl HUKe
(Tabnuua 7.19).

Tabnuua 7.19 — OYHKLUMKM 1 AManasoHbl 3HAYEHWI NapaMeTpoB NOAMYHKTa MEHH0
«Multicast»

MapameTp PyHKLUA

BkntoueHune/oTknoyeHmne doyHKLNK MHOroagpecHoro

Bkn. npoTtokona Multicast.

[nanasoH MHOroagpecHoro npoTokosa 224.0.0.0~
239.255.255.255.

3HayeHMe No yMon4aHuo ans OCHOBHOMo notoka — 224.1.0.0,
Ansa AONOSIHUTENBHOro NoToka — 224.1.2.4

Agpec Multicast

MopT MHOroagpecHoro npoTokona.
CeteBble noptel | OcHoBHOM noTok: 40000, gononHuTenbHbin notok: 40016,
ananasoH: 1025~65534.
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7.5.2.9 MNoanyHKT MeHro «802.1X»

MoanyHKT MeHo «802.1x» npefHasHadeH ONnA nNpocMoTpa WU yrnpasrieHUs
napameTpamu paboTbl BUOEOKaMepbl B paMkax AN OCHOBHOMO U ABYX
AOMNONHUTENbHbIX BUOEOMNOTOKOB Nno ceTeBomy NPOTOKOSY «802.1x»,
npegocTtaBnsaeT AOCTYn K yrnpaBneHuio napameTpamu 3awmnTsl
OT HeaBTOPM30BAHHOIoO JOCTYyNa K Buaeokamepe, K ID 1 pyHKUnamM Bugeokamepsbl.

NHTepdenc npencrasneH Huxe (PucyHok 7.60).

IP-kamepa S @ A ¥
> HacTtpo#ka kamepsl 802.1x
¥ CeTb
TCPIP .
Mopt ApTopuaayua PEAP v
PPPoE Monkzoeatent none
DDNS Mapons esssssssseseseRReRRl
sl Mo ymonu. H CBHoEMTS H CoxpaH1Te
UPnP
Bonjour
Multicast
AsTopervcTpauua

PucyHok 7.60 — NognyHKT MeH«802.1x»

IEEE 802.1x peanuayeT NpOTOKOM KOHTPONSA OOCTyna 1 ayTeHTudukaumm,
KOTOpbIA OrpaHvyMBaeT npaBa MNOOKIOYEHUA HeaBTOPU3OBAHHbLIX KOMMNbIOTEPOB
K ceTeBoMy |P-ycTponctsy Bugeokamepsl. [lpoBepdeTca Kaxgbli KOMMbIOTED,
KOTOPbIMA MbiTaeTCHa OTKPbITb MOpT IP-ycTponcTtBa Buaeokamepbl, nepen Tem Kak
TOT CMOXET BOCMNOSIb30BaTbLCA cepBucamu IP-yctponctea Bugeokamepei.

®PyHKUMM 1 OnManasoHbl 3HaA4YeHUW napamMeTpoB MNpeacTaBrieHbl HUXe
(Tabnuua 7.20).

Tabnuua 7.20 — OyHKUMKM 1 ananas3oHbl 3HAYEHUA NapaMeTpPoB MOAMYHKTA MEHHO
«802.1x»

MapameTp PyHKUMA

BkrtoyeHue/oTknoyeHne  (pyHKUMM  CeTEBOro  MNpoTOKona

Bl 802.1x.
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MapameTp PyHKLUUA

PEAP (Protected Extensible Authentication Protocol) —
3alUMLLEHHbIA  paclMpseMbld NPOTOKOST ayTeHTUdmKauum,
He NPUMEHdAET creuunarnbHblIX Mep ONS 3alnTbl CETEBOro
obmMeHa OaHHbIMW U npegnonaraeT, YTo PU3NYECKUA KaHan
CeTn 3aluWeH, CNYXUT ONns  YCUIEeHUA  CTOWKOCTMU
EAP-npoTokona nHgopmaumMoHHOM 6e30nacHOCTN.

AyTeHTudukaumsa

[Monb3oBatenb | JlormH aBTOPM3yemMOoro nosib3oBaTesis.

Maponb [Maponb aBTOpPU3yemMoro nonb3oBaTens.

7.5.2.10 NMoAanyHKT MeHO «QOS»

MoanyHKT MeH «QoS» npefHasHayeH And NPOCMOTPpa M ynpaBneHus
napameTpamu KayectBa paboTbl BMAeOKamMepbl B CETU nepeaayn [OaHHbIX.
NHTepdenc npencrasneH Huxe (PucyHok 7.61). QoS (Quality of Service) —
MexaHu3M ceTeBon 6e3onacHOCTM ANs  yCTpaHeHnsa npobnembl 3agepXKek
n oyepenen B mapwpyTtusauum cetun. ObecneymBaeT KavyecTtBO O6CNyXmBaHUA
ceTeBOW nepeaaym nHpopmaummn, cosgaeT yBenmyeHne nponyckHom cnocobHOCTH
ceTeBOM nepenaym, CnocobCcTBYET YMEHbLUEHMIO 3aEPXKEK B CETEBOWN nepeaade,

N YCTPaHEHUNIO NMOTEPU NMaKETOB nepeayn.

IP-kamepa S @ A E’

» Hactpoika kamepbl QoS5

¥ CeTe

TCPIP MpocmoTp 0 (0~63)

MopT Komanga 0 (0~63)

PPPoE Mo ymony. I l ObHoENTL l l CoxpaHuTh

DDNS

Email

UPnP

Bonjour

Multicast

ABTOperMcTpaLma
802.1x

[ > Cos
PucyHok 7.61 — NMNognyHKT MeHio«QoS»

PYHKUMKN 1 3HAYEHUs NapamMeTpoB npeacTaBneHbl HXe (Tabnuua 7.21).
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Tabnuua 7.21 — GyHKUMKM 1 AnanasoHbl 3HaYEeHU napamMeTpoB MOAMNYHKTA MEHH0
«QoS»

MapameTp PyHKUUA

3HaveHune HaxoguTca B agnanasoHe oT 0 go 63. MapLpyTtmsaTop
[MpocmoTp | Mnu komMyTaTop MOryT obecneumBaTb pasnuyaroLmecs cnyxoobl
AN pasnnyHbIX NaKeToB.

3HayeHue HaxoauTca B gunanasoHe ot 0 go 63. MapLpyTtumsaTop
KomaHga UM KOMMyTaTop MoryT obecneumBaTth pasnuyaroLmecs crnyxobl
AONS1 pa3nnYHbIX NaKeToB.

MapameTpel QOS [OOMKHbI COOTBETCTBOBAaTb CETEBOM  MONUTUKE
Ha MapLipyTusatope (ynpasndeMoM KOMMyTatope, nogaepxusatwowem QoS).
OTO — TexHonorus Ana yperynuposaHust npobnem 3agepxek U 6110KMPOBOK
B CETMW.

DSCP (Touka kopoa AanddepeHUMpoBaHHbIX YCNyr) 3ajaetcsa  ans
pasfiMyeHns NakeToB [AaHHbIX Tak, 4YTOObl MapLlipyTM3aTop WANM KOMMYTaTop
mMornn obecneunBaTb pasnuyarolmecs crnyxbbl ONg pasnuuyHbIX naketoB. Toraa
B6yaeT BO3MOXHO BbIOMpaTh pasfiMyHble ovepean B COOTBETCTBMM C MPUOPUTETOM
(64 ypoBHS npuopuTeTa) NakeToB W BblIOBMpaTb MPOMYCKHYK CNOCOOHOCTL ASs
Kaxxgon oyepen. Cambin HU3KMW ypoBeHb — 0, cambli BbICOKMM — 63. Takxke
BO3MOXHO OTKIOHEHWE OndA pasfinyHbIX CKOPOCTEN MPU CHUXKEHUWU MPOMYCKHOW

CNOCODHOCTU ceTw.

7.5.2.11 NMoanyHKT MmeHto «lpoToKosnbl AocTyna»

MoanyHKT MeH «[1poToKoNbl AOCTyna» npedHasHadeH Ans npocmoTpa
N ynpaBfeHna napameTpamMu HaCTPOMKW  yOaneHHoOro [JOocTyna C MOMOLLbIO
cepsuca P2P,skntoveHusi/oTknodeHna ONVIF  aBTopusaumm  yCTpPOWUCTBA,
nepegadn NOTOKOBOro BUAEO C Buaeokamepbl no npotokony RTMP. UHTepdenc

npeacrtasneH HWxe (PucyHok 7.62).
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IP-kamepa ® &= s A ¥

» Hactpoiika kamepi! P2P ONVIF RTMP
¥ Cetb
TCP/IP
Mopt
PPPoE
DDNS
Email
UPnP
Bonjour
Multicast
ABTOperMcTpauna
802.1x

QoS

PucyHok 7.62 — NognyHKT MeHto «lpoTokonbl goctynax

Bknapgka «P2P»

Cepsuc P2P (Peer-to-Peer, ogHopaHroBasi ceTb) No3sBonsieT 6bIcTpo u 6e3
CNOXHOW HACTPOMKM MOAKNIYUTL K Bugeokamepe komnbtotep ([K)  wnn
cmapTdoH. P2P no3BonseT yganeHHo NoakniyaTbCs K N3genuvio Yepes MHTEpPHeT
C MOBUIbHbIX ycTponcTB U MK B ycnoBmsix OTCYTCTBUS BHELUHEr0 CTaTU4eCKoro
IP-agpeca (PucyHok 7.63).

Onsa aktmBauum cepBuca Haxmute «Bkn.», «CoxpaHutby, «OBHOBUTbLY.
Ctatyc m3ameHutcsa Ha «OnnanH». [lpyn Haxatum kHornku «CoxpaHuTb» Bce
N3MEHEHNA NPUMEHSTCA aBTOMaTM4YeCckn 6e3 nepesarpysku.

MeToabl MNOAOKIOYEHUS K Buaeokamepe 4epe3 cepBuc P2P onucaHbl

B pasgerne 9 HacTosiLero pykoBoACTEa.

=I=Tu[=] IP-kamepa S @ & AP
P Hactpoiika kamepsl P2P ONVIF RTMP
¥ Cete
TCPIIP LB
Mopt Mocne exntoueHnA GyHKLUMK 1 NoAKMOYEHUA K ceT WHTepHeT Mel Bygem cobupate
PPPoE Takyr wHdopmayno ob yeTpoiicTee, kak IP-agpec, MAC-agpec, uma W cepuitHeii
Homep. CobpanHan nHbopMaLmMA MCNoML3YETCA MCKIKYNTENEHO ANA YAINEHHOM
DDNS
AocTyna K ycTpodcTey. Ecnu Bel He cornacHel BRKNKYATE 3Ty dyHKUMI0, yoepuTe
Er=l Aok B none.
UPnP
Bonjour Cratyc He B cetn
Multicast SIN BGDB3ICAPAGI2065

ABTOpErMcTpaumMa QR rog
802.1x
QoS

> lNpoTokonsl AocTyna

P CobkiTha

[ Mo ymony ] [ ObHOBUTE ] l CoxpaHuTh

PucyHok 7.63 — Bknagka «P2P»
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Bknaaka «ONVIF»

Bknagka «ONVIF» npegHasHadyeHa ans BknoveHusi/oTknodeHna ONVIF
aBTOpM3aunn Bngeokamepsbl. IHTepdenc npeacrtasneH HUxe (PUCYHOK 7.64).

ONVIF - 9a10 ceteBon npotokon. CTtaHOoapTHblE Uenn TUMNOBOro
npumeHeHna ONVIF — 370 cBgA3biBaHMEe paboTbl B rpynne ceTeBblX YCTPOWCTB
OT pa3HbIX NpPon3BOLAUNTENEMN.

B cootBetcTBMM  CO cBOMMW  (DYHKUMOHASIbHBIMU  BO3MOXXHOCTAMU
Bugeokamepa C BkrtodeHHbIM  ONVIF  ucnonb3yeT Heobxoaumble TUMNOBbIE
ceteBble npodunnn ONVIF.

«S-npodounb» nogaepXmBaeT MOTOKOBOE ayamo U BUOEO, yrpaslieHune
napameTpamu NOToKa N306paXeHNn 1 BELLLAHWS;

«C-npodunb» nogaepxvsaet curHanusaumio, B610OKNMPOBKY,
pa3dnoKMPOBKN NOMELLEHUN U T.MN.;

«Q-npochunb» nogaepkuBaeT YNpPOWEHHbIE MEXaHU3Mbl HaCTPOWKK
YCTPONCTB, OBHOBMNEHMsS MPOLUMBOK, paclumpeHHon 6GesonacHoctn, NTP, SSL,
MOHUTOPWHT;

«G-npochunb» nogaepxuveaet B3aMMoencTeme C ceTeBbIMU
Bugeopeructpatopamm NVR, cuctemamn ynpasneHna 3gaHusamm v PSIM
(komnnekcHasa cuctema 6e3onacHOCTH), ynpaBfieHUE N KOHTPOSIb 3annUcu AaHHbIX,
nepegaya aygmo u meta-mHopmaumnu.

IP-kamepa S @ A ¥

» HacTpoiika kamepbl P2P ONVIF RTMP

¥ CeTe
TCPIP AsTopuzauma @ Ben ) Boin.

Mopt Mo ymony I ’ ObHoBUTE ‘ [ CoxpanuTs

PPPoE

DDNS

Email

UPnP

Bonjour

Multicast
ABTOperucTpaLma
802.1x

QoS

PucyHok 7.64 — Bknagka « ONVIF»
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Bknagka «RTMP»

Mpotokon «RTMP» npegHasHayeH AOns nepefayvM MOTOKOBOro BMAEO
C Bngeokamepbl Yepes NHTepHeT. IHTepdenc npeacraBneH Hmxke (PUCYHOK 7.65).

Ona aktmBauum npotokona RTMP Haxmute «Bkn.», Bblbepute TuMN
nepegaBaemMoro BMAEONOTOKa, W TUM agpeca YCTPOWCTBa, Ha KOTopoe Oyaer
nepenaH BblbpaHHbIM BuaeonoTok. OAna agpeca «Non-custom» — Heobxoanmo
BBecTn |P-agpec ycTpoucTtBa, Ha koTopoe OyaeT nepegaH MnoOTOK W nopT
(onanasoH 3HayeHun: 0-65535). Ecnu 6bin BblGpaH nonb3oBaTeNbCKUA TUN

agpeca, notpebyeTtcs BBectn «Custom Address» (QoMeHHOe nms).

IP-kamepa S @ v A E’

P> HacTpoika kamepsl P2P ONVIF RTMP
¥ CeTb
TCPIP L
Mopt Tun notoka (@ OcHoBHOM NOTOK ) Oon. notok 1
PPPoE Twn agpeca (® HenacTpaueaemeii () MonbzoBaTenLCEWI
DDNS IP agpec 0.0.0.0
Email Mopt 1935 (0~65535)
UPnP Hactpaueaemsit ag.
Bonjour
Multicast Mo ymonu. H OBHOBMTL ] [ CoxpaHuTk

AETOpErMCcTpaLMs
802.1x
QoS

PucyHok 7.65 — Bknagka «RTMP»

7.5.3 NMyHKT MeHO «CoObITUAY

[MyHKT MeHio «CoObiTMsi» npegHasHaveH Ans NpocMoTpa W ynpaBneHus
napamMeTpamu CcobbITUN TPEBOr M peakumin Ha HUX. VHTepdenc nyHKTa MeHr
«CobbiTnA» nMmeeT deTbipe nognyHkra: «Bupgeo cobbitus», «Cxemay,
«BupgeoaHanutukay, «Henonagkn». NHTepdenc  npencrasneH HUXe
(PucyHok 7.66).
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IP-kamepa S @ z A

» HacTtpoika kamepbl

» CeTb

¥ CobBeITHA

Cxema
BugeoaHanutMka
Henonagku
P 3anuck U XpaHeHue
» Cucrema

» UHdopmauma

PucyHok 7.66 — INyHKT MeHto «CobbITnsI»

Kaxxgbin NnOoANYHKT MEHI0 OTKpbIBA€T BKI1aOdKy KOHCbI/IprI/IpOBaHVIFl
COOTBETCTBYHOLLMX MapaMeTpoOoB. CoxpaHeHme 1N nHMumanni3auma napameTpoB
BKJI1TagKu BbIMOJIHAETCA yepes NHTEPaKTUBHYO naHesb COXpaHeHUd

N MHALWann3aumnm HacTpoeK 3Ton BKNnaakm (PUCyHOK 7.67).

| Mo YMONYaHKHD || OOHOBMTE || CoxpaHnTs |

PucyHok 7.67 — lNaHenb coxpaHeHus 1 nHMumanm3aumm HacTpoek

7.5.3.1 NMoanyHKT MeHo «Buaeocobbitnsa»

MoanyHKT MeH «BungeocobbiTua» npegHasHadeH Anss npocMmoTpa
N KOHPUITYpUPOBaHNA MapamMeTpoB OOHapyXXeHUs BUAEOKaMepPOW ABWXKEHUS,
3aKpbiTMs UM pacdoKycupoBkn obbekTuBa. WNHTepdenc npeacrtaBneH Huxke
(PucyHok 7.68). WHTephenc nognyHkTa MeH «BugeocobbiTus» nmeeTt OBe

BKNagkun: «ObHapyxeHne ABMKEHU», «3akpbiTne obbekTuaay.

BOLID [ XC T @ @ & A T

P Hactpoiika kamepel OOHap. gBMkeHnA 3aKpbiTMe 0bbeKkTHBEa
» CeTb
¥ CobbiTuA
Cxema
BuaeoaHanutvea
Henonagkm
P 3anuce u XxpaHeHue
» Cucrema

» WHdopmauma

PucyHok 7.68 — NoanyHKT MeHto «Brngeocobbitnsa»
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Bknaaka «ObHapyxeHue ABVMKEHUA»

Bknagka «OBHapyxeHue OBWKEHUSI» npegHasHayeHa ans
KOHpUTYpUpOBaHUA napamMeTpoB U rpaduka BbINOMHEHUS  BUOeOKaMepou

oBbHapyxeHna gsmxeHus. IHTepdgenc npeacrasneH Huxke (PUcyHok 7.69).

CEDE pxavepa © @ W A P

» Hactpoika kamepel OOGHap. ABWKeHWA 3aKPbITME 0DBEKTHER

p Cete
¥ CobbITHA [] Ben.
> Buaeo cobuimua N
Pacnucanwe
Cxema
AHTMANZEPWHT 5 cex. (0~100)
BuaeoaHanutuka
Henonagku
P 3anuce UM XxpaHeHue 3ammcs
» Cuctema OnwtensH. 3anuen | 10 cex. (10~300)
» WHchopmauus ] Email
CHuMOK

l Mo ymonu. ] [ OBHOEMTE l l CoxpaH1Te l

PucyHok 7.69 — Bknagka « OBbHapyXeHne ABMKEHUS»

OYHKUUN 1 3HaYEeHUst NnapaMeTpoB npeacTasneHbl HUuxe (Tabnuua 7.22).

Tabnuua 7.22 —

OYHKUMM U 3HaYeHUs napameTpoB Bknagkn «OBHapyxeHue

ABWXEHNS»
MapameTp PyHKLUUA
Bkn. BkntoueHne/oTKoueHne BUOAEOAETEKTOPA ABMKEHUSI.

HacTtponka HegenbHoro rpaduka paboTbl BuaeoaeTekTopa

PacnucaHune P A pacp P Aeon P
aswxeHus (PucyHok 7.70).
MapameTp AHTUam3epuHr (Anti dither) nossonsieT 3agatb
NHTEepBan BPEMEHMN, B TeYEHne KOTOPOro

AHTUON3EPUHT

nocneayroLwime TPeBOXHbIE cobbITnS oyayT
KnaccuuumpoBaTbCs Kak 0gHO cobbITue.
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MapameTp

PyHKLUA

ObnacTtb

HacTpoiika 4yBCTBUTENBHOCTU BUOEOAETEKTOPA ABWKEHUS
B obractn obHapyxeHunsa (PucyHok 7.71). Yem Bbiwe nopor
YyBCTBUTENbHOCTU, TeM 0Oonee BeposaTHO cpabaTbiBaHMe
BuaeodeTekTopa npu obHapyxeHun OBwxeHusi. B cueHe
BMAEOKaMepbl BO3MOXHO HacCTpouUTb [0 4eTbipex obnactemn
4YyBCTBUTENBHOCTH.

3anucb

ABTOMaTM4eckas 3anMcb BWOEONOTOKa npu 06Hapy)KeHI/IM
OBVXEHUA.

[nutenbHOCTb
3anucu

[InuTenbHOCTb 3anucuM nocre 3aBeplleHnst  TPEBOXXHOIO
cobbiTus. 3Ha4veHne napameTpa B amanasoHe ot 10c
no 300 c.

Email

|_|pl/1 BKIMIOMEHUN NMapaMeTpa, CUctemMa BUaeOoKaMepbl 6yu,eT
AdBTOMaTU4YECKMN OTNpPaBJiATb 3JIEKTPOHHYIO MOYTY 3adaHHOMY
nofiydaternto 006 06Hapy)KeHI/IM OBKEHUA. Aﬂpec nony4dyartend
SJ'IeKTpOHHOIZ NnoYTbl YyCTaHaBJIMBAETCA B NOANYHKTE MEHH
7.5.2.5.

CHUMOK

Mpu BKNOYEHUM nNapameTpa, cuctema Buaeokamepbl byaet
aBTOMAaTUYECKN COXPaHSATb W300pakeHust npu obHapyXeHun
[BWKEHUS.

0 2 4 6 3 10 12 14 16 13 20 22 24

MoHenenkHWE HacTpoiika

BOCKDECEHbE

BTODHUE HacTpoiika
Cpena HacTpoika

HeTsepr HacTposika

MATHMUa HacTpoiika

Cyttora HacTpoiika

HacTpoiika

[ Bee « MowenencHux || Bropuuk [ | Cpega [ | Yemeepr [ | MAthuua [ | CydGota [ | BockpeceHke
[ Mepuoai 00 : 00: DO |-| 23 : 59 : 59
[] Nepuon2 00: 00: DO |-| 23 : 59 : 59
[] Mepuon3 00 : 00 : 0O -| 23: B3 : &Y
[ JMepwosd | 00 : 00 : DO |-| 23 : 59 : 59
[IMepwons | 00 : 00 : 0O |-| 23 : 59 : 59
[ Mepuons 00 : 00 : 0O -| 23: B3 : &Y

| COXpaHHTs | | OTMeHa ‘

PucyHok 7.70 — Bknagka «OBbHapyxeHue aBumxeHus»: PacnncaHme
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g
ST = [T

Vs | Regiont

7

UyBcTauT. E]_O_ 55
Mopor B'O_ 4

l Ynanuts Bce ‘ l Ypanuts l (H HHTE npa xy MbILLI)

l CoxpaHuTs J l OtmeHa J

PucyHok 7.71 — Bknagka «ObHapyxeHue asmxeHus»: ObnacTb

Bknagka «3akpbiTe 06 beKkTnBa»

Bknagka «3akpbITne obbekTBay npegHasHayeHa ansi
KOHpUrypupoBaHna napamMeTpoB W rpadpuka BbINOMHEHUS  BUAEOKaMepoun
OOHapyXeHNsa  3aKkpbiTUs WM pacgoKycnpoBkn obbekTmBa. WHTepdenc

npencraeneH Humxe (PnUcyHok 7.72).

IP-kamepa @ @ ¥ A T

P HacTpoika kamepel ODHap. gBMKEHNA 3aKpbiTMe 0OBEKTUBA

> Cete
¥ CoBkITHA O] Bxn.
Pacnucanue
Cxema
Bwgeocananumiea 3amuce
Henonapkm OnutensH. sanucn | 10 cex. (10~300)
P 3anuck U XpaHeHUue [ ] Email
> Cucrema CHUMOK

> Undopmauun

[ Mo ymony. ] [ OBHOBMTE ] [ CoxpaHuTe

PucyHok 7.72 — Bknagka «3akpbITne obbekTusay

®yHKUMM 1 3HAYEeHUS MapamMeTpPoB NpeacTaBneHbl Hke (Tabnuua 7.23).
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Tabnuua 7.23 —

®OYHKUMM N 3HAYEHU NapaMeTpoB BKMagkn «3akpbiTve

obbekTuBa»
MapameTp PyHKLUUA
Pachmncanme HacTporika HegenbHoro rpaduka obHapyXeHus 3aKpbiTus
N pacdoKkycupoBkn obbekTnea (PucyHok 7.73).
3aMUCh ABTOMaTMyeckas 3anucb BWOEONMOTOKA MNpu OBHapyXeHUu
3aKpbITUSA UM pacdOKYyCUPOBKN OOBbEKTMBA.
[LMTENbHOCTD ONUTenbHOCTb  3anucu  nocne 3aBeplueHuUss TPEBOXKHOIO
3anmcu cobbiTna.  3HadeHne napameTpa B AauanasoHe oT 10c
no 300 c.
[Mpn BKNOYEHMM NapameTpa, cuctema Buaeokamepbl GyoeT
aBTOMaTUYECKN OTMNPaBNATb AMEKTPOHHYH MOYTY 3agaHHOMY
Email nonyvatento 06 obHapyXeHUn 3aKpbITUS NN PacOKYCUPOBKU
obbekTMBa. Agpec nonyyatens  ONeKTPOHHOM  MOMThI
yCTaHaBnNMBaeTCA B NOAMNYHKTE MEHI0 7.5.2.5.
[Mpn BKNIOYEHUM NapameTpa, cuctema Buaeokamepbl OyaoeT
CHUMOK aBTOMaTUYECKN COXpaHATb M30bpaxeHus npu oBHapyXeHun
3aKpbITUSA UM pacdOKYyCUPOBKN 0ObEKTMBA.

0 2 4 6 2 10 12 14 16 18 20 22 24

MNoHenensHuk HacTposika

BockpeceHbe

IMATHHLA

CybboTa

BTODHMK HacTpoiika

Cpena HacTpoiika

HeTeepr HacTtpoiika

HacTpo#ka

HacTpoiika

HacTpoiika

[ Bece « MoHepensHwx [ | BropHuk [ | Cpena [ | Yereepr [ | MAtavua [ | CyGGota [ | BockpeceHee
[v] Nepuon1 00: 00 : OO0 |- 23: 5% : 59
[IMepwon2 | 00 : 00 : 00 |-| 23 : 59 : 59
[ Nepuon3 00 : 00 : 00 |- 23 : K9 : 58

[] Nepuopd 00D: 00 : 00 |-| 23: B9 : &%

[ Nepuons 00 : 00: 00 |- 23 : B9 : &%

[ Nepuons 00: 00: 00 |-| 23 : 59 : &9

| CoXpaHuTL | | OTmeHa |

PucyHok 7.73 — Bknagka «3akpbiTne obbektmuBax: PacnucaHue
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7.5.3.2 MNoanyHKT MeHIO «Cxema»

MoanyHKT MeHl «Cxema» npegHasHadeH Ans akTuBaumwu/geakTuBaunm
BUAeoaHannTuyeckux @yHKUMM no 3agaHHbiM B N.  7.5.3.3 npasunawm.
AKTuBaums/geaktnBaumsi BUOEOAHANUTMKM  OCYLLECTBMSAETCA  OAHOKPATHbLIM
HaXXaTemM  MHTEepPaKTUBHOM  KHOMKW.  WHTepdenc  npencrtaBneH  HUMXe
(PucyHok 7.74).

IP-kamepa ® &&= v A E’

> IP BMgeOKamepa Cxema

> CeTb

¥ Co6biTHA Fem——————
]

Bugeo cobLiTia : ﬁ

]

' '
10/ :

BupoeoaHanutka @ |0 | eessssse-
Henonapnkw

P Sanuck U XpaHeHWe

P Cuctema OGHOBMTL H COXPAHUTE

» WHopmauus

PucyHok 7.74 — lNoanyHKT meHo «Cxema»

7.5.3.3 NMNoanyHKT MmeHo «BuaeoaHanutuka»

BHMAHWE!
AKTnBauus/geakTtneauns doyHKUMM «Bugeoananutunka»
ocywlectensaeTca B pasgerne 7.5.3.2 NognyHKT MeHo «Cxemay.

MoanyHKT MEHI0 «Bunoeoananntuka» npegHasHadeH ans
KOHpUTypupoBaHUA napamMeTpoB W rpaduka BbINOMHEHUS  BUOeOKamepou
BAeOaHanNUTUYECKUX (PyHKUMIA: NepeceyeHne JUHUKM, KOHTPONb obnacTu.
NHTepdenc npeactasneH Huxe (PucyHok 7.75).

BuoeoaHanutnuka —  3T0 NHTEeNeKTyanbHbIn aHanua MOTOKOB

BUAEOoHabnoaeHna N BUOEOAAHHbIX apxuBa BUOEOoHabnoaeHus.
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BugeoaHanutMka BbINOMHAET aBTOMATMYECKOE BbISIBNIEHWE Pa3NMYHOro poaa
OaHHbIX U OeTEeKTUPOBaHWE 3apaHee 3anporpaMMMPOBAHHBLIX COOLITUA TPEBOT.
BuoeoaHanutuka, BbIMOnHAeMas  BUOEOKaMepoW,  WUCNonb3yeT  PyHKLMM
[OETEKTOPOB BMAEOKaMepbl M NO3BOMSET ONpedenvTb B AaHHbIX BMOEOMNOTOKA
aHanUTU4Yeckne cuTyaumm no COO6CTBEHHbIM U NEpUdEPUNHBIM  AeTeKTopam,
MO aHanu3dy TPEKOB BWOEOMOTOKOB, pacrno3HaBaHuio obpasoB. [paHuuy
npegynpexgawwen nuHUKM  obnactM  NpUMEHeHWs  npaBuna  geTekumm
BMAEOAHANUTUKMA cnenyeT Aenatb MNPOCTOM W He MPUMEHATb BUOEOaHanUTUKy

K CTPYKTYPHO CIOXHbIM 00nacTsam.

IP-kamepa S & -

p Hactpoika kamepsr  HacTpoiika npaeun

p Cets No. Tpasuno Tun b
¥ CobbiTusn

Bugeo coburmua

Cxema

Henonagku

P 3anuck u xpaHeHue I Mo ymony. ” OBHOBUTL II CoxpanuTe

p Cucrema

» Undpopmauyus

PucyHok 7.75 — MNognyHKT MeHo «BuaeoaHanutnka»

BuoeoaHanutmka KOHTponvpyembix O6bekToB/Bellen (uenen) Ha cueHe
BuaeoHabnaeHns, BbiNONHAeMast BUAeoKaMepou, BKovaeT B cebs:

[MepeceyeHne nMHUN — BO3HUKHOBEHWE CUrHana TPEBOrU, B Ciy4ae ecnu
00BbEKT, COrnacHO YCTaAHOBMEHHOMY MO KOHTPOM HanpaBfiEHUIO [OBWXEHUS,
nepeceyeT npeaynpexgaroLyo NMMHNUI.

KoHTponb obractm — BO3HUMKHOBEHWE CuUrHana TpeBoOru, B cryyae ecnu
OOBEKT YacTbio U LENMKOM NOSIBUSICA BHYTPU KOHTYpPa KOHTPOSIMPYEMOM 30HbI,
WNU Korga OBWXKYLLAACS Uenb nepecekna Ha BXOA/BbIXOA npeaynpexaatoLlyro

NNHUIO (3aMKHYTbIN KOHTYP) KOHTPOSIMPYEMOW 30HbI.
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Cos0aHue npasuria sudeoaHanumuku «llepecevyeHue nuUHUUY

B nognyHkte meHw «BupgeoaHanutuka» gobaBbTe HOBOE NpaBuio ,
N ykaxkute tun «llepeceyeHne nMHUn».

Haxxmute «lNpasuna» ansa KoHOUrypMpoBaHusi Nnpueuna BUAeOaHaNUTUKN.
C NnoMOWbIO MbIWN HapUCYWUTE KOHTPOSIbHYK JNUHUIO Ha BUOeomn3obpaxeHun
(PucyHok 7.76).

3aBepLleHne pPUCOBaAHNA OCYLLECTBNSAETCA HaXaTMeM MNpaBOM KHOIMKK
MbilK. AKTMBHOE MpaBusio BuaeOoaHanUTUKM OyaeT BblOENeHO CUHMM LIBETOM.

Ansa yoaneHns nuHum Bolbepute « O4NCTUTBY.

BOLID XY S @ ¥ A
» Hactpoiika kameps!  Hactpoiika npasun
P Cets
¥ No. Tpasuno Tun L
¥ Cob ]
= A ¥ 1 npasunot Mepecevenne [v| & - |
Buneo coburmua J
Cxema
{
Henonagku
P 3anuck u xpaHeHue Hacvpoiika napameTpoe
P Cucrema Pacnucanme
» Uucbopmauus
Hanpase  |B obe cTopotbi V]
[] 3anucs
AnutensH. 3a... 10 cex. (10~300)
[] Email
®) «
ST SR ©191 | 5191 I Mo ymony ” OBHoBUTL ” CoxpaHuTs
O Mun.p.. 0 =0 OumcTuts
CueTunk nuK.... 0 =0

PucyHok 7.76 — Co3aaHue npaBuna BuaeoaHanutukun «MepeceyeHne NMHUM»

[Mocne co3gaHvs npaBuna BuaeoaHanUTUKU  yKaXuTe napameTpsbl
dyHKuun (Tabnuua 7.24).

Tabnuua 7.24— OyHKUMM U 3HAYEHUS napamMeTpoB  MNOAMYHKTA  MEHH0
«BupgeoaHanuTtukar: MNepecevyeHne nuHUm

MapameTp PyHKUUA

HacTpoika  HegenbHoro rpacduka paboTbl  npaBuna
BuaeoaHannTUKK.

Pacnucanue
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MapameTp PyHKLUA
HanpaeneHne aBmxkeHne oObeKTa, nepecekarolero fUHMUI:
HanpasneHue
cnesa Hanpago, cnpaBa Haneeo, B 06e CTOPOHbI.
3anmch ABTOMaTU4ecKkasi 3anucb BUAOEONOTOKA MPU BO3HUMKHOBEHUU

TPEBOXHOIO COBLITUS.

[MTapameTp ycTaHaBnMBaeT BpPeEMSs, Ha KOTopoe cucTema
OnuTenbHOCTb |BuaeoKaMepbl MOCHe OKOH4YaHWa curHana Tpesorn Oyger

3anucu 3agepXxmBaTb 3aBepLUEHME BbIMOSIHEHUS 3anucu. 3HaveHue
napameTpa B ananasoHe ot 10 ¢ go 300 c.

TpeBOXHbIM  |AKTMBaAUMS  TPEBOXHOrNO  BbIXOAa  Buaeokamepbl  npu
BbIXOA, HaCTyNNeHUn TPEBOXHOIO CobbITUSA.

3afepxKa akTuBaumm TPEBOXXHOIO BbIXxoda BuAeOKaMepbl Npu
3agepxka HacCTynneHun TPEBOXHOINO coObiTMA. 3HayeHue napameTpa
B Anana3oHe ot 10 ¢ go 300 c.

MNpu BKNOYEHUM NapameTpa, cuctema Buaeokamepbl bygeT
Email aBTOMATMYECKN OTMNPAaBMATb 3NEKTPOHHYI0 MOYTY 3agaHHOMY
nony4yaTento 0 BO3HMKHOBEHUN TPEBOTW.

[Mpn BKNOYEHMM NapameTpa, cuctema Buaeokamepbl GyaeT
CHUMOK aBTOMAaTUYECKN COXPaHATb M300pakeHnst Npy BO3HUKHOBEHNN
cobbITUI TPEBOT.

Co3s0aHue npasuna sudeoaHanumuku «KoHmposnb obnacmu»

B nognyHkte meHwo «BuageoaHanutuka» gobaBbTe HOBOE MPaBUIIO ,
n ykaxknte Tun «KoHTponb obnactuny.

Haxmute «[NpaBuna» gnsa KOHUrypmpoBaHusa npueuna BuaeoaHanuTuku.
C noMowbio MbIlWK BPYYHYO, NMBO C NomMoLbo KHOMKM «O6nacTb», Hapucymte
KOHTPOMbHYO obnacTtb Ha BugeousobpaxxeHumn (PUcyHok 7.76).

3aBepLleHNe pPUCOBaAHNSA OCYLLECTBNSAETCA HaXaTUeM npaBoOM KHOMKK
MbilKM. AKTMBHOE MpaBuio BuaeOaHanUTUKM OyaeT BblAENEeHO CUHMM LIBETOM.

Ans yoaneHna obnactu Bbibepute « O4NCTUTBY.
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IP-kamepa S @® -

p Hactponka kamepsl  HacTpoiika npasun

» Cets

¥ No. npasuno Tun <

‘@ 1 Mpaeunot KoHTponb 061 |V — |

¥ CobeiTus
Bugeo cobuimua
Cxema

‘

Henonagku

» 3anucek u xpaHeHue HacTpoitka napameTpos

Pacnucanve Hactpoiikun

[ewcTteue [] Mosenenue Mepeceuerue
Hanpae-e Bxoa&Bbixoa | V|

[] 3anuce

» Cucrema

» Undopmauus

Onwutensh. 3a... | 10 cek. (10~300)
.
OunTp (® Makc.p-. 8191 * 8191 [ Chumox
® =
L Nat s 0 g l Mo ymonu ” ObHoBUTL ” CoxpaHuTts ]
CueTumk nuK. .. 0 80

PucyHok 7.77 — CosgaHve npasuna suaeoaHanuTukm «KoHtponb obnactu»
Mocne cos3gaHusa npaBuna BUOEOAHANUTUKN  YKaKUTE napameTpbl

dyHKuun (Tabnuua 7.25).

Tabnvua 7.25— O@OyHKUMM 1 3HAYEeHUs NapamMeTpoB MOAMYHKTA  MEHH0
«Bupoeoananutuka»: KoHtponb obnactu

MapameTp PyHKLUA
Hactponka HepenbHoOro rpaduvka paboTbl Kaxgoro npasuna
PacnucaHne P A pacp P xa P
BUaeOaHaNNTUKM.
HanpaBneHue aBmxeHne obObekTa, nepecekarowero obnacrb:
HanpasneHve
BXOZ, BbIX0O/, BXO W BbIXOA,.
3aMCh ABTOMaTMyeckas 3anucb BMOEOMNOTOKa MPU BO3HUKHOBEHWUU

TPEBOXHOIo CObLITUS.

[MapameTp ycTaHaBnuMBaeT BpeMs, Ha KOTOpOe cucrtema
OnnTenbHOCTL | BUOEOKAMEPbI MOCMEe OKOHYaHMA CcurHana Tpesorn 0yaet

3anucu 3agepXxmBaTb 3aBepLUEHME BbIMOMTHEHUS 3anucu. 3Ha4vYeHue
napameTpa B gnanasoHe ot 10 ¢ go 300 c.

TpeBOXHbIM | AKTMBaAUUS  TPEBOXHOINO  BbIXO4Aa  Buaeokamepbl  npu
BbIXO[, HaCTYNNeHUn TPEBOXHOIo cobbITUSA.
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MapameTp PyHKLUA

3agepxka akTuBauMm TPEBOXHOIO BbiXxoda BUAeOKaMepbl npu
3agepxka HaCTynMneHUn TPEBOXHOro cobbiTusa. 3HaveHue napameTpa
B Anana3oHe oT 10 ¢ go 300 c.

MNpu BKNOYEHUM napameTpa, cuctema Buaeokamepbl Oyget
Email aBTOMATMYECKN OTMNPAaBMATb SNEKTPOHHYI0 MOYTY 3a4aHHOMY
nony4yaTesnto 0 BO3HMKHOBEHUN TPEBOTH.

[Mpn BKNOYEHMM nNapameTpa, cuctema Buaeokamepbl GyaeT
CHuMOK aBTOMAaTUYECKN COXPaHATb M300paKeHnsa nNpu BO3HUKHOBEHUN
COObITUN TPEBOT.

7.5.3.4 MNMoanyHKT MeHO «Henonagkn»

MogonyHKT MeHw  «Henonagku»  npegHasHadeH AN HACTPOWKM
napamMeTpoB KOHMUIypupoBaHUSA TPEBOXHOrO COObITUS MNpU  BO3HUKHOBEHUM
ownbok cetn, owmnbok aBTopM3auMn 1 OBHapPYyXeHUM  BUOEOKaMepoWn
HeZOMyCTUMOro  HanpsKeHWs nuTaHna B anektpoceTn. [oanyHKT — MeHKo
«Henonagkn»  CTPYKTYpHO uMMeeT nNATb  BKMNagoK  And  Heobxogumoro
KOH(purypmpoBaHus napameTpoB: «Owmnbka SD kapTbl», «Ownbka coeguHeHus»,
«HecaHkumoHnpoBaHHbIn  gocTyn», «OBHapyxeHue HanpskeHusa», «CobbITus

6esonacHocTn» (PucyHok 7.78).

CENE pkavepa < @ W A B

» Hactpo#ka kamepsl OwwubBka SD kapTel Ownbka coeauHenna Hecadky. goctyn ~ OBxapy. Hanpa. Cobbimua besonacHocTH
b Cetb
¥ CobuiTHA
Buaeo cobbimua
Cxema
BH,JIIEOEHEJ'IHTHKE
P 3anuce U XpaHeHue
p Cucrtema

P UHcpopmauus

PucyHok 7.78 — NognyHKT MmeHto «Henonagkum»
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Bknaaka «Owwnbka SD kapTbi»

Bknagka «Owwnbka SD kapTbl» NpefHasHadeHa Ons KOHUrypupoBaHus
napameTpoB TPEBOrM Mo COBbITUAM, CBSA3aHHLIM C UCMNOMb30BAHMEM KapTbl
namMsTn Buaeokamepbl. MHTepdenc npeacrasneH Hmxe (PncyHok 7.79).

KoHTponupyemble TpeBOru:

«HeTt SD kapTbl» — B CnoTe 4na KapTbl NaMATU BULeOKaMepbl OTCYTCTBYET
kapTa namsatn «Micro SDy;

«Owwnbka SD kapTbl» — B BUAEOKamMepe BO3HUKNA HeyCcTpaHMMmas omnbka
paboTbl KapTbl NAMATH;

«3anonHeHne SD kapTbl» — Ha KapTe NaMATU HegoCTaTouHO CcBOGOAHOro
MEeCTa A BbINOSIHEHUSI COXpPaHEeHUs1 AaHHbIX. Pasmep octasllerocd csobogHoro
NPOCTaHCTBA Ha KapTe NaMATK, MO KOTOPOMY BO3HUKAET CUrHas TPEBOMM rno aTomy
CObbITUIO, MOXHO YCTaHaBnNMBaTb B NPOLIEHTAX OT EMKOCTU KapTbl NaMsTH,

3aflaBas Hy>KHOe 3Ha4vyeHue B napameTpe «JIumut 3anonHeHms %(0-99)».

IEI=I"J=]) iP-kamepa S @ v A E’

» Hactpoiika kamepel OQuwubka SD kaptel Ownbka coeguHenns  Hecanky. goctyn ~ OBuapy. nanpa. Cobbitia besonacHocTH

» Cets

¥ CobeiTHA 3anmck Ha: HeT SD kapTol ﬂ
Buageo cobbimua [] Ben.
Cxema [] Email

Buageoananutuka

P 3anuce U XpaHeHue

l Mo ymony. l l O6HOEMTE l l CoxpaHuTe

» Cuctema

» UHdopmauunn
PucyHok 7.79 — Bknagka «Owmnbka SD kapTbli»

PyYHKUMKN 1 3HAYEeHUS NapameTpoB npeacTaBrneHbl HXe (Tabnuua 7.26).

Tabnuua 7.26 — PyHKUMN N 3HAYEeHU napaMeTpoB Bknagkn «Owmnbka SD KapTbi»

MapameTp PyHKLUUA
BkntoueHne/oTknoueHne JYHKUMN KOHGoUrypnpoBaHus
Bkn. TPEBOXHOIO COBbLITUS NPU BO3HUKHOBEHUN OLLUMBOKKN, CBA3AHHOWN
C UCNOJSIb30BaHNEM KapTbl NaMATH.
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MapameTp PyHKLUA

Mpwn BKNHOYEHUN MNapameTpa, CUCTEMa Buaeokamepbl bynet
aBTOMaTUYECKN OTMPaBMsTb SMEKTPOHHYI MOYTY 3adaHHOMY

Email nosiydaTtento O BO3HUKHOBEHUM TpeBOrn. Agpec nonyyartens
3NIEKTPOHHOM MOYTbl YCTaHaBIMBAETCA B MNOAMNYHKTE MEHI0
7.5.2.5.

Bknaagka «Owubka coegnHeHna»

Bknagka «Owunbka coegmHeHna» npegHasHavyeHa ansi KoOHPUrypmpoBaHus
napamMeTpoB TPEBOrM O COOLITUAM CEeTeBOro MNOAKIYEHNS BUAEOKAMEPDI.
NHTepdoenc npencrasneH Huxe (PucyHok 7.80).

KoHTponupyemsble TpeBoru: «PaspbiB coeguHeHusi» — paspbiB COEAUHEHMS
cetn; «KoHnukT IP agpecoB» — HenpaBUITbHOE WUCMOSIb30BaHWE UMW HEBEPHOE

HasHadeHue |IP agpecalunm BuaeokaMmepbl.

BOLID JIXe T O @ ¥ AP

» Hactpoiika kamepel Owmnbka SD kapTel Ownbka coeaguHeHua Hecadky. goctyn =~ OBHapy. Hanpa. Cobbitua BesonacHocTH

» CeTb

¥ CoBkITURA 3anuce Ha: Pa3pbie COBAMHEHHA | V|

Buaeo cobkmua Brn.
Cxema [] 3anmcs

Bugeoasanutuea [nuTensH. sanucu 10 cek. (10~300)

Mo ymonu. H OBHoBUTE ] l CoxpaHuTe

P 3anuck M XpaHeHue

» Cucrema

» UHdopmauwnna

PucyHok 7.80 — Bknagka «Owmnbka coeguHeHuns»

®DyHKLMM 1 3HAYEeHNA NapamMeTpoB NpeacTasneHbl Huxke (Tabnvua 7.27).

Tabnuua 7.27 — OyHKUMM UM 3HaYeHUs napameTpoB BknagkM «Owmnbka
COeANHEHNSI»

MapameTp PyHKUUA

Tun cobbiTna | PaspbiB coeanHeHusi / KoHdonukT IP-agpecos.

BkrntoyeHune/oTknoueHne yHKUNN KOHPUIyprpoBaHnA

Bkn.
TPEBOXHOIO CObbITUS MNP BOSHUKHOBEHUWN OLLUMBKN CETH.
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Bknaaka «HecaHKLUMOHUpPOBaHHbLIN AOCTYN»

Bknagka  «HecaHKUMOHMPOBaHHLIM  OOCTYN»  nNpedHasHadeHa Ans
KOHPUTYPUPOBaHUS NapamMeTpoB TPEBOrK Mo cobbITUAM AocTyna npu oLlumMbkax
BBOAA NOrMHa 1 napons Ans AocTyna K Buaeokamepe. VIHTepdenc npeacraBneH

Hwke (PrucyHok 7.81).

N avera < @ S A B
» Hactpoiika kamepel Owwudka SD kaptel Owmnbka coeguHedna Hecadku. goctyn | ODHapy. Hanpa. Cobbitua DesonacHocTH
» Cete
¥ CobeiTuA Er

Buneo cobumus Owwubka asTopuaa. o paa (3~10)

Cxema ] Email

BM,E]EOaHaJ‘IHTHKa

Mo ymonu l l OBHoBUTE ] I CoxpaHuTs

» 3anuck U XpaHeHue
» Cucrtema

» WHdopmauus

PucyHok 7.81 — Bknagka «HecaHKUMOHMPOBaHHbLIWM 4OCTYMN»

q)yHKLI,I/IVI M 3HA4YEeHNA napamMeTpoB BKI1agku «HecaHKLI,MOHI/IpOBaHHbIIZ

AOCTynN» npencraBneHbl HUxXe (Tabnuua 7.28).

Tabnuua 7.28 — OyHKUMN N 3Ha4YeHus napamMmeTpoB BKIagKu
«HecaHKUMOHMPOBAHHbLIN SOCTYM»
MapameTp PyHKLUA
Bk BkritoueHune/oTknoyeHne oyHKLUM KOHpUrypmpoBaHmd
' TPEBOXHOro cobbITna Npn owmnbKax aBTopmsaumnm
OwmnGKa KonnyectBo 6esycnellHblX MOMNbITOK BXOoZ4a B CUCTEMY, Npu
KOTOpOM OyaeT CKOHMUIypupoBaHO TPEBOXHOE COObITHE.
aBTOpU3aLmn .
[nana3soH 3HauyeHun: 3-10.
[Mpn BKNOYEHMM NapameTpa, cuctema Buaeokamepbl GyaeT
aBTOMATUYECKN OTMNPaBNATb AMEKTPOHHYH MNOYTY 3agaHHOMY
Email nosiydaTtento O BO3HMKHOBEHMM TpeBOrn. Agpec nonyyartens
9MIEKTPOHHOM MOYTbl YCTaHaBMMBAETCHA B NOAMNYHKTE MEHIO
7.5.2.5.
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Bknaaka «ObHapyxeHue HanpsKeHUs»

Bknagka ~ «OOHapyXeHWe  HanpsbkeHusi»  npegHasHadeHa — Ons
KOHOUIYpPUPOBaHNA  MapamMeTpoB  TPEBOrM MO COObITUAM  OBHapyXeHus

Hea4OoNnyCTUMOro HarpsaxeHnua nMTaHnAa B 3JEKTPOCETN. MHTep(*)eVIC npeacrtaBlieH

Hwke (PrucyHok 7.82).

IEI=I4J=]) iP-kamepa S @ ¢ A ¥

p Hactpoika kamepel Owwubka SD kaptel Ownbka coeguienna Hecadky. goctyn  OBHapy. Hanpa. CobbiTua BesonacHocTH

» Cete

¥ CobeITHA Brn.
Bugeo cobuimua Hanoxenne
Cxema
[] Email
BugeoaHanutuka
T TR S

P 3anuck 1 XpaHeHue
» Cucrtema

» WHdopmaums

PucyHok 7.82 — Bknagka «OBHapyXeHne HanpsKeHUs »

7.5.4 TIyHKT MeHI0 «3anncb U XpaHeHUue»

[MyHKT MeHI0 «3anmcb W XpaHeHue» npeaHasHayeH Ansa ynpaBneHus
HaCTPOMKaMn pacrnucaHusi, pexuma XpaHeHUs W BbINOSIHEHUS BuAeO3anucen.
WMHTepdenc nyHKkTa MeH «3annucb W XpaHeHne» uMeeT TPpU NOANyHKTa:
«Pacnucanue», «XpaHeHne apxuBa», «HacTpomkm 3anucu». WHTepdenc

npencrasneH Huxe (PncyHok 7.83).

IEI=IaJ=] iP-kamepa S = 7z A E’

b HacTpoika kamepkl

b CeTb

» CobbiTHMA

¥ 3anuce U XpaHeHne
Pacnucanue
XpaHeHWe apxuea
HacTpoikm zanucu

b Cuctema

b UHchopmaumna

PucyHok 7.83 — INyHKT MeHIo «3annce 1 XxpaHeHue»
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Kaxaobln  nognyHKT  MeEeHK OTKpbIBaeT BKMNagKy KOHUrypupoBaHUS
COOTBETCTBYWOLMNX napameTpoB. CoxpaHeHMe W MHUumnanmsaumsa napamMmeTpoB
BKNaZkMn  BbINOMHAETCA  4Yepe3  WHTEPaKTUBHYK  MaHeflb  COXpaHeHud

N UHULMaNU3aumm HacTpoeK 3Ton BKaakm (PUcyHok 7.84).

|I'onr.|0nuaHm0 || ODHOBMTE || CoXpaHnTs |

PucyHok 7.84 — lNaHenb CoOXpaHeHUs 1 MHUUManu3auum HacTpoek

7.5.4.1 NMoanyHKT MeHto «PacnucaHue»

MoanyHKT mMeH «PacnucaHue» no3BonisieT npocmaTpmBaTb U YNpaBnaTb
napameTpamu pacnmcaHmsa 3anucu BuOeonoToka W COXpaHEeHUs1 n3obpaxkeHun
c BugeonoToka. NognyHKT MeHo «PacnncaHne» CTPYKTYPHO MMEET TPU BKIadKu
ans HeobxoaANMOoro KOHpUrypupoBaHus napameTpoOB: «3annucb» —
KOHpUrypupoBaHne  KaneHZapHoro  pacnvcaHumd  3anucu  BUOEOMNOTOKa;
«CHUMOK» — KOHQMrypupoBaHWe KaneHaapHoOro pacnucaHusi Mno COXPaHEeHMUIo
n3obpaxeHnn ¢ BnaeonoToka; «lMpasgHukn» — KOHUrypnpoBaHue KaneHgapHoro

pacnucaHusa paboTbl Buageokamepsl (PucyHok 7.85).

IEI=I"J=] iP-kamepa S @ : A E’

» HacTtpoika kamepbl 3anuck CHWUMOK [NpasgHuKKn
> Cetb
P CobBriTnA

¥ 3anuck M XpaHeHne

XpaHeHue apxvea
HacTpoiikm zanmcu
» Cucrema

» WHdpopmauma
PucyHok 7.85 — NognyHKT meHto «PacnncaHue»

[Mepen HacTpoWKOM pacnucaHusi nonb3oBaTenb AOSMKEH BKIOYUTb

PEXNMbl BbINOMHEHUSA 3annucu W CHUMKOB. Ecnu pexumbl 3anucu v CHUMKOB

BbIKINOYEHbI, TO BUaeokamepa He bygeT 3anucbiBaTb BUOEOMNOTOKM UKW genaTb

CHMUMKHM B COOTBETCTBUA C pacClncaHnem.
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Bknaaka «3anucb»

Bknagka «3anucb» npefgHasHadyeHa ans KoHpUrypuposaHus napaMmeTposB
OeTanbHOrO HeaenbHOro KaneHaaps pacnucaHusi MO BbIMONTHEHUIO  3anuncu

Bunaeokamepon. Mutepdenc npeacrasneH Huxke (PucyHok 7.86).

IP-kamepa S @ ¥ AP
» HacTpoiika kamepel Banuce CHUMOK MpasaHvikK
» Cetb
(@ W] Ocuosroil 1l W] Oeickenue [ 3anuce no Tpesore M
¥ 3anuce 1 xpaHeHue 0 2 4 6 8 10 12 14 16 18 20 2 24
XpaHeHue apxvea Br
Hacpoitim sanucu Cp
» Cucrema o e ——————————
» WUHcopmauun e W
s
Y —————————————————
MpazgHuki

OBHOBEMTE

Mo ymonu

] [ Coxpakuts I

PucyHok 7.86 — Bknagka «3anucb»

3agante Ona Kaxaooro AHS Hedenu nepuoabl BPEMEHWU BbIMONTHEHUS

3anmcun BNOEO0MNOTOKOB, oTmMEeTunB X C NOMOLLbHO MblILLIN Ha Fpa(pI/IKe

(PucyHok 7.86) wvnu BBeouTe BpPeMeEHHble WHTepBasibl BPYYHYKO BO BKNaake

«HacTtpouka» (PucyHok 7.87).

[] Bee MH [ cp OO m [ co [] B [ Mpaagumes

Mepuont
Mepuop2
Mepnog3
Meproad

Meproas

Meproa6

- 23
- 23
-| 23
- 23
- 23
- 23 -

59 -
59 -
59 -
59 -
59 -
59 -

[] Hopma
[] Hopma
[] Hopma
[] Hopma
[] Hopma

[] Hopma

[ Oswkenue [ Tpeecra
[C] Oswkenue [ | Tpeecra
[] Oewxenue [ | Tpeecra
[] Oewwenue [ | Tpeecra
[] Oewxenwe [ ] Tpeeora
[] Oswxenwe [ ] Tpesora

| CoxXpaHiTs | |

QOTmeHa |

PucyHok 7.87 — Bknagka «3anucb»: HacTponku

Bknagka « CHUMOK»

Bknagka « CHUMOK» npeaHasHaveHa aAns KOHPUrypupoBaHUs napameTpoB

AeTarnbHOro HefesibHOro KarneHgapsi pacrnvcaHus Mo BbINOSIHEHUIO COXPaHEeHUs
n3obpaxeHnn c BUOEONOTOKOB Buaeokamepbl. VIHTepdenc npeacTtaBrieH Huke
(PucyHok 7.88).
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IPxavepa < @ ¥ A P
» Hactpoiika kamephbl 3anuce CHuMOK Mpa3gHnkn
» CeTe
B W] Ocrosroii 1 V] Jemkenne [V 3anuce no Tpesore M
¥ 3anuck U xpaHeHue 0 2 4 6 3 10 12 14 16 18 20 22 24
XpaHeHue apxuea Br |
HacTpoiixu zanucu Cp
» Cucrema Yr |
» WHcpopmaunsn e W
- W
B
MpazaHuEM

l Mo ymony. ” (OBHOEUTE H CoxpaHuTs l

PucyHok 7.88 — Bknagka « CHUMOK»

3apante ANA KaXOoro AHSA Hedenu nepuoabl BPEMEHWU BbINONHEHUS

COXpaHeHuss un3obpaxeHur, OTMEeTUB WX C MOMOLLUbD  MbIWK  Ha rpaduke

(PucyHok 7.88) unu BBeOWTE BPEMEHHble WHTepBanbl BPYYHYO BO BKIagke

«HacTtpoukn» (PucyHok 7.89).

L |

[] Bce MH [ Br [ [R=H ] 4r O mr ] co [ Be [ NpasgHmem

MNepuoat 00 - 00 : 00 |-| 23 : 59 : 59 |[] Hopwa [v] Oewkenve [v] Tpeeora

Mepuon2 00 : 00: 0D |-| 23 : 59 : 59 |[] Hopma [ | Oswwenwe [ | Tpesora

Mepuon3 00 : 00 - 00 -| 23 : 59 : 59 |[] Hopma [ | OswmeHwe [ | Tpeeora

Mepuond 00 - 00 - 00 |-| 23 - &89 - 59 |[] Hopma [ | OswkeHwe [ | Tpeeora

Mepuoas 00 : 00: 0D |-| 23 : 59 : 59 |[] Hopma [ ] OsiweHwe [ | Tpesora

Mepuont 00 : 00 - 00 -| 23 : 59 : 59 |[] Hopma [ | OswmeHwe [ | Tpeeora

| COXpPaHUTE | | OTMeEHa |
PucyHok 7.89 — Bknagka « CHMMOK»: HacTpowku
Bknapka «lpasgHukn»
Bknagka «[llpasgHuku»  npegHasHadeHa [Ona KOHUrypupoBaHus

napaMeTpoB M YCTaHOBIIEHUS  MCMONHSIEMOro  BWOeOKaMepou  rogoBoro

pacnucaHus BbIXOAHbIX AHEN B paboTe Buaeokamepbl. MHTepdenc npeacrasneH
Hwke (PucyHok 7.90).
Boibepute B KaneHgape gaTbl BbIXOLHbIX, MPa3gHUYHBLIX W UHbIX OHER,

B KOTOpPbI€ HE OOJTKHA OCYLLECTBNATLCA 3arnncCb UM COXpaHeHne M306pa)l(eHl/II7I.
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=I=TR[=] iP-kamepa @ @ ¥ A P
» Hactponka kamepkl 3anuck CHUMOK MpazoHukn

b Cete

- [ 3anuee [] Chiumor

¥ 3anuck M XpaHeHWe Hon @

XpaHeHue apxuea

HacTpodikn sanuew = ‘7
b Crcrewa L2 e s e LT e

. EEEET ‘9"1D‘|11|‘12H13‘|14|‘15‘

[ OBHoBUTE l I CoxpaHuTe l

PucyHok 7.90 — Bknagka «[pasgHukn»

7.5.4.2 NoAnyHKT MeHIo «XpaHeHue apxuBa»

MoanyHKT MeHo «XpaHeHue apxmBa» npefHasHadeH Ona npocmoTpa
N yrnpaBfieHne napameTpamMuM HaCTPOMKN XpaHEeHUs apxmBa BWUOEOMNOTOKA.
B kayecTtBe xpaHunuuia MOXHO MCMNONb3oBaTb CEeTeBOW pecypc cepsepa FTP,
ceTteBoe xpaHunuuie NAS, Micro SD kapTy namMsTn Bugeokamepbil.

[MoanyHKT MeHo «XpaHeHue apxmBa» CTPYKTYPHO MMEET YeTbipe BKIaaku
ans Heobxoaumoro KOHGoUrypnpoBaHus napameTpoB: «XpaHeHune» —
KOHpUrypupoBaHne MecTa COXpaHeHuss  Buaeonotoka;, «SD  kapTta» —
KOHpUTYpUpOBaHUE peXnmMa YTEHUS/3anmcu n «ropsayvyen 3ameHbl» SD kapTbl
Buaeokamepbl; «FTP» — KoHQurypupoBaHue cepsepa FTP gna apxuBHOro
XpaHeHNa [OaHHblX Buaeokamepbl U «NAS» — koHurypmposaHne NAS ans

apXUBHOIO XpaHeHUs AaHHbIX BUAgeokamepbl (PucyHok 7.91).

=I=TuJ=] IP-xamepa S @ ¥ A P
b HacTpoika kamepsl XpaHeHuWe SD kapTta BIE NAS

b Cete

b CobbiTuA

¥ 3anuck U XpaHeHuHe
Pacnucanune
HacTporikn zanucu

b Cucrema

> Uncopmaunn

PucyHok 7.91 — lNognyHKT MeH0 «XpaHeHne apxuBa
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Bknagka «XpaHeHue»

Bknagka «XpaHeHve» npegHasHadyeHa Ona ynpasreHust napameTpammu
HaCTPOWMKM MeCTa XpaHeHuna BugeornoTtoka. WHTepdenc npencraBrieH HuxKe
(PucyHok 7.92).

[EI=IaI=] iP-kamepa S @ , A E’

P Hactpoiika kamepe! XpaHeHnue 5D wkapta FTP

- EEE Buaeoszanuce CHUMOK

- B 3anvce Ha: MocToAnnanA sanuce OBHap. ABMeHWA 3anuck No Tpesore 3anvce Ha: MocToAnHanA sanwce OBHap. aeweHWA 3anuck no Tpesore
¥ 3anuct u xpaHeHue S0 kapTa I I SD kapta I I
Pacnucanme FTP O O O FTP O O O
> XpaeHne apxuea NAS ] [] [] NAS [] [] []

RS I ST i Mo ymony. ] [ O6HoBMTE ] ’ CoxpanuTs

P Cucrema

P Undopmauun

PucyHok 7.92 — Bknagka «XpaHeHue»
Bknagka «SD kapTa»

Bknagka «SD kapTa» npedHasHadeHa AOns ynpaBneHuss yHKUUSMU
NOAroToBkM (bopMaTMpoBaHMsl), 3aMeHbI, pPeXxnma YTeHne/3anncb paboTbl KapThbl

namMsaTn Bugeokamepsbl. MHTepdenc npeacrasneH Hmxe (PucyHok 7.93).

BOLID JIEPIe @ @ & AP
p Hacrpoiika kamepsl XpaHeHue SD kapTa FTP NAS

b Ceto

» CobeiTna

¥ 3anuck W XpaHeHue
Pacnucaume
HacTpoiikn 3anucu

» Cuctema

» WHdbopmauua

Tonkko uTeHne “ Yrenume/sanuce H Mseneus H OBHosuMTs I

PucyHok 7.93 — Bknagka «SD kapta»
Bknaagka «FTP»

Bknagka «FTP» npegHasHadeHa [gna  ynpasfeHus napamMeTpamu
HaCTPOWMKM aBTOPU3OBAHHOIO AOoCTyna Buaeokamepbl KcepBepy FTP ans
apXMBHOrO XpaHEeHUs OaHHbIX BuaeoHabnwogeHusa. WHTepdenc npeacrasneH

Hwke (PucyHok 7.94).
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=I=]4J=] IP-kamepa

111

» HacTtpoiika kamepkl XpaHeHue

» Cete

[] Ben.
Cepeep

» CobbiTuna
¥ 3anuck U XpaHeHue

MopT
Pacnucanne

» XpaHeHwne apxuea

HacTpoiiku 3anucu

MonezoeaTens
Mapone

JuperkTopua

S @ '%

A

b

NAS

SD kapta FTP

| SFTP(pekomenayetca) v|

0.0.0.0

22 (0~65535)
anonymity
ssscscncssssssssened

share

» Cuctema

» WHpopmauyus [] Tpesora (nokansH)

Tect

oo )

OBHoBUTE ] [ CoxpaHute

PucyHok 7.94 — Bknagka «FTP»

Bkntounte dyHkumio FTP, 3anonHute agpec cepsepa FTP, nopt, ums

nonb3oBaTensi, naposflb M COOTBETCTBYWOLWMIA NyTb coxpaHeHusi. [locne
COXpaHeHUs BBEAEHHbIX AaHHbIX pekoMeHayeTcs BbibpaTb «TecT» Ans npoBepku

BO3MOXHOCTM COXpaHeHUs BUOeonoToka Ha cepeepe FTP.

Bknagka «NAS»
«NAS»

HGCTpOI7IKI/I dBTOPMU3OBAHHOIoO AOCTyrna BUOEOKaMepbl K CeTeEBOMY XpaHUITULLY

Bknagka npegHasHadeHa AnNs  ynpaereHus napamMeTpamu

NAS [Ons  apxvBHOIMO XpaHeHUsi [AaHHbIX BuaeoHabnwoaeHus. WHTepdenc

npencraeneH Humxe (PnucyHok 7.94).

=I=Tu[=] iP-kamepa

XpaHeHue

@ @ %

SD kapTa

A bk

» Hactpoika kamepbl FTP NAS

» Cetb (] Brn.

Cepeep

» CobbiTHA
0.0.0.0
¥ 3anuck M XpaHeHWe

[upekTopua
Pacnucanwe

> XpaHeHwe apxuea

HacTpoiim zanucu

Mo ymonu ] l OBHoBUTE ] l CoxpaHuTs

» Cucrema

» WHdopmaumn

PucyHok 7.95 — Bknagka «NAS»

Bkntounte dyHkumio «NAS», 3anonHute agpec cepsepa NAS, ykaxute
nyTb (Nanky), nocrne 3TOro BO3MOXHO COXpaHeHue 3anucu unm unsobpakeHus

Ha cepsepe FTP.

BOLID VCI-123 Bep.4 ALIAP.202119.002 P3n ot 29.06.2023



BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 112

7.5.4.3 NoAnyHKT MeHIo «HacTponku sanmucu»

MoaonyHKT MeH «HacTponku 3anucm» npefHasHadeH Ond HaCTPOWKM
napamMeTpoB  3anucu  Buaeoriotoka. WHTepdenc  npencraBneH  Hwxe
(PucyHok 7.96).

CENE pxavepa < @ W A P

P HacTponka kamepel Hactpoiku zanucu

b Cetb
b CobbiTuA Otpesoxk 3anucw 8 Mun. (1~120)
¥ 3anuck U XpaHeHue Mpepzanncs 2 cex (0~2)
Pacnucanme 3anon-uue SD kapTel I Mepezanuck v
XpaHeHWe apxvea Pexim 2anucu ® Asto () Bpyun. (' Bumkn.

MoTok gnA zanmcw IOCHOBHOﬁ noToK v

P Cucrema

l Mo ymonu. H OBHOEMTE ‘ [ CoxpaHuTs
> Undopmauun

PucyHok 7.96 — NMognyHKT MeHo «HacTponku 3anmcm»

YcraHoBute pgnutenbHocTb 3anucn (ot 1 go 120 muH), Bpems
npeaBaputensHoun 3anuncu (ot 0 go 5 ¢) 40 BO3HUKHOBEHUS COObITUSA 1 BbiDepuTe

pexum 3anncn. OnpegenuTte NOTOK 3arnmcn: OCHOBHOW MU OOMNOSTHUTESbHbIN.

7.5.5 MyHKT MeHIO «Cncremar

[MyHKT MeH «Cuctema» npefHasHayeH Ans NMPocMoTpa W ynpasBlieHUs
6a30BbIMM CUCTEMHBIMW NapaMeTpamMn Buaeokamepbl.

NHTepdenc nyHkTa meHo «Cuctema» nmeet ceMb noanyHkToB: «ObLine
HaCTPOMKNY, «[Nonb3oBartenuy, «be3onacHocTby, «[Mo yMO4YaHUIo»,
«MmnopT/Akenopt», «ABTOPYHKUMM», OOHOBNEHne cuctembl». WHTepdenc
npencraeneH Huxe (PucyHok 7.97).

Kaxgbih  NoAgnNyHKT MEHK OTKpbIBaeT BKMagKy KOHQUIypupoBaHUs
COOTBETCTBYHOLWMX NapameTpoB. CoxpaHeHwe u MHUUManusaumss napameTpoB
BKMagKNW  BbLINOSMIHAETCA  4Yepe3  WHTEePaKTUBHYKD  MaHellb  COXpaHeHus

N HULManu3aunm HacTpoeK 3Ton Bknaakm (PucyHok 7.98).
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BOLID JIENET S @ , A E’

» HacTtpoiika kamepsi

> Cete

» CobreiThA

P 3anuce u XxpaHeHne

¥ Cuctema
MonszoeaTenu
BeacnacHocTs
Mo ymonuaxuo
WMmnopT/3kcnopt
AgTodyHkumMmn
ObHoENEHWE CHCTEME

» WHchopmauuna

PucyHok 7.97 — lyHKT meHto «Cnctema»

|I'onMonuaHm0 || ODHOBMTE || CoXpaHnTs |

PucyHok 7.98 — lNaHenb coxpaHeHus N nHMumanm3aumm HacTpoek

7.5.5.1 NMoAanyHKT MeH «O6LWmMe HaCTPOUKU»

MoanyHKT MeHio «O6wune HacTponku» npefHasHadeH Ans npocMmoTpa
N ynpaBneHnsa CUCTEMHbIMKM MapamMeTpamu Bbibopa CTaHOapTOB BMAEO, sA3blka
nHTEpenca, nmeHn Buaeokamepbl. NoanyHKT MeHto «OCHOBHOW» CTPYKTYPHO
nMmeeT OBe BKMagKM Ans HeobXoOMMOro KOHMUrypupoBaHWA MapameTpos:
«OBLme HaCTpOMKM» — KOHGUIypuUpoBaHME OCHOBHbIX 6a30BbiIX HaACTPOEK
cuctembl;  «[data/Bpema» —  KOH(UrypMpoBaHMe CUCTEMHbLIX MNapamMeTpoB

BpeMeHu 1 aatbl Buageokamepbl (PnucyHok 7.99).

BOLID [ 2T S @ , A ¥

» Hactpoiika kamepel OBwwne HAacTPOHKKM Lata/Bpema

b Cets

» CobeiThA

b 3anuce U XpaHeHWe

¥ Cucrema
MonszoBatenu
BesonacHocTe
Mo ymonuaHuo
Wmnopt/3kcnopt
AsTochyHKLMK
OBHOENEHWE CUCTEMBI

» WHcopmauuns

PucyHok 7.99 — MNoanyHKT MeHo «O6Lumne HacTpOonKmn»
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Bknagka «Obwme HaCTPOUKN»

Bknagka «O6wume HacTpoukmy» npedHasHadeHa [AOns  npocMmoTpa

n ynpasrneHna CUCTeMHbIMU MNapamMeTpamMin Bbl60pa CTaHOapTOB BWUAOEO, A3blKa

nHTepdgenca, wuvMeHM Buageokamepbol. WHTepdenc npeacraBrieH  HUXKe
(PucyHok 7.100).

IP-kamepa S @ v A E’

P Hactpolika kamepel OBWue HaCTPONKK Jarta/Bpema

b Cete

p CobriTHA Wua yeTpoiicTea BGO8ICAPAGI2065

P 3anucek 1 XpaHeHHue Aabik PycCcKuit v

¥ Cuctema CraHgapT Buaec PAL ﬂ
> Obume HacTporkM

I Mo ymonu. ] [ OBHoBMTE ] I CoxpaHmnTe

Mone3osatenn
BeaonacHocTe

Mo yMonuaHuw
WMunopt/3kcnopt
AsTogyHKLMMK
OBHoBNEHWE CHCTEMEI

» Undopmauun

PucyHok 7.100 — Bknagka «O6Lumne HacTponKny
Bknagka «[JaTta/Bpemsa»

Bknagka «[ata/Bpemsa» npegHasHayeHa gnd npocMoTpa M ynpasrieHUs
CUCTEMHbIMM MapamMeTpaMmn BpeMeHu W aatbl Buaeokamepbl. WHTepdenc

npegcraeneH Huxe (PucyHok 7.101).

IP-kamepa S @ v A E’

» Hactpoiika kamepsl |OBUjKe HACTpolKi DNara/Bpema

» Cetb

N (e opuar gatel | Des-MecauTon [v]

P 3anuck M XpaHeHue ®Gopuar epemenn |24y v

e Yacosoi nosc | (UTC+03:00) Mockea, CaHkT-MNeTepdypr, Bo V|

Tekywee epems 16-11-2020 TR 11 - 06 - 10
MNonkzoatenu [] Netnee spemn
BezonacHocTs Tun (® fata () Hegena
Mo ymonuaque - IgHB [v] |1 [v] oo- oo- oo

gy SR Bpewms OKoHYaHUA IHHB ﬂIQ [v|| oo o0: 0O

ABTODYHELMN
PyHKY [] Cumxpon. ¢ NTP

OBHOENEHWE CHCTEME

NTP Cepeep clock isc.org
» UHdopmauma
Mopt 123
Mepuog obHoenenua 10 M. (0~30)
I Mo ymonu. ] I (OBHOBMTE ] I CoxpaHuTs l

PucyHok 7.101 — Bknagka «[ata/Bpems»
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PYHKUMKN 1 3HAYEHUS NapameTpoB npeacTaBrneHbl HXKe (Tabnuua 7.29).

Tabnuua 7.29 — dyHKUMN N 3HAYEeHU napaMeTpoB Bknagku «data/Bpemsa»

MapameTp PyHKLUUA

dopmart gatbl Beibop dhopmaTa aaThl.

dopmat BpemeHn | 24-4acoBomn 1 12-yacoBown hopmaTbl BpEMEHMN.

YacoBou nosic Beibop 4YacoBoro nosca.

HaCTpOﬁKa Tekywero sBpemMeHn un aatbl, CUHXPOHU3aUnA

Texywee spems C Tekywum BpemeHem [1K.

YcTaHoBKa B COOTBETCTBUM C bopmMaTOM daTtbl UK
Tun DST B COOTBETCTBUM C HedenbHbiM  dopMmaToM nepexona
Ha NeTHee BpeMs.

CuHxp. c NTP BkntoyeHne npoToKosia CETEBOro BPEMEHN.
NTP Cepsep BBog agpeca cepBepa BpeMEHN.
MopT [MopT noaknyeHna K cepsepy.

3agaHve nepuoauvyHOCTM  CUHXPOHM3aUMK YCTPOWCTBA

[Mepnon obHOBNEHUS
C CEpBEPOM BPEMEHM.

7.5.5.2 NMoanyHKT MeHo «lMonb3oBaTenn»

MoanyHkT mMeHO  «[lonb3oBaTenuM»  NO3BONSET  KOHUrypupoBaTb
CUCTEMHbIE NapamMeTpbl YYETHbIX 3anncen BUAEOoKaMepbl. YYeTHas 3anncb — 370
MUMS  nonb3oBaTend wWNuU  rpynnbl  ydeTHOM  3anucu. [lognyHKT  MeHKo
«lMonb3oBaTtenu» CTPYKTYPHO WMMeeT [Be BKNagkM Ana  Heobxogumoro
KOHUrypupoBaHua  napameTpoB:  «[lonb3oBaTenu» —  KOHUrypupoBaHue
yyeTHOM 3anucum nosib3oBaTend B rpynne ydveTHblx 3anucen; «ONVIF
nonb3oBaTtesib» —  KOHQurypmposaHue  rpynnbl  ONVIF  nonb3oBarteneu
(PucyHok 7.102).
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IP-kamepa

>
» lNMonksosatenu

>

PucyHok 7.102 — lNoanyHKT MeHto «[llonb3oBartenm»
Bknaaka «lMonb3oBaTtenun»

Bknagka  «[lonb3oBatenu»  nossondeTr  ynpasensaTb  CUCTEMHbLIMU
napameTpamMu Y4YeTHOW 3anucu nonb3oBaTens B rpynne Y4YeTHbIX 3anucemn.

NHTepdenc npeactasneH Hmxe (PucyHok 7.103).

CENEL pkavepa < @ W A B

[ ]
Monb3oearens
OrpannyeHHsli Bxof B .
No. MNoneaceatens Wma rpynnel MNpumevanue Wamennte Ypanute
CUCTEMY

> MNMonbzoeatenu

PucyHok 7.103 — Bknagka «[Monb3oBatenu»

Nms ydeTHOM 3anucu nonb3oBaTens MOXeT cogepaTtb Ao 15 cumeonos.

Maposnb y4eTHOM 3anMcu OOSMKEH cofepXaTb TONbKO Undpbl U ByKBbI.
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[Monb3oBaTens C npaBaMy agMUHUCTpPATOpa MOXET WU3MEHATb Nnaponb
apyroro nonb3oBartens. MoxHo BbiOpaTb COOTBETCTBYIOLLYHO Ipynny M Ha3HA4YnUTb
npaBa Ans nonb3oBaTenen B 3adaHHbIX rpynnax. ma nonb3oBatens u ums
rpynnbl OOMKHbI ObITb €4MHCTBEHHBbIMU. Haxoasawmnnca B cuctemMe nonb3oBaTernb
He MOXeT W3MeHATb CcobcTBeHHble npaBa. Ob6paTute BHUMaHWe: npaga
nonb3oBaTensi He MOryT MpeBbiWaTb 3adaHHbIX npae rpynnbl. [Mpyn paspelennn
aHOHMMHOIO BXO4a B CUCTEMY (C OrpaHuMYeHHbIMM nNpaBamu) He TpebyeTcs
BBOAMTb MMS1 Nofb3oBaTens n naponb. [pn gobaBneHnn nonb3oBaTens K rpynne
HeobXxoaAnMO Has3Ha4nTb Npaea.

nna penakTnpoBaHnA yquH0|7| 3anncn, CMeHbl MnaponA VICI'IOJ'Ib3yl7ITe

WHTEPaKTUBHbIA 3NeMeHT ynpasneHua = = .

Ons Bxoga BcUCTeMy Buaeokamepbl 0e3 aBTOpu3auUU  CIYXUT

Bxopg Dez aBTOpPM3aLMM

NHTEPAKTUBHbLIN 3SIEMEHT ynpaBrieHus
B cucteme Bugeokamepbl MO yMOMYaHUIO UMEKTCA OBEe YYeTHble 3anucu
rpynn nonb3oBateneun: «admin» un «user». Nonb3oBartens «admin» MMeeT npasa

agMuHUCTpaTopa.

Bknaagka «ONVIF nonb3oBaTenb»

Bknagka «ONVIF nonb3oBaTtenb» npegHasHadeHa ANs  ynpasBrieHUs
CUCTEMHbIMK nNapameTpamu ydeTHon 3anmcm ONVIF nonb3oBatens. NHTepdenc

npeacrasned Huxe (PucyHok 7.104).

IP-kamepa ® @ A E’

p Hactpoika kameps! Monssosatenn  Mone-tens Onvif
» Cetn
» CobeiTna
1 admin admin - o

P 3anuck U XpaHeHue
¥ Cuctema

OBLme HacTpoiiku

beaonacHoc T

Mo ymonyanuio

Wmnopt/3xcnopt

AsTodhyHKLMM

OBHoBNEHWE CHCTEMEI

» WUHdpopmauun

PucyHok 7.104 — Bknagka «ONVIF nonb3oBartenby
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7.5.5.3 NoanyHKT MeHIO «be3onacHOCTb»

MoonyHKT MeH «be3onacHoOCTb» npegHasHavyeH ans  HacTPOWKK
napamMeTpoB MoBblleHNss ©Ge3onacHoCcTM Buaeokamepbl. [1OAMYHKT  MEHIo
«besonacHOCTb» CTPYKTYPHO WMMeeT Tpu BKNagku Ans  Heobxogumoro
KOH(purypupoBaHms napametpoB: «ObcnyxmBaHne cuctembl», «HTTPS»,

«bpangmayap». HTepdenc npeacrtasneH Huxe (PucyHok 7.105).

IP-kamepa Q @ ¥ A P

» Hactpounka kamepel OBcnyxuBaHWe cUCTEMbI HTTPS Bpangmayap
P Cete
P CobBeiTuR
P 3anuck U XpaHeHwWe
¥ Cuctema
QBwwme HacTPoHEN

MonszoBatenu

Mo ymonuaxmio
Mmnopt/ 3kcnopt
AsTodyHKruMKM
OBbHoENEHUE CHCTEME

> UHdopmauma

PucyHok 7.105 — lNognyHKT MeHto «besonacHoCcTb»
Bknapgka «O6cnyxuBaHMe cMcTteMbi»

Bknagka «O6cnyxuBaHue cucTeMbl» MNpedHasHavyeHa Aans ynpaBrneHus
ceTteBbiMn npoTtokonamu SSH, CGIl, ONFIF un gp. IHTeptenc npencrasneH Hxe
(PucyHok 7.106).

dyHKuMa SSH nosBonseT yganeHHo 6e3onacHo 4epe3 ceTb paboTtaTtb
C BngeokaMepon C KoMmnbloTepa 4epe3d KoMaHOHyt 000Mno4ky, nepenaBaTb
MO WNpOBAHHOMY KaHany 3BYKOBOW MOTOK, BWAEOMOTOK BWOEOHAGNaeHus,
oOHOBMEHUS.

CGlI Cepsuc (Common Gateway Interface — Obwmin HTEpdEnC Wn3a) —
cTaHOapT WHTepdenca, WUCMNofib3yemMoro And CBA3W BHELWHeW nporpaMmmbl

c Beb-cepBepom.
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CtaHgapt ONVIF — oTpacneBon cTtaHgapT, onpedenstowmnin npoToKosbl
B3aMMOOENCTBUS CeTeBOro obopynoBaHus (ceTeBble BUOEOKaMepbl,
BuaeoperncTpartopbl n ap.), obecneymsatoLimn COBMECTUMOCTb.

Genetec cepBUCc — UHTerpaums ¢ nporpaMmmHbim obecneveHnem Genetec.

CIETEE] iP-kavepa < @ A P
» Hactpoiika kamepel OBGcnyXuBaHWe CUCTEMBI HTTPS Bpanamaysp
b Cete
b CoBuitun SSHD roudmrypauun [ Ben.
P 3anuce u xpaHenne Mroroaapechbiiif w... /] Ben.
¥ Cucrema
~ C6poc napona Bkn. Paseps. email agpec

OBume HacTpoiikK

Monb3oBatenu CGI Cepeuc B
P emmeliaeds Onvif Cepenc Brn

Mo ymonuaxuio
Genetec Cepanc Bin.
Wmnopt/3kcnopt
AgsTOhyHKLMI Uncbpoearue nepe... [ | Brn. *MoxanyiicTa, yBeantecs, 4To nogoSpakHsle yCTpocTEa AW NPOrpaMMHOE obecnedeHie NOSAEPHUBAIOT thyHKLMIO eIt POBEY BHASO.
ST 2 e e RTSP no TLS ] Ben. "Moxanyiicta. yBeanTecs, YTo N0A00paHHEIS YCTPOACTER WK NPOTPAMMHOS DBECMEUeHHa NOAABPHMET (YHKLMI AelUNDPOBKA EMASD

P WMudopmauns MoBunetoe Push y... Brn.

Pexwm ayTeHTMdME. .. | Pexuam 6e30nacHoCTH {ﬂ

[ Mo ymonu ” QBHoBUTE H CoxpaHuTe I

PucyHok 7.106 — Bknagka «O6cnyxnsaHne cucteMbl»
Bknagka «<HTTPS»

Bknagka «HTTPS» npegHasHadeHa pnOns npocMoTpa W ynpaBrieHUs
napamMeTpamMu MoBbIWEHNS 6e30nacHOCTM ceTeBOW paboTbl BUAEOKaMEPDI
C Ucnonb3oBaHMEM CceTeBbIX cepTudukaToB. VHTepdenc npencraBrneH Huxe
(PucyHok 7.107).

Buoeokamepa nossonsieT cos3gatb  camonognucHonm - (self-signed)
ceptudumkatr (PucyHok 7.108), He obpawasicb B Ygoctosepsiowmn LleHTp
ceTeBblX cepTudukatoB. Ha copmumpoBaHHbIi  cepTudumkat Heobxoaumo
BbINOMHUTL €ro NPOBEpPKY AN YCTpaHeHNsA yA3BUMOCTU ncnosnb3osaHna HTTPS.

HTTPS (HyperText Transfer Protocol Secure) — paclumpeHne npoTtokona
HTTP ana nogoaepXknm wupoBaHMSa B LENsX MOBblleHuss 6e30nacHoCTu
Ha OCHOBE MPUMEHeHNa cepTudukaTtoB ceTeBon OesonacHocTU. [aHHble
B npoTokone HTTPS nepepatoTcs noBepx Kpuntorpauyecknx rnpoTtokonos SSL
nnn TLS.
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B otninune ot HTTP ¢ TCP-noptom 80, ana HTTPS no ymon4aHuio
ncrnonosyetca  TCP-nopt  443. UYt0o6bI  nogrotoBuThbCs K obpaboTtke
https-coeguHeHn, agMUHUCTPATOP AOSMDKEH MOMNyYnTb U YCTAHOBUTL B CUCTEMY
cepTudukaT OTKPbLITOro Knioya ans atoro Beb-cepsepa. CepTudmkaT OTKPbITOrO
KntoYa noAaTBep)KaaeT NpUHaafIeXHOCTb AAHHOIO OTKPbLITOro Krikoya Bnagensuy
canta. CepTudumkaT OTKPbITOrO Knto4Ya M caM OTKPbITbIA KNHOY MOCbINalTCH
KNWEHTY NpW YCTaHOBMNEHUM COEAMHEHUS; 3aKPbITbiA KMHOY MCNoMb3yeTcs Ans

pacnpoBKM COOBLLEHNI OT KINUEHTA.

=I=INJ=] IP-kamepa @ @ ¥ A
» HacTpoiika kamepel OBCMYAMBEHNE CUCTEMBI HTTPS Bpanamaysp
» Cets
b CoBbiTis L) Brn. HTTPs
P 3anucek U XpaHeHne Bepcua nporokona
¥ Cuctema AKTMBMPOBaTS.
OBume HacTpoiiki Coapars ceprudmrar
Monkwzosarenu
Coagate
3anpoc co3pan
Mo ymonuaHmio
: 3anpoc co3gaH i Yaanute ] [ YcTaH-ka ] [ 3arpyauts
Wmnopt/3rcnopt
Ao YcT-ka nognucanHoro ceptudmkara
OBHOBRNEHWE CHCTEMBL MyTe k ceptudpuraty Mouck...
» UHdopmaumsa TNyTe K kTloYy CepTu... l lMouek... ] [ 3arpyaka ]
Ceprndmkar ycTaHoBNEH

ATpubyT

’ OfHoBUTE ] [ CoxpaHuTe I

PucyHok 7.107 — Bknagka «HTTPS»

PyHKUMKN 1 3HAYEeHUs napameTpoB npeacTasrneHbl HXKe (Tabnuua 7.30).

Tabnmua 7.30 — OYyHKUMM U OMana3oHbl  3HAYEHUW napamMeTpoB BKAAOKK
«HTTPS»

MapameTp PyHKLUUA
Bkntountb BkntoyeHue/oTkno4eHne doyHKL MU CeTeBoro
HTTPS npotokona HTTPS.
Co3pate PyHKUMSA co30aHns camMonognucHoro ceptudukaTa
cepTudmkaTt yHKU A A p :
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MapameTp PyHKLUUA

Sanpoc Ha CoXpaHeHne Cco34aHHOro camonoarncHoro

3anpoc co3aaH
P A cepTtudukara.

MyTb 3arpyska B CMCTeMY BuaeokaMepbl rOTOBOro NoAnNMcaHHoro
K cepTudukaty | ceptudukara.

[lyTb K KrO4y OTKpbITME CMCTEMOM M YCTAHOBKA B CUCTEMY BUAEOKamepbl
cepTudukarta dhanna kntoya Ha rotoBbIW MOAMNUCAHHLIM CEPTUdUKAT.

Ceptudukat OyHKUMA BO3MO>XHOCTU yoaneHus N3 CUCTEMBI
yCTaHOBIIEH BMAEOKaMepbl YCTAaHOBIIEHHOIO cepTudukara.
PyHKUMA npocmMmoTpa CBOWCTB CTaHOBJIEHHOro
ATpunbyT yRKU P P y
cepTtudukara.
3oHa *2g. CN
IP unu gomeHHoe nma
Cpok rogHocTh 365 Nens*Nuanazox -1-5000
ObnacTs none
OBnacTe nong
Opranuzauma none
Myrir none
Email
Coszpate ‘ | OTmena

PucyHok 7.108 — Bknagka «<HTTPS: Co3gaTb cepTudumkar

HTTPS Takke MOXeT MCnonb3oBaTbCA AN ayTeHTUdUKauum ceTeBoro
KnneHTa, 4tobbl obecneunTb AOCTYN K IP-yCTPOMCTBY TONBbKO aBTOPU3OBAHHLIM
ceTeBbiM nonb3oBaTensaMm. [na 3Toro agmMuHucTpatop o6bIMHO co3gaet
cepTudukaTbl NS KaXOoro nosib3oBaTenss v 3arpyxaet ux B Opaysep Kaxgoro
nonb3oBatens. Takke OyayT nNpvHUMATbCA BCe cepTudukaTbl, MNOAMUCAHHbIE
opraHusaumamMm, KoTopbiM goBepseT cepsep IP-ycTponcTea Buaeokamepbl. Takon
ceptudukat  0BbIMHO  COAEPXKUT UMS M agpec  INEKTPOHHOW  MOYTbI
aBTOPWU30BaHHOrO  Mnonb3oBaTtens, KOTopble TMPOBEPAITCA NPU  KaxaoMm

coeanHeHnNn, YTOOBbI npoBepuUTb JIMHHOCTbL MOJ1b30BaTESA oes BBOAda Nnaposd.
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Bknapka «bpanamayap»

Bknagka «bpaHamayap» npefHasHayeHa gna npocMoTpa W ynpasBrieHUs
napameTpamu pabotbl ceteBoro |P dunbTpa BMAOeokamepbl, yCTaHOBNEHME
3anpeta PING, u 3anpeta semijoin DDoS artak. IHTepdenc npencraBneH Huxe
(PucyHok 7.109).

BOLD XN S = z A P

P Hactpoika kamepel CBCAYHMBEHWE CUCTEMBI HTTPS Bpangmayap
P Cetb

» CobuiTus Tun | IP-punbTp v

P 3anuck W XpaHeHue Brn. L]

v
Cucrema [ Mo ymony. l [ OBHOEUTE l I CoxXpaHuTk l

OBwyme HacTpoikK

MonkzoBaTenu

Mo ymonuaHu
MmnopT/3xcnopt
ABTodYHELMK
OBHOBNEHWE CHCTEMEI

» WHcbopmauus

PucyHok 7.109 — Bknagka «bpangmayap»
«IP-cpunbTp» — PYHKUMA NO3BOMSIET BbIMOMAHUTL HACTPOMKY Tak, YTOObI

nonb3oBatenu c onpegeneHHoiMn IP/MAC agpecamn MornM MMeETb  OOCTYN
K ceTeBon Buaeokamepe. Ecnu BkounMTb ounbTp, TO 4OCTYN K nsgenuio oyayt
nmetb TOJIBKO nonb3oBaTenu c¢ gobaBneHHbiXx agpecoB. MoxHo AobaBnsaTb
IP-agpec, guanasoH IP-agpecoB umnu MAC. O6paTtute BHUMaHue: Cneayet

3agatb MAC-agpec B 0O4HOM M TOM Xe CEerMeHTe ceTu.

[IP agpec vt o 0 1

| COoXpaHWTL ‘ | OTmeHa ‘

PucyHok 7.110 — Bknagka «bpaHamayap»: lobasnenue IP/IMAC agpeca
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[Monb3oBaTensm 3anpeltaeTtcs yctaHasnmeaTb IP/MAC-agpec ycTponctsea
B KayecTBe HagexHblx cantoB. lNpoBepka MAC MoXeT ObiTb OENCTBUTESNTbHOM
Tonbko TOorga, korga IP-agpec yctpomctea u IP-agpec K Haxogdatcsa B ogHoOwM
NoKanbHOM CETW.

«3anpet PING» — BKnoyeHne QyHKUMM MPUBOAUT K NpeKpaLLeHnIo
pearMpoBaHusi BuAeOKaMepbl Ha BXoAaswume ping nakeTbl (ONa YCNOXHeHUd
noucka v obHapyxeHne  ycTponctBa BcCeTM  BUenax  obecneyeHus
BGe3onacHocTn).

«3anpeT semijoin DDOS» — BKMOYeHUE yHKUMN NO3BONSAET MPUMEHUTb
HaCTPOWKK, CYLLECTBEHHO oOrpaHuumBatrome Bo3MoxHocTM DDoS  arak,
cBaA3aHHbiXx ¢ SYN — d¢narom npotokona TCP (SYN-flood gaBnsetca ogHum

n3 Hanbonee pacnpocTpaHeHHbIx BekTopos DDoS aTak).

7.5.5.4 NoanyHKT MmeHo «lMo ymon4yaHuo»

MoanyHKT MeH «[lMo ymonuaHuio» npegHasHadeH AOnst cbpoca Bcex
HaCTpoOeK YyCTPOMCTBA [0 COCTOSHUSA «MO yMon4vaHuiw. NHTepdenc npencrasneH

Hwke (PucyHok 7.111).

EI=I"J=] iP-kamepa @ @ v A E’

» Hactpoiika kamepel Mo ymonyaHuio
p Cete

b CoBbITHA Mo ymonuzanuie | Bee wacTpoim ByayT cbpoweHsl 4o cocT-A no ymonuaxuio, kpome IP agpeca u koHdurypauwm nons3osatenei

P 3anuck U XpaHeHue Monuwii cBpoc NapamMeTpos ycTp-8a A0 COCT-A N0 YMONUYAHUIO
¥ Cucrtema

Oblwme HacTpokK

Monezoeatenu

BezonacHocTe

WMmnopT/3kcnopt

AeTodyHELMKM

OBHOENEHWE CUCTEMEI

» WHdopmaumsa

PucyHok 7.111 — lNognyHKT MeHo «[1o ymonyaHuio»
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[ns BOCCTaHOBNEHUS napamMeTpoB MO YMOSIYaHUK HeobxoaMMo BbiIOpaThb
TMN cbpoca HacTpoOeK YyCTPONCTBA:

«lMo ymonyaHuo» — BOCCTaAHOBIIEHNE BCEX MapamMeTpoB BUAEOKaAMEPDI,
KpOME 3HayeHUrW aKkTyanbHbIX TeKyWMX HacTpoeKk ceTu U1 aBTopmsauum
nonb3oBaTenen, rpynn nonb3oBaTenen;

«3aBoAckMe  HaCTpPoOMKU» —  MOfHbIKW  cOpoOC  BCeX  napameTpoB
BuaeokaMmepbl [0 3aBOACKOrO COCTOAHUA. DYHKUMA IKBMBANEHTHaA KHOMKEe
annapatHoro cbpoca «RESET». [locne Haxatma «3aBoackue HacTp.»
HeobxoOuMO BBeCTM naposfib nonb3oBaTenss «adminy B Beb-uHTEpdheice.
3aBoackme  HacTpouku  OyayT  aBTOMaTUYECKM  BOCCTAHOBMEHbI  Mocne

aBTOpM3aLun NonNb3oBaTens.
7.5.5.5 MNoanyHKT MeHO «UMnopT/AKkcnopT»

MognyHKT MEHI0 «MmnopT/3kcnopT» npeaHasHayeH ans
nMmnopTa/akcrnopta hanna KOHpUrypnpoBaHna BCeX napamMeTpoB BuMOeOKaMepbl.

NHTepdenc npencrasneH Huxe (PucyHok 7.112).

EETEEY iPkavepa & @ W A P
» Hacrpoiika kamepsl Wmnopt/Skcnopt
P> CeTe
b CobkiTun Tyt k paiiny
b 3anuck u XpaHeHue e l l G
¥ Cucrema
Mpu vunopTe KoHGMYRaLKMK NPOME0ALET NEPe3anics NPEAEILYLLEN.
OBwwme HacTpoiixu
MNonkzoeatenu ¢ Omcpuits ﬂ
A
Be3sonacHocTs @U" i = - - |£, ‘ | Nouck: Mysbixa ol
My N ¥nopagounts ¥ Hoeas nanka =~ @ l@l
> Mimnopt/3xcnopt ~
ABTOYHKLAM 4 | BubnanoTekn
> E Buaeo
OBHoENEHUE CHCTEME! =
b j JokymenTel

P NHdopmauus > =] Vsobpaenmna

4 |8 Komnetotep

> a Nokansheni guek (C)

+ 4 m | +

Imn daina: - [Config Files (*.backup) v]

[ OTKpEITE ] [ CTmena I

R —————————————

PucyHok 7.112 — MognyHKT MeHto «MnopT/3AkcnopT»
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PyHKUMa «MMnopT» NpegHasHayvyeHa AN 3arpysky ¢ KoMnbloTepa (cetn)
B CMCTEMY Buaeokamepbl hanna koHdurypaumm (HacTpoek) Buageokamepbi.
PyHKUMA «IKCNopT» rpedHasHadeHa [ONA COXPaHEeHUs B KOMMbOTEpe

(ceTn) dhanna koHdUrypaumm (HacTpoek) Buageokamepsbil.

7.5.5.6 NMoAanyHKT MeHO «ABTOCOYHKLUNY»

MoanyHKT MeHo  «ABTOMYHKUUW» MnpeaHasHayeH [ans  HacTPOMKM
napameTpoB aBTOMAaTUYECKOW nepesarpysks YCTPOWCTBa, aBTOMaTU4YEeCKOro
yaaneHus ainos ¢ KapTbl NaMATH, a Takke ANA NPUHYAUTENBHOW nepesarpysku

yctponctea. IHTepdenc npeacrtasneH HWxe (PncyHok 7.113).

BOLID [ X S @ z A ¥

b HacTtpoMka kamepel  ABToOthYHKLMMK

b Cete
» CobeITHA (] AsTo nepeaarpyska
P 3anuck U XpaHeHue (] Aeto yaanenue dhaitnos

¥ Cucrtema [PyuHoﬁ nepezan... ]

OBlme HACTPOHKK

[ OBHOBWTE l ’ CoxpaHuTe
Monkzoeatenu

BeaonacHoC T
Mo yMonuaru

WMmnopT/3kcnopt

OBHOBNEHWE CHUCTEMBI

b WHchbopmauma
PucyHok 7.113 — NoanyHKT MeHio «ABTOQYHKLINNY

«ABTO nepesarpyska» — aBTOMaTU4ecKkas mnepesarpyska YycTpoucTBa
exxegHeBHO/B onpefeneHHbIn AeHb Heaenu B yKa3aHHOe BpeMs.

«ABTO ypaneHve aunoB» — aBTOMaTU4eckoe yaaneHne dannos
(BMaeosanucen N CHUMKOB) C KapTbl NAMSATU, 3aNMCaHHbIX NO3Xe YKa3aHHOro OHS.

«Py4yHoIn Nnepesanyck» — NpuUHyaMTenbHas nepesarpyska yCTponcTaa.
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7.5.5.7 MoanyHKT MeHo «OGHOBNEHMe CUCTEMbI»

MoanyHkT MeHo  «OBHOBMNEHME CUCTEMbI»  MpegHasHadeH ans
obHOBNEHNA «NPOLWMBKNY» Buaeokamepbl. WHTepdenc npeacrtaBneH Huxe
(PucyHok 7.114).

dann «IMPOLLUNBKN» AOJKeH NMeTb paclumpeHue «*.bin»
N COOTBETCTBOBAaTbL MOAENN Buaeokamepbl. AKTyanbHas Bepcus dawnna gng
OOHOBIEHNA «MPOLLUMBKMY BUOEOKAMEPbI pacrnosiokeHa Ha caunTe:

https://bolid.ru/support/download/.

IP-kamepa @ ¥ A P

p Hactponka kamepsl ODOHOBRNEHWe cUCTEME!

b Cetb

p CobBbiThA Mpowueka: l Buibop... H OBHoBNEHKE l

P 3anuck U XpaHeHue
¥ Cuctema
Obwwme HAcTPOWKK
Monezoeatenw
BeaonacHocTe
Mo ymonuyaHuio
Wmnopt/3kcnopt

ABTOCDYHKLMM

» OBHOBNEHWE CUCTEMBI

> UHdbopmauun

PucyHok 7.114 — lMoanyHKT MeHto « OB6HoBEHME CUCTEMbI»

Ecnn npu BbINONHEHMM OOHOBNEHMS ObiN 3arpyxeH HeBepHbI hawn,
TO HEOBXOANMO BbLINOSTHUTE UHTEPAKTMBHO MNepe3arpysky Buaeokamepsbl (pasgen
7.5.5.6 HacTosALWero pykoBoAcTBa), B MPOTMBHOM Crlydae — HeKoTopble (PyHKUMK

BnaeoKamMmepbl MOTYT OKa3aTbCA OTKIMHOYEHHbIMN.

7.5.6 NMyHKT meHI0 «MHDOopMaLusa»

[MyHKT MeHo «MHopMauua» npegHasHavyeH Ans npocMoTpa CUCTEMHOW
MHopMauuKn, a Takke Ond npocMoTpa WHgopMauum o cobbITUAX CUCTEMDI

N nonb3oBaTenax oHnavH. VIHTepdenc npegcrasneH HMxe (PucyHok 7.115).
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IP-kamepa S @ v A E’

» HacTtpoika kamepel

p Cetb

P CobbiTHA

P 3anucb U XpaHeHUue

P Cucrema

¥ UHcpopmaumn
NokansHBIA XKypHAan

Monbz-ny OHNARH

PucyHok 7.115 — lNyHKT MmeHo «/Hdopmauusa»

7.5.6.1 NMoanyHKT MeHto «Bepcusa»

MoanyHKT MeHo «Bepcusi» npegHasHayeH Ans NpocmoTpa MHgopMaumu

0 Bepcuu cuctemsbl. IHTepdpernc npeacrasneH Hmke (PucyHok 7.116).

BOLID I[N S @ & A E’

» Hacrtpoiika kamepel Bepcuna

> Cete

b CoBLITUR Mogens VCI-122

b 3anuck M XpaHeHWe BepcuA cUcTEME V2 .800.100F003.0.R, Build Date: 2020-05-25
> Cuctema WEB wmogyne V3.2.1.880675

¥ WNHcpopmauuna ONVIF sepcuna 19.06(V2.6.1.845551)
SIN 6G083CAPAGY2065

TNokansHe xypHan bazosan eepcuA be. . V2.1

Monbz-ny oHNARH

BOLID

PucyHok 7.116 — lNoanyHKT MmeHto «Bepcusa»

HasHauyeHne napameTpoB NMyHKTa MeHi «Bepcusi» npenctaBreHo Huke
(Tabnuua 7.31).

Tabnuuya 7.31 — HasHavyeHne napaMmeTpoB NoANyHKTa MeHo «Bepcusi»

MapameTp NMpumevyaHue

Tun HaseaHune Bngeokamepbi.
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MapameTp NMpumeyaHue

Bepcusa cuctembl | Bepcusi cucTeMHON «MPOLLIMBKUY BUOEOKaMepbI.

WEB-moaynb Bepcua Beb-nHTepdenca suaeokamepsbl.

ONVIF Bepcuga Bepcus npotokona ONVIF.

S/N CepuiHbIN HOMEP BMOEOKaMepbl.
BasoBas Bepcus | basoBas Bepcus obecneyeHus BbesonacHocTu
BGesonacHocTu BUaeoKamepbl.

7.5.6.2 MoAanyHKT MeHIo «JloKanbHbIW XypHan»
[MoanyHKT MeHIo «JlokanbHbIN XypHan» npefHasHadeH A npocmoTpa
N apxvBaumm MHpopMaumm o0 cobbITUSX CUCTEMbI, aTakke Afs HacTpoek
yOoaneHHoro ypHana cobbitun. [loanyHKT MeHo  «JloKamnbHbIA  XXypHan»

cooepxut naBe Bknagku: «JlokamnbHbIM  XKypHany», «YQarneHHbIn >KypHamny.

NHTepdenc npeactasneH Huxe (PucyHok 7.117).

EENEl pxavera @ @ W A P

» Hactpoika kamepel JlokanbHeIR XypHan YoaneHHbIA KypHan
» CeTb

» CobeiTHA

P 3anucke M XpaHeHue

» Cuctema

¥ Uuchopmayun

Bepcua

MNonk3-nK oHNaiH

PucyHok 7.117 — [NoanyHKT MeHo «JloKanbHbIN XypHan»
Bknagka «JlokanbHbIN XXypHan»

Bknagka «JlokanbHbIM  XXypHan» npegHasHadeHa OnNs  npocMoTpa
MHpopMauun O cobbITUAX  cuctembl.  WHTepdenc npeacTaBrieH  HUXe
(PucyHok 7.118).
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(BOLID JIEPTE S = x A I

P Hactpoiika kamepel JlokansHbIA XypHan YaaneHHbln xypHan

b Cetn
Hauano 15-11-2020 T 11 - 40 01 Bpems oxoHuanuA | 16-11-2020 T 1 40 01

p CobriTua
P 3anuck M XxpaHeHue Tun
P Cucrtema

¥ Undopmauun

Bepeua

Be3onacHoCTh

MNoneL3-nu oHnaiiH

Moapobxo
Bpemn:
Monk3oeaTens:
Tun:

Cogepxanue:

At M ()

PucyHok 7.118 — Bknagka «J1okarnbHbIn XXypHan»

[na noucka cobbiTa HeobxoauMo 3agaTb BPEMEHHOM AManas3oH fnoucka
(Bpemsi n gata okoH4YaHUAa U Ha4vana) u BblbpaTb TUN COBLITUS:

«Bce» — Bce cobbITuS;

«Cuctema» — cobblTMss paboTbl CUCTEMBbI (M3MEHEHME HACTPOEK,
aHOMarsnbHbIN BbIXO4 W3 CUCTEMBI, BbIXOA W3 CUCTEMbI, 3aKkpblTue/nepesarpyska
YyCTPOWCTBA, Nnepesarpyska n o6HOBMEHNE CUCTEMDI);

«Hactponkn» — nameHeHne/BOCCTaHOBMNEHMNE HACTPOEK;

«[JaHHble» — yganeHue [faHHbIX, 3aMeHa KapTbl MNaMsaTW, W3MEHEHWe
cratyca FTP, nsmeHeHue pexvma 3anucu;

«CobblTne» — nepedeHb COOLITUN, COAEPXaLMXCS B NOAMYHKTE MEHIO
«CobbiTusA» (pasgen 0 HacToALLEro PyKOBOACTBA);

«3annucb» — OOCTyn K dpannam, owunbknm pgocTtyna K dannam, 3anpoc
doannos BMAeO3annucemn 1 CHUMKOB;

«lMonb3oBatenu» —  cobbITa  aBTOpU3auUKM, 3anuUCb  U3MEHEHUN
NOfb30BaTENbCKOrO ynpaBneHnsa u BxoAda/Bbixoga MONb3oBaTens U3 CUCTEMb,
nameHeHne/nobasneHne/yganeHve nonb3oBaTens, BbIXO N3 CUCTEMBI,

nobasneHune/yaoaneHne/ nameHeHue rpynnbl;
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«OumncTKa XypHana» — cobbITUS OYNCTKM CUCTEMHOIO XypHana;

«besonacHoCTb» — nepeyvyeHb COOLITUA, COAEPXALLUMXCA B NOAMYHKTE
MeHo «besonacHocTby (pasgen 7.5.5.3 HacTosILero pykoBoaCcTBa).

[na BbINONHEHUS NOUCKa NOCSe yKa3aHUa BPEMEHHOIoO MHTepBara novcka
n Bblbopa Tuna cobbITMn HEOBX0ANMO HaxaTb «[TOUCKY.

[Ona npocmoTpa nogpobHon nHopMaunn o0 KaXKaomM HaugeHHOM CobbITUM

Heob6xoaMMOo BbIOpaTh ero ¢ NOMOLLIbIO NPaBoOW KHOMKU Mbiwn (PucyHok 7.119).

» IP EMpEOKaMepa KypHan ypHan

P CeTb

» COBLITHA Hawano 05-03-2020 e 15 22 05 Bpema okordasna  06-03-2020 T 15 22 - 05

) Sanuck M XpaHeHne Tun Bce Haine+o 3 ¥ypHan Bpema 2020-03-05 21:14:32 — 2020-03-05 21:14:37
» Cucrema
1 2020-03-05 21:14:37 CUCTEMA COXPAHEHWE HACTDOEK
¥ WHdopmauma — £
3 I 2 2020-03-05 21:14:32 Cuctema 3anyck
epcua
T 2020 0508 21 14.22 CacTema Omena
Monk3-nin oHNAIH
MogpobHo
Bpems: 2020-03-05 21:14:32
Monkaoeatent: CUCTEMa
Tun: anyck
Conepxanne: $nar nepesarpysku: OTKMIOYEHHe
I EVEN N I

PucyHok 7.119 — NMpocmoTp nogpobHom nHdopmaumm 0 CUCTEMHOM COBbITUM

Ons apxuBaumm oTobOpaxaembix pes3ynbTaToB MouWcka Heobxoanmo

BblbpaTb «ApxnBaums».

Bknagka «YaaneHHbIN XXypHan»

Bknagka «YpaneHHbl XypHan» npeaocTaBnsieTr AOCTYN K TeXHOMornu
«SysLog» — pasmMelleHMe CUCTEMHOro >XypHana cobbiTuin Buaeokamepbl
Ha yganeHHOM ceTeBOM XpaHunuvile no IP-agpecy n ceTeBbiM HAacCTpoWKam 3TOro

xpanunuwa. NHtepdenc npegcrasneH Huxe (PucyHok 7.120).
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IEI=T8I=] iP-kamepa S = v A E”

b HacTtpoika kamepkl JlOKaNEHLIA KYPHAN YaaneHHEIW XypHAan

b Cetb
P CobriTnn [ ] Bra.
P 3anuck U XpaHeHHe IP appec 192. 165. 0 . 108
P Cucrtema Mopt 514 (1~65534)
¥ Uncpopmauns Me yeTp-a 22 (0~23)
Bepcua
Mo ymonu. l [ OBHOBUTL ] [ CoxpaHuTb

MNonkz-n¥ oHNaREH

PucyHok 7.120 — Bknagka «YganeHHbIn XXypHan»

7.5.6.3 MoanyHKT MeHIo «lMonb3oBaTenn oHNanH»

MognyHKT MeHto «llonb3oBaTenn oHManHy NpeaHasHayeH aAns NpocMoTpa
MHpopMauuM O TEeKYLUMX  MOAKIYEHUsX K Bugeokamepe (Bce  OHMaMH
nonb3oBaTenu Bugeokamepsl). IHTepdenc npeactasneH Hmxke (PucyHok 7.121).
[na obHoBneHus nHgopmaumm Boidbepnte « OBHOBUTLY.

BOLID I S @ z A ¥

» HacTpoiika kamepel [Monks-nW oHNAKHH
p CeTs

» CobeiTns 1 admin admin 192.168.71.22 16-11-2020 09:42:48

P 3anuck U XpaHeHWe

P Cucrema

¥ Unchbopmauus
Bepcua

NokankHeli xypHan

PucyHok 7.121 — lyHKT MeHto «llonb3oBaTtenin oHNnamH»

7.6 PA3OEN MEHIO « COBbITUSA»

Pasgen MeHio «CobbiTua» q npegHasHayeH Aa59 npocMoTpa
N ynpaBneHnsa HacTponkamu Bbibopa Tuna TpPeBOr U NPOCMOTPa XypHana Tpesor
BUOEOKaMepbl Npu  OBHapy>XeHUW BUOEOKaMEpPOWN TPEBOXHbLIX COObITUN.

NHTepdenc npeactasneH Huxe (PucyHok 7.122).
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Pkamepa D @ & AT
Twun Tpeeoru
1 2020-03-27 09:33:05 OOHAP. ABM¥EHWA 1
[V OOHap. nevweHus [ 3anon-Hue SD kapTsl
[/ Owmbka SD kapTal ] 3akpuimue obrektuea
[] Hecawsu. goctyn M vs

[ WameneHve cueHu
‘Onepauua

[ ¥eepomnenne

3ByK. curHan

¥ Brn.

—

PucyHok 7.122 — Pasgen meHto «CobbITusa»

7.7 PA3OEN MEHIO «BbIxoa»

Pasgen meHio «Bbixogo» m npegHasHayeH ONa 3aKkpbiTUS U BbiIXO4a
N3 y4eTHOM 3anucu nonb3oBatens w3 Beb-uHTepdenca Buaeokamepbl. [lpu
MHUUManm3aumm 3Toro pasgenia BCnmblBaeT cucteMHoe OKHO (PucyHok 7.123)
Beb-nHTEepdenca Buaeokamepbl A58  BO3MOXHOCTM BXoAda Mofib3oBaTess

C OpYyron y4eTHOW 3anuncblo.

IP-kamepa

Monssogatens: |admin

PucyHok 7.123 — Bxog nonb3oBaTtens ¢ 4pyron y4eTHOM 3anucbio
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8 PEKOMEHOALIUX NO OBECIMNEYEHUIO
WHPOPMALIMOHHOU BE3OINMACHOCTH

Maponu v npowKnBKK yCcTpOUCTBa

[Ona nosblleHNa MHGOpPMaunoHHOM 6e3onacHOCTM  BUOEOKaMepsbl
HeobXxoOUMO WM3MEHUTb CTaHdapTHbIM  napornb goctyna. Wcnonb3oBaHue
HaJeXHbIX naponen obecneyvMBaeT CHWXKEHUS PUCKOB HeCaHKLMOHWPOBAHHOIO
AocTyna K yCTponcTBy. MamMeHUTb naposie MOXHO B Beb-mHTepdoence (Bknagka
«lMonb3oBaTenuy»). OBHOBNEHNE MPOLUMBKMA UCMOSb3YETCH C LieNbl YrnydlleHuUs
Npon3BoaMTENBHOCTU, OYHKUMI 1 yaobcTBa paboTbl YCTPOWCTBA, a Takke Afis
CHWKEHUS  MH(OPMaUNOHHON  yA3BUMOCTU. OOBHOBUTbL  MNPOLUMBKY  MOXHO
B Beb-nHTepdence (7.5.5.7 MoanyHKT MeHio «OBHOBNEHNE cuctembl»). CkadaTb

doann NPoLLIMBKN MOXHO Ha cauTe bolid.ru.

MU3meHeHune noptoB HTTP n TCP no ymon4yaHuio

N3meHeHne cTaHgapTHbix noptoB HTTP un TCP  (BKMAKOYEHDI
MO YMOSYaHUI0). AT NOPTbl MOryT ObiTb M3MEHEHbI Ha Ntobon Habop HOMepOB
mexay 1025-65535. MameHeHne HOMepoB MOPTOB MOMOraeT CHU3UTb PUCK
HECaHKUMOHMPOBAHHOINO  [OCTyna K YCTPOMUCTBY 4epe3  obLuien3BecTHble

CTaHOapTHbIE MOpPThI.

Ucnonb3oBaHue HTTPS / SSL

Hactponka SSL-ceptudmkata pans BkiwdeHns HTTPS (Bknagka
«HTTPS») nosBonuT BKMOYMTL 6e3onacHylo CBA3b Mexay BuaeOKamMepowu

N KOMMbIOTEPOM MPU NOAKMOYEHUN K BEG-MHTepdelicy.

Ucnonb3soBaHue IP-punbTpa

BkrnitoveHve dunbTpa |IP-agpecos (Bknagka «bpaHamayap»)
npegoTBpaTUT JOCTYyN K CUCTEME YCTPOUCTBA BCeX Monb3oBaTtesien, Kpome

nosib3oBartesien ¢ ykasaHHbiMu IP-agpecamu.
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NU3meHeHne naponsa ONVIF

N3meHeHne napons ONVIF (Bknagka «ONVIF nonb3oBaTenb») nomoraeT
CHU3UTb PUCK HECaHKUMOHMPOBAHHOIO [OO0CTyrMa K YCTPOMUCTBY C NMOMOLLbIO

06LWEN3BECTHbIX CTaHOapTHbIX napone|7|.

Heobxoanmbie nopTbl

MepBbiMn ykasbiBante Te HTTP n TCP nopTbl, KOTOpble HeobxoauMmo
ncnonb3oBaTb AN BalMX  CeTeBblX  coeauHeHun.  He nepeapgpecyute
Ha YCTPOMCTBO OrPOMHbIA [Onanas3oH MOPTOB CeTeBbIX coeanHeHun. He BHocute
IP-agpec yctponctBa B DMZ cermeHT cetm (DMZ cermMeHT coOepXut
oOLLleOoCTyNHbIE  CepBUCHI W OTAENseT  UX OT YacTHbIX). He obssatensHo
yKasblBaTb NMepPBbIMU Kakne-nmbo nopTbl ANs OTAENbHbIX KamMep, eCriv BCE OHU

NOAKITHYEHbI K BUAEOperncTpaTtopy.

OrpaHquHMe no pa60Te noa rocreBbiMU y4€THbIMU 3anncsamum

Ecnn cucrtema HacTpoeHa Ans HECKONbKUX nonb3oBartenen, ybeamtecs,
YTO KaXKObl MoNnb3oBaTeNb MMEET rnpaBa TOMbKO Ha T€ KOMMOHEHTbI U (PyHKUUN,
KOTopble Heobxooumbl AnNs BbINOSHEHWA cBoen paboTtbl (MognyHKT MeHKo

«lMonb3oBartenny).

MNMpepnoctepexeHns no ¢pyHkumm UPNP

UPnNP — 910 Habop ceTeBblXx MPOTOKONOB AN yHMBEpcanbHON
aBTOMAaTM4YeCKOM HACTPOWKM ceTeBbiX YycTpouctB. Bknwoune UPNP, ceTeBas
Buaeokamepa 0Oyget nogaepxmBaTb npotokon UPNP. Ecnu cuctema UPNP
BKIIOMEHA Ha BMAeokamepe, To B onepaumoHHbix cuctemax Windows aTa
Buaeokamepa OyoeT HaxoauTbCs MOUCKOM B ceTeBOoM okpyxeHun Windows.
Korga noptel HTTP n TCP nepeagpecyloTcs BPYYHYH, TO 3Ty OYHKLMIO OBbIYHO
OTKMO4atoT. OTkntoyeHne uPnP pekomMeHayeTcs, Korga JyHKUMA
He ucnonb3yeTcd. BKYMTE NN OTKIOYMTE (DYHKLUIO MOXHO B BEB-MHTEpence

(MoanyHKT MeH «UPNP»).
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lNMpenocTtepexeHnsa no npotokony Multicast

Multicast B Bugeocuctemax obbI4HO UCNONb3YeTCA AN MHOroagpecHOoro
obMeHa BuaeonoTokamu Mexay BuaeoperncrpaTtopamMmum, Buaeokamepamm B ceTsx
N3 MHOMMX BUOEOKaMep, BUOEOPEerncTpaTopoB, BUAEOCEPBEPOB AN MOBbILLEHUS
MPOMNYCKHON CMocoBHOCTU B ceTU. B HacTosilliee Bpemsi HET HUKaKUX U3BECTHbIX
NpoGnem, CBs3aHHbIX C MHOrOaZpECHOWM PaCChINIKOWM, HO eCnv Bbl HE UCNONb3yeTe
3Ty YHKUMIO, OeaKTMBaLUUSA MOXEeT NoBbicUTb OesonacHocTb cetu (MoanyHKT

MeHo «Multicast»).

MpoBepka cucTeMHOro XXypHana

Ecnn Bbl nogo3peBaeTe, 4YTO KTO-TO MOMYYUST HECAHKLUMOHUPOBAHHbIN
OOCTYN K Ballen cucTeme, Bbl MOXeTe NPOBEPUTbL CUCTEMHbIN XypHan (Bknagka
«JlokanbHbIN XypHan»). CUCTEMHbIN XypHasrl MoKaxeT BaMm, Kakue IP-agpeca

ObINV NCNonb30BaHbl AN BXoAa B CnUctemy n K Hemy Obin noJstydeH OOCTyIm.

BnokupoBaHue HexenaTenbHOro [oCcTyna K yCTPOMCTBY

[Onsa npegnoTBpalleHNa  HexernatesribHOro [[OoCTyna pPeKOMeHOyeTCs:
nogknoyaTh BUaeokamepy K nopty PoE Ha 3agHen naHenun Buageoperncrparopa,
YTO M3ONUPYeT BUAeOoKamepy OT BHELUHEN ceTu; MHGOPMALMOHHO M30SIMpoBaTh
ceTb BuageoperucTparopa N BUAEeOKamMmepsbl OT ceTu 0o0LLeaoCTynHOro
KOMMbloTEpa, 3TO NpeaoTBpaLlaeT NpocTon AOCTYN APYrnx nonb3oBaTterien K 9Tou

ceTn.
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9 NOAKNKYEHUE K BUOEOKAMEPE
C NOMOLWbIO CEPBUCA P2P

Cepsuc P2P (Peer-to-Peer, ogHopaHroBass ceTb) MO3BOSMISET ObICTPO
N 6e3 CrNoXXHOWM HaCTPOMKM NOOKIYMTLCA K Buaeokamepe vyepes komnbtotep (MMK)
nnn cmapTtdoH. P2P no3BonsieT yaaneHHO MOAKM4YaTbCs K YCTPOMCTBY 4epes
NHTEPHET C MOOUNbHbIX ycTponcTB M [1IK B ycnoBusIX OTCYTCTBUSA BHELUHEro

ctaTtundeckoro IP-agpeca.

BHAMAHWE!
[MogknodeHne K Buaeokamepe C NoMoLlbd cepBuca P2P  goctynHo
o TONbKO MOCne akTuBauum cepBuca yepes Beb-uHTepdenc, npu 3Tom
YCTPOMCTBO [OSMKHO HaxoAUTbCA B CeTUM C OOCTYNOM B MHTEpPHEeT
n umeTb ctaTtyc «OHnanH (Bknagka «P2P»).

9.1 Nopgknto4YEHUE YEPE3 NPOrPAMMY «BOLID VISION»

3anyctute Ha K nporpammy «BOLID VISION». Ha rnaBHOM cTpaHuue

oTKponTe pasgen «Ycrtpouctsar. UHTepdenc npeacrasneH Hmke (PucyHok 9.1).

° b, B 2
e 3
EE. CXEMbI 063 Ynp. TV crewoit Mons3osatenu OcHosHble

Yerpoiicraa Korgpur yerp-s To x08 PCHVR

PucyHok 9.1 — «['naBHas» ctpaHuua nporpammsel «BOLID VISION»
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Ons  pobaBneHnsa  yCTPOMCTBaA  BPYYHYHO  BBeaUTe  napameTpbl
Buaeokamepbl (PucyHok 9.2). [locrne 3anofiHeHMss napamMeTpoB YCTPOMUCTBaA

HaxmuTe «[JobaBuTb». Ha aTom gobaBneHne ycTponcTBa 3aBepLLEHO.

Ycrpoicrea 8 cen:39 [Ananaso nowcy xa 192 168 56 0 !92 168 56 255 IMomcx
N | [l06. BpywHyi0 x| \nnpr |
i 1% 3 |
| Hazsanwe Kawepd ] anm

3 Perverp. peon: [T ) - s

4 i ISV 2M02558PAA00077 3

AR A — am

S assome . [T - T

T e romaoorens: i

Cepuitnii Homep: [ Crarye SN | Onepaym

1 =1 T M Opnaiu (vern... 2MO2SFFPAGI0... / O [B X
=) L —— it el A AR
3 (=5 B | | 1 Ownain 2MO2524PAG00... / O B X
| — Bibesh e e OB
5 =1 Toesssont soer: [ B Oddnaiin (ver n... 2M02530PAG00.. / O (B X
6

(=i | - oo - o 1 Ownaiin 2MO25FFPAGN.. / O B X

Dob. spysiyo) | Yaanute Munopt xcnopr Cranyc.

PucyHok 9.2 — Pasgen «[JobaBneHune ycTponcTeay Yyepes nporpammy
«BOLID VISION»

9.2 MOOKNKYEHUE YEPE3 MOBUITbHOE YCTPOMUCTBO

N3 marasvHa npunoxeHun MOOWUMNBHOrO  yCTpoWcTBa  3arpysute
N yctaHoBuTe BecnnatHoe MmobunbHoe npunoxeHne «DMSS», un 3anyctute ero.

B MeH NpunoXxeHus Ha rnaBHOM CTpaHULe BblbepuTe «+» B NPaBOM
BepxHeM yrny wuHTepdenca (PucyHok 9.3). [anee Bblbepute «Scan SN»
(PucyHok 9.4) n c noMOLLbO KaMepbl B MOBUITbHOM MPUIIOXKEHUM OTCKaHUPYUTE
QR-kog yctponctBa wu3 Beb-uHTepdenca (Bknagka «P2P»), wnu 3aBogckomn
HaKnewkn, pacrnonoXeHHOM Ha kopnyce ycTtponctBa (PucyHok 9.5). [lpwu
HeobXxo4MMOCTM BBeAUTE CEPUNHBIA HOMEp YCTPOWCTBa Bpy4Hyl. Ha atom

nobaBneHve yCTpocTBa 3aBepLLEHO.

BHVMAHWE!

[MogknioyeHne K Buaeokamepe B MOOUITBHOM MPUIOXEHUUM LOCTYMHO
6e3 aBTopM3auum UM TOSMbKO C OAHOMO aBTOPM3OBAHHOINO akKayHTa.
[ns obecnevyeHnss BO3BMOXXHOCTM MOAKMOYEHUST K YCTPOMUCTBY C APYrnx
akKkayHTOB Heo6xoauMo yaoanuTb YCTPOWMCTBO M3 cnncka Ao6aBfEeHHbIX,
B pe3ynbTaTte 4Yero BMaeokamepa CTaHeT OOCTYyMnHa ANs NoAKIHYEeHUs
Opyrum nonb3oBaTtenem unm 6e3 asTopmsaunm B MOBUITbHOM NPUIOXKEHNN.
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[Oomoi

oMo ®

CoobueHue A

PucyHok 9.3 — [lobaBrneHne ycTponctea B MOBUIBEHOM NPUITOXKEHUN

— CkaH.SN

IP agpec

@ Mownck B UHTepHeTe

PucyHok 9.4 — CkaHupoBaHne QR-kofa ycTponcTea B MOBUIbHOM MPUITOXKEHUM
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L4 No6asuTb ycTpo... %)

SKOSED1PA

Epy =
m%‘?ﬂ

Mo ymonyaxuio

QR kop ycTpoicTea B
Kopobke,aBTOMaTUYECKM CKaHWpYyHTe
ero

BeeauTe BpyUHylo CepUiiHbIi HoMep

PucyHok 9.5 — [lob6aBneHne ycTtponctea B MOOUIBHOM NPUAOXKEHUM
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10 NIPOrPAMMHOE OBECINEYEHUE «ORION VIDEO LITE»

MporpammHoe obecneyeHne «Orion Video Lite» npegHasHadeHO AOns
opraHu3aumm JIoKanbHOM CUCTEMbl BMAEOHAbNOEHNS  C UCMONb30BaHMEM
BUaeokamep N BUWOEOPErnNCTpaTopoB npoun3BoacTBa 3A0 HBI1 «bonua»
(PucyHok 10.1).

B oy e
o N " Bosirn

ORION VIDEO

Musoe augeo Apin

«Orion  Video Lite» no3BonseTr  HacTpauBaTb  BuAeOKaMepbl
n BugeoperncTpaTopsbl «bonng»,  ocywecTBnsATb  NPOCMOTP W 3anucb
TpaHCNMpyeMbiX BUOEOMOTOKOB. Takke nporpamMma no3BondeT YnpasnsTb
MOBOPOTHbIMM  BMAEOKaMepamu, U OCYLLUECTBMSATL MPOCMOTP  BMAEONoToKa
C Bugeokamep,  OCHAWEHHbIMW  MOTOPU3UPOBAHHBIM  OOBLEKTMBOM UMK
ob6bekTnBom Tmnna «fisheyer.

«Orion Video Lite» nosBonsieT BOCNPOM3BOAUTL apXvMB BMAEONOTOKA
(PucyHok 10.2), 3anuMcaHHbI C MOMOLLLI NporpaMmbl UK BUAeopernctTpaTopa
«bonunay. MNopgpepxuBatotTcs OYHKLMM SKCNopTa BUOAEO U Kaapa M3 apxmea. ECTb

BO3MOXXHOCTb pa3rpaHmn4eHunda npas nonb3oBaTenen.
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T B B .o

ORION VIDEO Lite Husoe sugeo Apxs Tlonubiii 5kpan  Hacrpoiiion Boiite

PucyHok 10.2 — ORION VIDEO Lite: BocnonsseneHne apxmsa

«Orion Video Lite» nmeeT yaoOHbIi COBPEMEHHbLIN MONb30BaATENLCKUN
NHTepdenc.

AKTyarnbHyK0 BEpCUIO NporpamMmMmbl MOXHO cCKadaTb Ha camte bolid.ru
B pa3gene: Mpoaykums-BuaeoHabniogeHne-INporpammHoe obecneverHne-rNO
«OpwuoH Bngeo JTant» no ccblnke.

[nsa ncnonb3oBaHngd B «OpuoH Bugeo Jlant» Kamep CTOPOHHNX

npousBogutenen Tpedyetcs koY 3awmtel MO «Bungeocnctema OpuoH lMNpoy.
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11 PABOTA CO CTOPOHHUMMU KITMEHTAMMU

RTSP — npuknagHon NpoTOKON yaaneHHOoro ynpasneHnsa NnoTOKOM JaHHbIX
C cepBepa B pexume pearibHOro BpeMeHu.
[ocTtyn yepes cTopoHHMEe RTSP- knneHTbl OCcyLLecTBNAETCA Npu NOMOLLU

KomMaHgbl rtsp://<login>:<password>@<IP>:<port>/<x>, rge:

— <login>- uma nonb3oBaTtens;

— <password>- naposib Nosfib3oBaTeNs;

— <|P>- |IP kamepsl;

— <port>- RTSP- nopt (no ymonyaHuio- 554);

— <x>-KomaHga npodunsi BuaeonoToka:

— cam/realmonitor?channel=1&subtype=0- 0CHOBHOM NOTOK;

— cam/realmonitor?channel=1&subtype=1- 4ONOSTHNTESBHbIN.

[Mpumep BapuaHTa NOAKMYEeHUs K KaHanam 6e3 aBTopu3aumm B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

[Npumep BapmnaHTa NOAKIKYEHMS K KaHanam ¢ aBTOpU3aLnMen B CTPOKE:
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=1
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12 PABOTA C YTUNUTOWN «BOLID VIDEOSCAN»

Mporpamma ytunutel «BOLID VideoScan» BXOoOUT B KOMMMEKT NOCTaBKM
N NOCTaBnsieTCs Kak nporpammHoe obecneveHne BOLID, 3anMcaHHOe Ha KOMMNAKT

ONCK B KOMMJ1EKTE NOCTaBKN BUOEOKaMepPhbl.

BHMMAHWE!

B cnyyae oTcyTCcTBMA BO3MOXHOCTM AOCTyna K BMOeOKamepe 4epes
Beb-uHTEpenc, a Takke, ecnm HeusBecTeH Tekywun IP-agpec
n3genusi, MOXXHO And NOAroTOBKWM K HACTpounke n paboTe BUaeokamepbl
BOCMOSb30BaTbLCA MOMOLLbLI cryxbbl nogaepxkn BOLID gna nHtepHer
ckaumBaHus ytunutel «BOLID VideoScan» ¢ FTP cepsepa BOLID.

Mporpamma  ytunutel «BOLID  VideoScan»  wucnonb3yetca  ans
obHapyxeHna Tekyuwero |P-agpeca ycTpoucTBa B cCeETW, AN  WU3MEHEHUs
IP-agpeca, ynpaBneHns 6a30BbIMM HACTpOMKaMu, a Takke Ansi OBHOBNeHus

NporpaMMHON NPOLLMBKKN BUAeOKamepbl (PucyHok 12.1).

BHAMAHUE!
Mpn pabote cytunmton BOLID  VideoScan  wmcnonb3syeTtcs

Nno yMOn4YaHui: WUMS nonb3oBaTtensa — admin, naponb — admin,
nopt — 37777,

BOLID 0P

1 |@ e BOLID VCI-83... 1921681102 (37777 Paspec | 1921681118 Brasst izcoozamz 2420000 | £ 8

MNonssosatens | admin

PucyHok 12.1 — Ytunuta «BOLID VideoScan»

BeinonHue 3anyck ytunutbl «BOLID VideoScan», B OTKpbIBLUEMCSH OKHe
BM3yanbHOro wuHTepdenca noagnyHkta wMeHw «CeTb» u3MeHuTe |P-agpec
BMAeoKamepbl 1 4YTOObI 3aBEpPLUNTb U3MEHEHUE HaXMuTe KHOMKY «CoxpaHUTb».

BasoBble napameTpbl Ans uameHeHnsa npueseaeHbl HMKe (PncyHok 12.2).
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BOLID

-

(2025 ~ 65534)

arsp | ss<

(cTam momgmra | Coxpammn ( hessa

PucyHok 12.2 — 'ameHeHue IP-agpeca Bugeokamepbl C MOMOLLbIO YTUNUTDI
«BOLID VideoScan»

AKTyanbHyl0 Bepculo nporpaMmmbi
B pasgene:

MOXHO cKadaTb Ha camte bolid.ru

Mpoaykums-BuaeoHabniogeHne-INporpammHoe obecneveHune-NO
«BOLID VideoScan» no ccbinke.

[MporpammHoe obecneveHne sBnsaeTcsa NONHOCTbI0 6ecnnaTHbIM.
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13 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCIMNOCOBHOCTU

TexHN4YecKkoe exemecsiHHOe U exXerogHoe obcnyXmBaHue BuAeoKamepbl
AOIMKHO NpPOBOAUTbLCS 9IEKTPOMOHTEPAMMU, NMELLINMN rpynny
no anekrtpobesonacHocTM He HMXe 3. ExerogHble U exemecsyHble paboTbl
N0 TEXHUYECKOMY obcnyXnBaHuo NpPOBOASATCS cornacHo NPUHATBIX
N OENCTBYIOLLMX B OpraHuM3auuu Mosib3oBaTesid  perriameHToB W HopMm  (rpu
OTCYTCTBMM B OpraHmsaumm nornb3oBaTend OEeUCTBYIOLMX PerfiameHToB U HOpM
anst paboT TexHudeckoro obcnyxueaHmsa, HeobxoaMmMo npuenedb Heobxoaumble
Ang 9TOro opraHu3auuio U cneunanucToB, MMEKLWMX MpaBo, KBanudukauuto

n ycnosua ans 3TOFO), M B TOM YUCIe MOryT BKIoYaTb:

— npoBepKy paboTocnocobHOCTM n3genus, cornacHo P3;

— TMPOBEPKY LENOCTHOCTM Kopnyca BuaeoKamepbl, LENOCTHOCTb M30NALUK
kabens, HageXXHOCTU KPENEHWU, KOHTAKTHbIX COEANHEHWI;

— OMMCTKY Kopryca BuaeoKamMepbl OT Mblin U rps3m (O4MCTKa MNOBEPXHOCTU
obbeKkTuBa Bngeokamepbl NPON3BOAMNTCS TOSMbKO C cobniogeHmnem TpeboBaHnm
K YCNOBUAM UM MOMeLLeHuto, paboTam, aTTecTOBaHHbIX Ha Krnacc YMCTOTbI
N NpeaHasHa4yeHHbIX Ond  COOpPOYHO-TEXHUYECKMX, PEMOHTHbIX  paboT
C ONTUYECKUMM YCTPONCTBAMMN);

— Npu HEOBXOOUMOCTU, KOPPEKTUPOBKY OPMEHTALUK HanpaBrneHus snaeoobaopa
BnaeoKamepbl;

— TecTupoBaHMe KabenbHbIX NMUHMUNA CBA3M N SNEKTPONUTAHUS;

— OYUCTKY W aHTUKOPPO3UMHYKD 00paboTKy 3MEeKTPOKOHTAKTOB KaberibHOro
NoaKMHOYEeHNs BUaeoKamepbl;

— 0OHOBNEHMe NPOLUMBKM BUaeoKamephbl (Npn HeobxoaumocTH).
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TexHnyeckoe  obcnyxmBaHMe  OOIMKHO  UCKMOYaTb  BO3MOXXHOCTb
obpa3oBaHNA KOHOEHCATa Ha KOHTaKTax Mo 3aBepLlleHnto U B xode pabot
TEXHUYECKOro 00CNyXnBaHMUS.

[MpoBepka paboTOCNOCOBHOCTM 3akn4aeTcs B BU3yanbHOM OLEHKe
BuaeonsobpaxeHns, oTobOpaxxaeMoro Ha MOHUTOpPe UM Eero COOTBETCTBUS
HaCTPOEHHbIM napameTpam. N3penwve, He npoweglee NpOBEepKy

paboTOCNOCOBHOCTUN, CHNTAETCS HEUCTNPABHbLIM.
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14 BO3MOXHbIE HEUCITPABHOCTU U CNMNOCOBLI

UX YCTPAHEHUA

BHNMAHWE!
Mpw 3aTpyaHEHUSAX,

o nsgenus, pekomeHayetca  obpawatbca B Texnogaepxky  BOLID:
Ten.: +7(495) 775-71-55; e-mail: support@bolid.ru.

BO3HUMKaOLWMNX npu HaCTpOVIKe M SKCryatauunmn

MNepeyeHb HeMCnpaBHOCTEW M CMOCOObLI WX YCTPaHEeHUs npeacTaBneHbl

Huxe (Tabnuua 14.1).

Tabnuua 14.1 — lNepeyveHb HencnpaBHOCTEN N CNOCOBLI X YCTPaAHEHUS

HeucnpaBHOCTb

Cnoco06bl yCTpaHeHnAa HencnpaBHOCTU

HeTt curHana

MpoBepbTE NMUHNIO ANEKTPONUTAHUSA TECTEPOM;
MpoBepbTe NUHWUIO NepeaaYn AaHHbIX TECTEPOM;

[Mpyn nomowm KoMaHabl ping NpoBepbTe Hanuyme
coeguHeHuns ¢ Bugeokamepon (Tabnuua 7.15);

Ybeautecb B UCMPaBHOCTU BuaeoKamepbl,
NOOKMIOYMBLUNCE K BED-MHTepdhency (CM. pasgen
7.1 MNopgkntoveHne K Beb-nHTepdency).

IP-apgpec Hen3BecTeH nnu
nameHeH DHCP

Ncnonbays YTUNUTY Bolid VideoScan
N3 KOMMMIeKTa MocTaBKu, NpoCKaHupynTe
nokKanbHy CeTb. N3meHunTe IP-agpec

cpeactBamn Bolid VideoScan B cooTBeTCTBUM
C NapamMeTpamu fioKarbHOW CEeTN.

OTcyTtcTBYET M306paxeHme
NPV BKITIOYEHHOM
Beb6-nHTepdence BOLID
IP-kamepa

Beectn B agpecHonm cTpoke 6paysepa Internet
Explorer npasuneHbin IP-agpec nogknioyaemoun
BMaeoKamepbl.

Ounctntb k3w 6Gpaysepa W© NepeycTtaHOBUTb
Be6-nnaruH.

He paboTtaeT Beb-uHTEpPOENC

Ncnonbayinte 6paysep Internet Explorer;

Yb6eoutecb, 4TO BMOeokamepa HaxoauTcs
B Ballem noaceTu, B NpaBUIIbHOCTW  BBOAA
IP-agpeca, MacKu noacetun M nopTa
BeO-CTpaHuLbl BUAEOKaAMEPHI.

BOLID

BOLID VCI-123 Bep.4 AUAP.202119.002 P3n ot 29.06.2023


mailto:support@bolid.ru

BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 148

HeMCﬂpaBHOCTb CnocoO6bl yCTpaHeHnA HencnpaBHOCTU

[MpoBepbTe HACTPOMKM MapameTpoB BUAEO (CM.
7.5.1.2 MNoanyHKT MeHto «Bnaoeo»);

[1noxoe kayecTBO [MpoBepbTE HaCTPOWKU napameTpoB
n3obpaxeHus, Hannyme nzobpaxenuna (cm. 7.5.1.1 T[lognyHKT MeEHI0
AedeKkToB n3o00paxeHus «MN3o00paxeHney);

Y6eoutechb B OTCYTCTBUN BHELUHUX 3anFI3HeHI/Il7I
Ha 3alllMTHOM CTeEKI1€ BUaeoKaMephl.

N306paxeHne cnnwkom [MpoBepbTE HaCTPOMKMK napameTpoB
TEMHOE UMK CIULLKOM n3obpaxeHns (cm. 7.5.1.1 T[lognyHKT MEHIO
cBeTrioe «306paxeHney).

[Mpobnembl BXxoaa

B BEO-NHTEpdec,
nponagaHne Bnageokamepsbl

N3 NIoKanbHOM ceTn

KoHdonukT IP-agpecos. VckntounTte Bugeokamepy
N3 NokasibHOM  CeTu U U3MEHUTe  CceTeBble
HaCTPOWKMU.

[MpoBepbTE HaCTPOWKU DNS N Win3a
BUOEOKaMepbl;

MpoBepbTe NPaBUMbHOCTb WUMEHW  Y4EeTHOW
He paGoTaet oTnpaska 3anucu, e-mail, NpaBUNbLHOCTL Naponsa Ans Bxoaa
coobLeHuni no E-mail Ha NOYTOBbLIN cepBep, NopThbl CepBepa;

[MpoBepbTE HACTPOMKN BUOEOCOBLITUMN;

MNpoBepbTe  MCNpaBHOCTb  MapLupyTM3aTopa
1 paboTy NOPTOB MapLUpyTU3aTopa.
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15 PEMOHT

[Mpn BbLIABMIEHUN HEUCMPABHOIO U3LENUSA €ro HYXXHO HanpaBuUTb B PEMOHT
Nno agpecy npeanpuaTtus — narotosutensd. MNpu HanpaBneHUn nU3genust B PEMOHT
K HeMy obfa3aTenbHO OOSMKEH OblTb MPUNOXEH akT C onMcaHMeM: BO3MOXHOM
HencnpaBHOCTW, CETEBOW HaCTpouku Buaeokamepbl (IP-agpec, macka noacetw,
LLNKO3), NIOTMH N Naporb.

Peknamauuu HanpaensTb N0 agpecy:
3A0 HBI «bonuay,
141070, Mockosckass obnactb, r. KoponeB, yn. [lvoHepckasa, . 4.

Ten.: +7 (495) 775-71-55, http://bolid.ru, e-mail: info@bolid.ru.
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16 MAPKUPOBKA

Ha wu3genuax HaHeceHa MapKMpoBKa C yKa3aHMeM HauMeHOBaHuS,
3aBOACKOrO HOMepa, Mecsiua Wuroga WX U3rOTOBMEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmoTpeHHbiMn  [TOCT P 51558-2014.  MapknpoBka
HaHeceHa Ha nuueBoun (OOCTYnHOM Anda ocMmoTpa 6e3 nepemMelleHns CoCTaBHOM
YacTun n3genng) CTOpoHe.

MapkupoBka  COCTaBHbIX  4YacTelm  u3genua  rocre  XpaHeHud,
TpaHCNOpPTUPOBAHUSA N BO BpeMS aKcnnyaTauum He ocblnaeTcs,

HE pacrJibiBaeTCd, HE BblLBETAET.
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17 YNNAKOBKA

N3penve BMecTe cC akchnyaTaunMoHHOM [OOKyMEHTauMen nocTaBnsaeTcs
B MPOYHOM ynakoBke, obecnedmBalrolLen 3alumMTy OT BO3AENCTBUN OKpyXKatoLlen
cpeabl 1 NOBPEXAEHN Npu NepeBo3ke/nepeHocke. YnakoBka No3BOMNSAET XpaHUTb

n3genna B 3aKpbiTblX MOMeELWEHNAX, B TOM YACIIE N HEOTAlMBaeMbIX.

BOLID BOLID VCI-123 Bep.4 ALIIP.202119.002 P3n oT 29.06.2023



BOLID VCI-123. Bepcus 4. PykoBoacTBO MO 3KCcnsyaTauum 152

18 XPAHEHUE

XpaHeHne unsgenus B NOTpedbuTenbCckon Tape AOMKHO COOTBETCTBOBATb
ycrnoBusiMm  xpaHeHuss 1 no FOCT 15150-69. CpeaHuini CpOK  COXPaHSEMOCTHU
n3oenus B oTannMBaeMblX MNOMELLEHUAX He MeHee 5 neT, B HeoTannMBaeMmblX
NOMELLIEHUSIX HE MeHee 2 neT.

B nomeweHnax ons xpaHeHusa He OOMKHO ObiTb NapoB KMUCIOT, LenoYven,
arpeccuBHbIX ra3oB W ApYyrMx BpeaHbiX MNPUMECEN, BbI3biBAKOLLMX KOPPO3UIO.
XpaHeHune n3genvs AOIMKHO OCYLLIECTBNAATbLCH B ynakoBKe
NpeanpuaTUS-U3roToBUTENS  NpM  TeMnepaTtype  OKpyXakuwlero  Bosgyxa
oT 274 po 323K (ot nntoc 1 °C go nntoc 50 °C) 1 OTHOCUTENBHOW BRAXXHOCTU

no 80 %.
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19 TPAHCINOPTUPOBAHUE

N3penne HeobxoomMmo TpaHCNoOpTMPOBaTb TOMbKO B YNakOBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YyMNakoBKE WM B cneumanbHO npuobpeTeHHOoN
noTpebutenem TpaHCNOPTHOM ynakoBke, obecneynBalrolLlen COXPaHHOCTb
Bugeokamepbl Npu nepeBo3ke. TpaHCNoOpTUPOBaHME YMNaKOBAHHbLIX W3OEeNUn
Npou3BOAUTCA Mpu TeMnepaTtype OKpyXxawLlero Bo3sgyxa ot 223 po 323K
(ot mmnHyc 50 °C go nntoc 50 °C) nobbiM BUOOM KPbITbIX TPAHCMOPTHLIX CPEACTB,
He gonyckas paspylleHust U3Oenust U U3BMEHEHUsI €ero BHeWHero Buaa.
[Mpn TpaHcnopTUpoBaHUN u3genne AOO0IMKHO obeperaTbCs OT yOapoB, TOSMYKOB,

BO34ENCTBUA BNarm u arpeccuBHbIX NapoB U NrAa30B, Bbi3bIBAOLLINX KOPPO3UIO.
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20 YTUNTN3ALUUA

N3penve He npencrtaBnseT ONAcHOCTUM AN >KU3HW, 300pOBbA NOAEN
N OKpYXKalollen cpedbl B TeYeHne cpoka Ccnyxbbl M nocrne ero OKOHYaHus.
CneuunanbHble Mepbl 6e3onacHOCTM Npu yTUNu3aunm He TpebyoTcs. YTunusaumio
yCTpoucTBa npuobpeTtatenb YCTPOUCTBA BbINOSTHAET CaMOCTOATENIbHO COrflacHO
rocygapCTBEHHbIM npaBuniam (pernaMmeHTam, HopmMam) caadm B Mycopoctop
Ha yTUNu3aumio, BbINOSIHEHWE YTUNIM3auun ObITOBOW 3MEKTPOHHON TEXHUKMU,
BNOEO- N POTOINEKTPOHHON TEXHUKN.

CopepxaHue AOparoueHHbIX MartepuarnoB:. He TpebyeT yyeta npu
XpaHeHnn, cnucanum n ytmnusauum (n. 1.2 rOCT 2.608-78).

CogepxaHue UBETHbIX MeTansnoB: He TpebyeT ydeTa npu cnmcaHum

M AanbHeWLWen yTunusaumm nsaenms.
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21 TAPAHTUN U3TOTOBUTENA

FapaHTUHBIN CpoK aKcnnyaTauun — 36 MecsiLEeB ¢ AaTbl NPUOOPETEHUSI.
Mpn OTCYTCTBUM [OOKYMEHTa, MOATBep)aalollero gakt npuobpeteHus,

FapaHTMVIHbIVI CPOK UcHUCnAaeTca ot Aatbl Nnpon3soacTBa.
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22 CBEAEHUA O CEPTUD®OUKALIUU

N3penne cooTBeTCTBYEeT TpebOBaHUAM TEeXHMYECKOro perriaMeHTa
TP TC 020/2011 n TP EASC 037/2016. WmeeT p[geknapaumio O COOTBETCTBUM
N RU O-RU.PA02.B.95118/21 wn peknapaunio N RU [-RU.PA01.B.67503/20.
N3penune cepTtumumpoBaHO Ha COOTBETCTBME TpeboBaHMSIM K TEXHUYECKUM
cpeactBam obecneyeHus TpaHcnopTHoM 6es3onacHOCTM B COCTaBe CUCTEMb
BuaeoHabntoaexnsa, Ne MB/1l P®$.03.000973.
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23 CBEOAEHUA O NPUEMKE

N3poenue, ceteBasa Buageokamepa «BOLID VCI-123» AUOP.202119.002,
NPUHATO B COOTBETCTBMM C 0Bsi3aTenbHbiMM TpeboBaHUSIMU OCYy4apCTBEHHbIX
CTaHOapTOB W OENCTBYIOLLEN TEeXHUYECKOM [OOKYMeHTauuwn, MNpU3HaHO rogHbIM
K akcnnyaTtaumm 3AO0 HBI1 «bonng». 3aBogckon Homep, Mecsil, WM rod Bblnycka
yKkasaHbl Ha kopnyce wusgenud, ToBapHbii 3Hak BOLID oGosHayeH Ha kopnyce

N yrakoBkKe.
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NEPEYEHbL TEPMUHOB U COKPALLEHUA

1,3 Mn CtaHgapT BngeocurHana c paspetueHnem 1280x1024 nukcenen.
1080p CtaHgapT BngeocurHana c paspetueHnem 1920x1080 nukcenen.
720p CtaHpapt BugeocurHana ¢ paspeweHnem 720x1080 nukcenen.
802.1x CtaHpgapT, uvcnonb3yemblin OnNa  ayTeHTUdukaumm un aBsTopusaunm
' nonb3oBaTesien B CETU Nepeaayn AaHHbIX.
AAC Advanced Audio Coding — PaclumpeHHoe ayamno KognpoBaHue.
ARP Address Resolution Protocol — NpoTokon onpeneneHns agpeca.
ATW Auto Tracking White Balance — ABTOMaTuyeckad KoMneHcauus
6anaHca 6enoro.
Base-T Crangapt Ethernet ona nepefaym gaHHbix 6€3 MoAynsLUMK NO BUTOM
nape.
Boniour CeteBon npotokon Apple, obecneunBawowmn aBTOMaTUYECKOE
J oOHapyxeHune cepBuCcoB (Cryx0) n yctponcts B IP-ceTu.
BLC Back Light Compensation — KomneHcauna 3agHen 3acBeTKN.
BNC Bayonet Neill Concelman connector — Pasbem BNC. Hanbonee yacto
MCNONb3yeMbI TEPMUHAN ANA NOAKNIYEHNSA KoaKcmnarnbHOro kabens.
CBR Constant Bit Rate — [TOCTOsIHHbIN BUTPENT.
Closed Circuit Television — 3aMmkHyTOE TenesuaeHue. TenesBn3MoHHas
CCTV cuctema, npefHasHayeHHaa onsa nepegady curHana orpaHuYyeHHoOMy
KONIMYeCTBY NOSib30BaTENEN.
Common Gateway Interface — O6wun nHTepdenc wnosa. CtaHgapT
CGl UHTepdenca, UCNOMb3yeMOro And CBA3M BHELUHEW MNporpamMmmebl
c Beb-cepBepom.
Common Interchange Format— OO6weynoTpebutensHbln dopmat
CIF LMdPOBLIX N300pakeHUn NMKcenbHbIM pa3spelieHnem 352x288 nnbo
352x240.
CLNS Connection Less Network Protocol— BeCKOHTaKTHbIN CeTeBOM

NPOTOKOJ1 nepenayvn gaHHbIX.
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CMOS

Complementary metal oxide semiconductor — CMOS.
KomnnemeHTapHas CTPYKTYypa MeTarnn-oKCcMa-nonynpoBOLHMK.
TexHonorma npousBoacTBa MOMYNPOBOAHUKOBBLIX 3fIEMEHTOB, B TOM
4yncre CEHCOpPOB.

D1

CtaHgapT BMaeocurHana ¢ paspelueHnem 720x576 nukcenen.

DC

Direct Current — NoCTOSAHHbIN TOK.

DDNS

Dynamic DNS — OuHamunyeckmn DNS. TexHonorus, nossonsawoLias
nHpopmauum Ha DNS-cepBepe OOHOBRASATLCHA B pearlbHOM BPEMEHM,
npuMeHarLwancd ansgd Has3HadeHUd MOCTOAHHOro AOMEHHOr0 MMEHMU
YCTPOWUCTBY C AMHaMn4eckum IP-agpecom.

DHCP

Dynamic Host Configuration Protocol — [NpoTokon guHammnyeckoro
koHGurypmposaHme xocta. ObecnedmBaeT noOfnydYeHWe CeTEBbIMU
ycTponcteamu |IP-agpecoB OT cepBepa B flOKaribHOW CETMW.

DH-SD

[MpoTokon ynpaeneHus PTZ-kamepamn 4epes nocnenoBaTesibHbIN
nHTepdenc RS-485.

DNS

Domain Name System— Cuctema [OOMeEHHbIX uWMeH. Tabnuua
nepeBoaa MHTEPHET UMeH B IP-agpeca.

DNR

Digital Noise Reduction— LudppoBoe nogasneHne LWYyMOB.
TexHonorna nogasneHust LWyMoB B N300paKeHnn, BO3HUKAKOLWMX Npu
HeJoCTaTO4YHOW OCBELLEHHOCTH.

DWDR

Digital Wide Dynamic Range — [lporpamMmMHO-paclUnMpeEHHbIN
ANHaMM4ecknn guanasoH. [lporpaMMmHo-peanusoBaHHas (YHKUUSA
pacliMpeHns AMHaMUYecKoro ananasoHa MaTpuvubl Ans KoMneHcauum
dOHOBOW 3aCBETKN N306pakeHus:.

Ether-
net

NokanbHasa ceTb, uUcnonb3yemasi Ans MOAKIHYEHUss Mexay coboM
KOMMbIOTEPOB, MNPUHTEPOB, pabounMx CTaHUWUA, TEepMUHAaNoOB W T.M.
B HacTosiLee Bpemsi peanuadyetca Ha 6asze kabenen Tuna «BuTas
napa». CkopoCTb nepedaynM curHamna CcocTaBnseT OT OECATKOB
A0 TbiCAY Merabut B CekyHay.

FPS

Frames per Second — KagpoB B cekyHOy. KonnyecTtBo cCMeHsieMbIX
KagpoB B BUAeon3obpaxxeHun 3a eguHuLY BPEMEHN.,

FTP

File Transfer Protocol — NpoTokon nepegayn annos.
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G.711A/

CtaHgapT ayauokogupoBaHms ©e3  KOMMNPEeCcCUn CO CKOPOCTbHO
G.711-
MU nepegayvn gaHHbix 64 Kb/c
CTtaHgapT ayguMoKoOuMpOBaHUS CO CKOPOCTbIO nepefayvvn gaHHbixX 48,
G.722
56 n 64 Kb/c
G.726 CTaHgapT KOMMpeccun 1 ayanokoanpoBaHUS CO CKOPOCTLIO Nepeaayn
' AaHHbIX 16, 24, 32 Kb/c
Y3KONOMNOCHLIM CTaHOapT AN roflocoBOM nepedadn KoaupoBaHUA
G.729
¢ amanasoHom ot 300 go 3400 'y, CKOpOCTbIO AaHHbIX 8 KBUT/C
Group of Pictures— [pynna kagpoB. YnopagoyeHHasa LUenodka
GOP cnegywowmx — Opyr  3a gpyrom  n3obpaxeHwun B KOOMPOBAHHOM
BUAEOMNOTOKE.
H.264/ . .. . .
H.264H/ High  Efficiency Video Compression—- CrtaHgapT c©xaTtud
H og4p | BhAEOCHTHana.
High  Efficiency Video Compression— CtaHgapT  cxaTtus
H.265 BUOeocurHana, sasnawowmmnca  passutnem H.264 v npuMmeHsowmin
bonee adhdHeKTUBHbIE METOAbI KOMMPECCUN.
HLC High Light Compensation — KomneHcauns sipkon 3acBETKMN.
HTTP HyperText Transfer Protocol — NpoTokon nepegayn rmnepTeKkCTOBbIX
AOKYMEHTOB.
DDP Distributed Data Protocol — [NpoTokon pacnpeaeneHHbiX aHHbIX.
HyperText Transfer Protocol Secure — PacwupeHne npoTokon
HTTPS nepenavu rMNepTEeKCTOBbIX A OKYMEHTOB ans noaaepKKu
LUNppOBaHNA B LENAX NOBbILLEHNS 6e30NacHOCTN.
Internet Control Message Protocol — TIpoTokon MexceTeBbIX
ICMP ynpasnsoLwmx coobeHnn. Micnonb3yeTtcsa ans nepegavm coobuieHni
00 owmnbKax n opyrnx UCKIYUTENbHbBIX CUTYaunsax, BO3HWUKLLMX MpU
nepenayve OaHHbIX.
ICR Infrared Cut Removeable — MexaHn4yeckn casuraembin UK-punbTp,

pacrosioXXeHHbIW Nepen MaTpuLeN BUaeokamepbl.
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Identifier — UgeHTndpukaTop.

IGMP

Internet Group Management Protocol — [lpoTokon ynpaBneHus
rpynnoBon nepegaden OaHHbIX B CETHAX, OCHOBAHHbLIX Ha MpPOTOKone
IP.

IK10

CTteneHb 3awWuTbl anekTpuyeckoro obopyaoBaHus, obecnevnBaemas
obonoykon, 3awuaroen OT BHELWWHUX MEeXaHW4YeCcKUX yaoapos
no 20 [x.

IP

Internet Protocol — MexceTeBon NpoTOKON.

IP-agpec — yHUKanbHbIM YMCIIOBOW UWAEHTUMUKATOP KOHKPETHOro
YCTPOMCTBA B COCTaBe JIOKarbHOM CeTu.

IP Filter
IP -
duneTp

DyHKUMA ynpasrieHns  OOCTYrnom K ceTeBoun
c onpeaeneHHbix IP/MAC-agpecoB nokanbHOM CETH.

BUOEeOKamepe

IPV4

Internet Protocol version 4 — yeTBepTasi Bepcust MIHTEPHET NPOTOKoNa.
LLnpoko wmcnonb3yembin TunN |IP-agpeca, coctosiwmn u3 4 6ant
(32 6wur).

IPV6

Internet Protocol version 6 — wectas Bepcusi MHTEPHET MNPOTOKoNa.
HoBasi cuctema agpecaummn, B KOTOpPOM agpec coctout u3 16 b
(128 6uT).

IP66

International Protection — MexayHapoaHbin kog 3awmtbl. CTeneHb
3aWmnThbl SNEKTPUYECKOro obopyaoBaHus, obecneynBaemas
obonoykon, 3awmuiarollen ot Bo3genctsms nbinn (6) v Boabl (6).
3awmeHo OT CUNbHbLIX BOAsHbIX CTpyW. Bopga, HanpaBnsemas
Ha 060MOYKY B BUOE CUIMbHbLIX CTPyW C nobOro HanpaBneHus,
He A0JIKHa OKa3biBaTb BPeQHOro BO34ENCTBUS.

IPX

Internetwork packet exchange — MexceTeBon 0OMeEH nakeTamu.
[MpoTokon ceteBoro ypoBHs mogenun OSI| B cTteke npoTtokonos SPX,
npegHasHa4yeH ansa nepegayv gatarpaMmm.

Infrared — K, MHJOpaKpacHble nyyn.
3IEKTPOMAarHUTHbIX BOJIH, TMpUMbIKaKLWaa K BUOUMOMY CBETY
CO CTOPOHbI KpacHoro uBeTa. Yenoseuecknum 3peHnem
He BOCMNPUHMMAETCs, OLHaKO MNOonyrnpoBOAHUKOBbIM CeHcopamM 3ToT
AnanasoH BUOEH.

YacTtb crnekTpa

BOLID
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MAC/ Media Access Control — YHuKkanbHbIN naeHTngukaTop,
MAC- npucBamBaemMbll ceTeBbIM agantepam. UrpaeT posnib oumsndeckoro
agpec agpeca ceTeBOro aganrepa.
MJIPEG Motion JPEG — CtaHgapT cxaTus BugeocurHana (nokagposbii MeToz
BMgeocxaTus).
MPEG2-
L2 CTaHgapT ayamoKoampoBaHUS.
Multi- [lepemava nakeToB C OOHOrO y3fia CeTu Ha cneumguyeckyto rpynny
cast IP-agpecoB, NnpuHagnexatwmx pasHbiM nonyvyatenam AaHHbIX.
Network Time Protocol— CeTeBoM NPOTOKON CUMHXPOHMU3ALMN
NTP BpeMeHn. CTaHOapT CUHXPOHM3AUUM CUCTEMHBIX Y4acOB CeTEBbIX
YCTPOWNCTB, UCMNOSb3YIOLWMX NakeTHYI0 nepenavy OaHHbIX.
Open Network Video Interface Forum— OTkpbiTein  Popym
[MpoTokonoB CeTteBoro BewaHusa. OTpacneBas MexagyHapogHas
opraHusaums, paspabaTtbiBaemasi CTaHOapTU30BaHHblE MNPOTOKOSbI
ANs B3aMMOOENCTBUS pPasnUYHOro obopyaoBaHUs M NPOrpamMMHbIX
ONVIF CpefacrTs.
Ctangapt ONVIF - oTpacneBon cTaHgapT, onpeaenstowum
NPOTOKOMbl B3aMMOAEWCTBUSA ceTeBOro obopyaoBaHusA (ceTeBble
Buaeokamepbl, Buaeoperncrpatopbl n ap.), obecnednsaromm
COBMECTUMOCTb.
OSD- On Screen Display menu — 3kpaHHOe MeHI0, oTobpaxaemoe noBepx
MEHH0 OCHOBHOI0 M306paxeHus, NocTynarwLero ¢ Bugeokamepbi.
PCM Pulse Code Modulation— WmnynbCHO KogoBass Moaynsauus.
[MpeobpasoBaHMe aHaNoOroBoro curHana B LMpoByo opmy.
Pelco- [MpoTokon ynpaeneHus PTZ-kamepamn 4epes nocnenoBaTeribHbIN
P/D nHTepdenc RS-485.
Power over Ethernet- craHgapTtel |IEEE 802.3af, IEEE 802.3at,
PoE nossonsowme nepegasatb Mo cetn Ethernet He TONbKO AaHHblE,
HO M 3NEKTPUYECKN TOK.
Peer-to-Peer — TexHonorns nepefayn BWOEOAAHHbLIX MO MHTEPHETY
Pop (yoaneHHoe BuaeoHabnogeHne), OCHOBaHHaa Ha uaeHTudukaumm

BUOEOKaMepbl Ha yaaneHHOM cepBepe Mo ee YHUKanbHOMY HOMepy
(UID).
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Point-to-point protocol over Ethernet— [lpoTokon MeXTO4eYHOM

PPPoE
nepegayvn gaHHbIX Yepes Ethernet.
Physical Security Interoperability Alliance — AnbsiHC
3a COBMECTUMOCTb CUCTEM uamyeckon 6GesonacHocTn. CraHgapT
PSIA PSIA - oTpacneBon cTaHOapT, oOnpegensiowmm  nNpPOTOKOSbI
B3aUMOLENCTBMNA ceTeBOoro obopyaoBaHus (CeTeBble BuAeOKaMepbl,
BunaeopermcTpaTopsl u ap.), obecneymsatoLnin COBMECTUMOCTb.
Pan Tilt Zoom - [laHopamupoBaHMe, HaKIIOH, OMTUYECKOoe
PTZ yBenndyeHne. PTZ-Bugeokamepa — MNOBOpPOTHad  Buaeokamepa
C 3yM-O6bEKTMBOM.
Q0S Quality of Service — KayectBo obcnyxuaHmda. Habop TtexHonorui,
obecneymBaoWmx NPUOPUTETHOE UCMNOSTb30BaHNE KaHana CBA3W.
Quick- . y o
Time [Mnenep ansa BocnpousBegeHns MynbTUMEANNHbLIX hannos.
RJ-45 Pasbem ctaHgapTa Registered Jack.
ROI Region of interest — ObnacTtb UHTepeca.
Recommended Standard 485 - PekomeHgyembin ctaHgapt 485.
RS-485 | NHTepdpenc (Habop pasbemoB, kabenewn) Ans nocrnegoBaTenbHOW
nepenayn gaHHbIX.
RTP Real Time Transport Protocol — NpoTokon TpaHCNOPTUPOBKM OaHHbIX
(BMOEOMNOTOKOB) B peanibHOM BPEMEHN.
Real Time Streaming Protocol — [MoTokOBbIN NPOTOKOMN peasribHOro
RTSP BpeMeHn. CTaHZapT ynpasndawowero npoToKosia, onpeaensawowmmn
OTrpaBKy, MNPUEM W ynpaBneHue noToKaMu [OaHHbIX pearbHOro
BPEMEHN.
SMTP Simple Mail Transfer Protocol — [lpocTon NPOTOKON MNEPECHINKN
MNoYThlI.
Simple Network Management Protocol — [MpocTon NPOTOKON
SNMP ceTeBoro ynpasneHusi. CemMencTBO CTaHOaApTOB, ONpeaensitoLmnx

NpaBuna wuycnosus poctyna kcetam TCP/IP gna ynpasneHus
paboTon y3oB CETMW.
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SSH

Secure Shell- besonacHas obonoyka. CeTeBoM MNPOTOKON
NPUKIagHOro  YPOBHS, MNO3BOMAOWMIA  NPOU3BOAUTL  yAaneHHoe
ynpaBsreHue onepaunoHHon CUCTEMOW N TYHHENPOBaHWe
TCP-coegnHeHun. No3BongeTt ©e3onacHo nepenasartb
B HE3aLUMLLIEHHON cpefe npakTuyeckn rnwobon Jpyrom CceTeBou
NPOTOKON.

SSL

Secure Sockets Layer — YpoBeHb 3alluLLEeHHbIX COKeToB. [NpoTokon
lndppoBaHna gaHHbIX, obecneudnBarowmn 6€30NacHOCTb CBA3M Mpu
nepegade OaHHbIX.

STP

Spanning Tree Protocol — [1poToKon NokpbiBaloOWEro Aepesa,
KaHanbHbIA NPOTOKOS.

SVC

Scalable Video Coding—- MacwTtabupyemoe BUOEOKOANUPOBAHUE.
TexHonorns no3BonsieT nepegaBaTb B OQHOM [MOTOKE HECKOIbKO
NoanoOTOKOB BUAEO Pa3fIMYHOro Ka4yecTsa.

TCP/IP

Transmission Control Protocol / Internet Protocol— T[lpoTokon
ynpasneHua nepegadyen / MexceTteBon npoTtokon. CemeuncTso
NPOTOKOSIOB, onpegensowmx obwue npasuna u ycrioBust nepenayu
AaHHbIX MO NoKanbHbIM CETSAM U CETU MHTEPHET.

TLS

Transport Layer Security — be3onacHOCTb TpPaHCMOPTHOrO YPOBHS.
[MpoTokon obecneunBaeT 3alUMLLEHHYIO Mepefady AaHHbIX MeXay
y3namu B cetu VIHTepHer.

UDP

User Datagram Protocol — Nonb3oBaTenbCkui NPOTOKON nepeaadun.
[MpoToKON nNepegadn OaHHbIX, He Tpebywnin noaTBepXaeHUs
npvema nakeTos.

UPnP

Habop ceTeBbIX NPOTOKONOB Af11 YHUBEPCANibHOW aBTOMaTU4ECKOW
HaCTPOWKN CETEBbLIX YCTPOUCTB.

URL

Uniform Resource Locator — YHUgMunpoBaHHbIN ykasaTernb pecypca.

VBR

Variable Bit Rate — NepemMeHHbI GUTPENT.

VLC

CBobOaHLIM MeananpouvrpbiBaTenb, MNOAOAEPXKMBAOWMIA pasfnyHble
doopmaTbl BOCMPOU3BELEHUS.

WDR

Wide Dynamic Range — PacwwupeHHbIin OuHaMUyYeckun guanasoH.
AnnapaTtHo-peanun3oBaHHaa QYHKUMA paclUMpeHns OuMHaMUYeCcKoro
ananasoHa MaTpuubl  ONA KOMMeHcauun (OHOBOW  3aCBETKU
N3o0bpakeHus.
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NK/NK-
noacset- | Cm. IR.
Ka
NK- MexaHunyeckn cpasuraemoin WK-comnbTp, pacnosioXeHHbin nepea
dunbTp | MaTpuuen Bugeokamepbl Anga peanusaumm pexunma «deHs/Houby.
M NHCTPYKUMSA MO MOHTaxy.
JiBC JlokanbHas BblMUCNUTESNbHAA CETb.
oC OnepauunoHHas cuctema.
MK [lepcoHarnbHbI KOMMbLIOTEP.
OcobbIn cBOA NpaBwvn, npoueayp 1 ycrnosun, onpegenswowmx dopmat
MooTo N BPEMEHHYIO CTPYKTYPY nepedayvn AaHHbIX MeXAy YCTPOMCTBaMM.
2011 Takke B NpoTokonax onpegensietcs pasbuBka OaHHbIX Ha NakeThl,
AENCTBMS MNpU owmnbKax U npouenypbl KOHTPOMsS COCTOAHWUSA FMHUK
nepenayvn OaHHbIX.
rnc MacnopT.
PO PykoBoAcTBO No aKcnnyaTauum.
LI LleHTpanbHbIM npoueccop.
Y/b YepHo/benbin.
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